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Distributed Intrusion Detection System DIDS

ZHANG Quan ZHANG Sen-giang GAO Feng
College of Electronic Science and Engineering National Univ. of Defense Technology Changsha 410073 China

Abstract The principle of intrusion detection system DIDS is introduced and its advantages and disadvantages are ana-

lyzed. Hence we bring out the concept of Distributed IDS comparing the design goal with the performance of some IDS prod-
ucts. In the end the designation of DIDS is discussed in detail in regard to the aspects of the functionality module designation
the retrieve and update of attack characteristics the enhancing of the attack detection and reactivity the correlated attack anal-
ysis and the more active reaction policy.

Key words IDS/DIDS distributed detection analysis centralized management and maintenance

123 Computer Net-
work Intrusion Detection
2
IDS IDS IDS IDS
Distributed Intrusion Detection System DIDS DIDS
IDS
DIDS

1 IDS
1.1 IDS

Intrusion Detection

2001-03-17
863 863-307-7-5
1974-



DIDS 99
1
Fig.1 General intrusion detection model
Observe Orient De-
cide Act OODA * 2
IDS

Correlation Observe

[ punted |

o

2 IDS /OODA
Fig.2 IDS function model/OODA loop
1.2 IDS
IDS
IDS
IDS 2
1.3 IDS
IDS “ "
IDS
IDS 5
IDS IDS
IDS
IDS
DDOS
2 DIDS IDS
IDS IDS Distributed IDS DIDS

IDS DIDS



100 2001 5

DIDS IDS DIDS
1
2
3
DIDS DDOS
4
IDS IDS
DIDS
CyberCop NetProwler NetRanger RealSecure DIDS
WinNT Win32 SUNOS WinNT Linux FreeBSD
1 000P/s 5 000P/s 3 000P/s
/
/ / / / [
DIDS
DIDS
DIDS
3 DIDS
3.1 DIDS TR,
DIDS ‘ Internet 4+47
3 P 3 e
CON. ki UL TN W eeyrem
SOLE
DIDS 3 DIDS

Fig.3 DIDS construction model



DIDS 101

Internet Intranet

4
Fig.4 Analyse unit and detection proxy unit
5
E E?ﬁ R
Lk —» ERE 0§
Eﬂéﬁ_ﬁ
3.2 ESBug- £
S =R E
DID FREH%D
IDS +
HEP.L TEAHR
5
Fig.5 Detection proxy unit
patch  patch
1 2
3 patch
IDS
3.3
IDS RealSecure
0.5ms WINNT CGI IDS

DIDS



2001 5

102
DIDS IDS N-
Code
3.4
2000 Yahoo Amason 50
DDOS
3.5
IDS email 4
IDS
DOS Modem
DOS
4
IDS
DIDS IDS

1  Kossakowski Peter et al. Responding to Intrusions A . CMU/SEI-SIM-006 . Pittsburgh PA Software Engineering Institute Car-

negie Mellon University 1998.
2 Porras Phillip A. Neumann Peter G. SRI International A .EMERALD Event Monitoring Enabling Responses to Anomalous Live

Disturbances.

3 Stephen. M. . 2000.
M. 2001.





http://d.g.wanfangdata.com.cn/Periodical_gfkjdxxb200105022.aspx
http://g.wanfangdata.com.cn/
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e6%9d%83%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e6%a3%ae%e5%bc%ba%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%ab%98%e5%b3%b0%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Organization%3a%22%e5%9b%bd%e9%98%b2%e7%a7%91%e6%8a%80%e5%a4%a7%e5%ad%a6%e7%94%b5%e5%ad%90%e7%a7%91%e5%ad%a6%e4%b8%8e%e5%b7%a5%e7%a8%8b%e5%ad%a6%e9%99%a2%22+DBID%3aWF_QK
http://c.g.wanfangdata.com.cn/periodical-gfkjdxxb.aspx
http://c.g.wanfangdata.com.cn/periodical-gfkjdxxb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Kossakowski%3bPeter%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-gfkjdxxb200105022%5e1.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Porras%3bPhillip+A+Neumann%3bPeter+G%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-gfkjdxxb200105022%5e2.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Stephen%3b%e4%bd%99%e9%9d%92%e9%9c%93%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-gfkjdxxb200105022%5e3.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%9e%97%e5%92%8c%e4%b8%9c%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/ExternalResource-gfkjdxxb200105022%5e4.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%be%99%e7%81%bf%22+DBID%3aWF_XW
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Thesis_Y1087837&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Thesis_Y1087837.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%a7%9a%e5%85%b0%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e6%96%b0%e6%a2%85%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_dxkx200212008&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_dxkx200212008.aspx
http://c.g.wanfangdata.com.cn/periodical-dxkx.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%b6%82%e4%bf%9d%e4%b8%9c%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_dzzwyjc200309008&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_dzzwyjc200309008.aspx
http://c.g.wanfangdata.com.cn/periodical-dzzwyjc.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e8%b5%b5%e9%95%bf%e9%92%b0%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_kxzx201036046&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_kxzx201036046.aspx
http://c.g.wanfangdata.com.cn/periodical-kxzx.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e6%9d%b0%e5%8d%8e%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%a1%be%e7%bf%94%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22WANG+Jie-hua%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22GU+Xiang%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_dnzsyjs-itrzyksb200934019&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_dnzsyjs-itrzyksb200934019.aspx
http://c.g.wanfangdata.com.cn/periodical-dnzsyjs-itrzyksb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e7%bf%94%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22Wang+Xiang%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_xxaqytxbm200608058&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_xxaqytxbm200608058.aspx
http://c.g.wanfangdata.com.cn/periodical-xxaqytxbm.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e4%bd%99%e7%a5%a5%e5%ae%a3%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%88%98%e9%93%ad%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_hzlgdxxb200203007&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_hzlgdxxb200203007.aspx
http://c.g.wanfangdata.com.cn/periodical-hzlgdxxb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e6%b0%b8%e6%9d%b0%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%b2%9c%e6%98%8e%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%99%88%e5%bf%97%e6%9d%b0%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e5%9b%bd%e7%8e%89%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22WANG+Yong-Jie%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22XIAN+Ming%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22CHEN+Zhi-Jie%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22WANG+Guo-Yu%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_jsjkx200702015&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_jsjkx200702015.aspx
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_jsjkx200702015&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_jsjkx200702015.aspx
http://c.g.wanfangdata.com.cn/periodical-jsjkx.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%a2%81%e6%b4%aa%e6%b3%a2%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%9d%a8%e6%8c%af%e5%ae%87%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22LIANG+Hong-bo%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22YANG+Zhen-yu%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_dnzsyjs-itrzyksb200913032&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_dnzsyjs-itrzyksb200913032.aspx
http://c.g.wanfangdata.com.cn/periodical-dnzsyjs-itrzyksb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%8e%8b%e6%98%8e%e9%a3%9e%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22WANG+Ming-fei%22+DBID%3aWF_QK
http://usagereport.wanfangdata.com.cn/Redirect.ashx?From=F.Periodical_dnzsyjs-itrzyksb201023016&Category=Recommendation&TO=http://d.g.wanfangdata.com.cn/Periodical_dnzsyjs-itrzyksb201023016.aspx
http://c.g.wanfangdata.com.cn/periodical-dnzsyjs-itrzyksb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%88%98%e6%99%93%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%83%ad%e4%b8%bd%e6%95%8f%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/Periodical_fjdn200810023.aspx
http://c.g.wanfangdata.com.cn/periodical-fjdn.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%9d%8e%e9%9d%99%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%bb%84%e6%9d%be%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/Periodical_cqjyxyxb200606017.aspx
http://c.g.wanfangdata.com.cn/periodical-cqjyxyxb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e6%9d%8e%e9%9d%99%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e9%9f%a9%e8%b5%b7%e4%ba%91%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/Periodical_cqjyxyxb200603012.aspx
http://c.g.wanfangdata.com.cn/periodical-cqjyxyxb.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%bc%a0%e6%a3%ae%e5%bc%ba%22+DBID%3aWF_QK
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e5%94%90%e6%9c%9d%e4%ba%ac%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/Periodical_jsjgc200407007.aspx
http://c.g.wanfangdata.com.cn/periodical-jsjgc.aspx
http://s.g.wanfangdata.com.cn/Paper.aspx?q=Creator%3a%22%e7%86%8a%e5%b0%8f%e8%90%8d%22+DBID%3aWF_QK
http://d.g.wanfangdata.com.cn/Thesis_Y727583.aspx
http://d.g.wanfangdata.com.cn/Periodical_gfkjdxxb200105022.aspx

