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Design and Realization of the Secure CA-based Electronic Seal System
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Abstract: T o solve the distributed hierarchical network security problems, a distributed simple strictly hierarchical (DSSH)
PKI trust model is presented. This model provides effective network security services such as authent ication, access control, in—
tegrity, confidentiality, norrepudiation and so on. On the bass of the trust model, the concept of the issue-seal certification is
presented and established to ensure the security of the seal file in the CA domain. The system implements the digital signature
and verification of the electronic documents by the electronic seal. The key, which encrypts and decrypts the electronic docu
ments, is protected by the enaryption certification. Finally, the system implements the management of printing seal files abil+
ties through the authority server.
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Fig. 1 Distributed Simple Strictly Hierarchical (DSSH) PKI trust model
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Fig.2 Electronic seal system architecture
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Fig.3 Electronic documents and electronic seals transaction w orkflow
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