25 3 JOURNAL OF NATIONAL UNIVERSI'Y OF DEFENSE TECHNOLOGY Vol. 25 No. 3 2003

:1001- 2486(2003) 03— 0079- 05

Wiz F AR R
( , 410073)
:IKE IPSec s IPSec IKE
> s VxWorks
: IKE; ISAKMP; ; ; H
:TP393. 08 tA

Study and Effective Implementation of the
Internet Key Exchange Protocol (IKE)

ZENG Ying zhi, SU Jin-shu, RONG Ni
( College of Canputer, National Univ. of Defense Technology, Changsha 410073, China)
Abstract: The IKE protocol is one of the most important components of the Internet Security Protocol ( [PSec), the high-efficient
mplementation of IKE is a key part of [PSec. After the analysis of the basic mechanism of IKE, this paper put forward a design structure
and is realization, also the design performance issue is discussed. Test has proved that it is an effective implementation of IKE.
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Fig. 1 Software architecture of an IKE implementation
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Tab.1 Offset mplement functions during the IKE negotiation
( )
main _mode _ state \
MM NO _STATE 1 ike _ channel _builder _send _sa _message
SA
ike _ channel _builder _send _sa _message
) SA
channel builder
main _mode _state= MM _SA _STATE
ike channel il S ke ss¢
MM _KE STATE 3 ike _channel _builder _send ke _message
ike _ channel _builder _send _ke _message
4 .
channel builder
main _mode _state= MM _KE _STATE
MM _ID _STATE 5 ke _ channe]i)_ builder _send _id _message
ike _ channel _builder _send _id _message
6 D
channel builder
main _mode _stae= MM _ID _ST'ATE
)
quick _mode _state \
ipsec _negotiator _send sa _message
QUICK _MODE _ , PREC - MEEAIIAN - SAIT - s e
NO _STATE ’ ’
ipsec _negotiator _receve _qm _initial _message
8
ipsec _negotiator _send _gm _sa _message
QUICK _MODE _
SA _STATE 9 ipsec _negotiator _send _qm _final _message
ipsec _negotigtor _receive _qm _ initial _message
QUICK _MODE _ ipsec _negotiator _send _ qn _ message
ESTABLISHED _ STATE ( )
ipsec _negotiator _add _ bundle _to _sadb
SADB SA
2
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Tab.2 The negotiation data packets captured by sniffer
(B)
1 146 G 00: 00. 000 0. 0000 2002- 08— 29 17: OL 40
2 122 (0 00: 00. 344 0. 344941 2002- 08— 29 17: OL 40
3 222 @ 00: 00. 650 0. 305802 2002- 08— 29 17: OL 40
4 222 (0 00: 01. 006 0. 355729 2002- 08— 29 17: 0T 41
5 110 0 00: 02. 051 1. 045125 2002- 08— 29 17 0L 42
6 110 g 00: 02. 117 0. 066187 2002- 08— 29 17 0L 42
7 198 0 00: 02. 333 0.216710 2002- 08— 29 17 0L 42
8 198 a0 00: 02. 667 0. 333949 2002- 08— 29 17: OL 42
9 94 0 00: 02. 772 0. 105188 2002- 08— 29 17 OL 42
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