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Data Reduction in Network Based on the Intrusion Detection System

Z0U Tao,SUN Hong-wei, T IAN Xin-guang, ZHAN G Er-yang
(College of Electronic Science and Engineering, National U niv. of Defense Technology, Changsha 410073, China)

Abstract: NIDSs deal with the problem of data reduction before analyzing the events. T wo important measures used in
ANIDS are proposed: FSS and new feature construction. A novel algorithm named SRRW is put forward first, which can pro-
duce OF S by recognizing all strongly relevant features and restrict them in searching process. A feature construction method is
used to get the OFS. The correlations betw een the original features can be analyzed by factor loading matrix.
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Tab.1 Parameter table of SRRW

a B C m n Py M ] r ¢ T
1 EDNF 0,1 41 50 000 random + 40 RWS SP RM 50
MDL restriction 0.65 0.015
1 SRRW 2  OFSS 41 3, 38
fs5 fs
2 OFSS
Tab. 2 Result of OFSS
41 100% 100% — 7.59%/12.62%
Wrapper 23 100% 59.1% 40.9% 4.13%/ 7. 58%
SRRW 15 100% 41.2% 58.8% 3.66%/5. 81%
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Tab.3 Result of the features clustering

1 2 3 4 5 6 7 8 9 10 11 12 13 14

io 127 4,12,15,17 20,21 22,23 24,25 6,10,11 8 7 3 29 5 28 2 16

fi 32 18, 26,30,31 33 35,36 37,38 13,14 19 9 34
ANIDS OFSS  PCA ,
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