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Security Task & Role-based Distributed Workflow Model
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Abstract: This paper introduces the concept of tasks, task instances and task context into traditional role-based access control model
according to the weaknesses of the current role-based access control and the cheracteristics of distributed workflow system. We propose a
task & role-based access control model, whose architecture is not user-role-permission but user-role-task-permission, and its formal
definition. This model avercomes the weaknesses of the bad dynamic adaption and the fake constraint of the least privilege. It can
enhance the security and practicability of the distributed workdlow system.
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Fig.2 Simple T&RBAC model
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62 HBMEcEEH 2004 5£55 3 A
user: Usednfo chient; Client { engine: Engine ‘ secunivl} i model :Madel
— - Sccurity

startProcess( ) startProcess( ) i
first TaskID=initialize{ )}
H —
1D = gelExecutor (ﬁmi’l’mkID)

getAllSupOf Task( )

—1

getUser ()

getUserOfGroup ( )

getUserOf Group { )
userList
palicyList=getPolicy { )}
1
userList=getIntersaction { }
DA !
getUseroad ()

userLoad

FxecutoriD =userWithhinload

———1

M getUserStatus ()

userStatus

executorIDy=getDelegates ()

executor]D
add Task ToWorkListi{userID, Task)
H4 EEEEEFE
Fig.4 Task assignment sequence diagram
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