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Dynamic Elimination of Inference Channels in the Database
Based on Rough Set Theory

ZHANG Zeng-jun DAI Jiang-shan XIAO Jun-mo
Institute of Communication Engineering PLA Univ. of Sci. & Tech. Nanjing 210007 China
Abstract This paper describes an approach to elimination of inference channels in the database based on rough set theory. The
approach builds an incomplete decision table on all data in the database then analyzes and discovers all the relations between non-
sensitive and sensitive data with rough set theory. According to these relations rules of inference control are generated and used to
modify the data queried by generic users dynamically and most parsimoniously so as to eliminate inference channels. Experimental result
shows that the approach is scalable and preserves security of inference control while improving availability of the data in the database.
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