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A Steganography on Wavelet Domain Based on HVS Against
Statistical Analysis

KANG Zhiwei', LIU Jin', HE Yi-gang”
(1. College of Computer and Communication, Hunan Univ. , Changsha 410082, China;
2. College of Fledical and Information Engineering, Hunan Univ. , Changsha 410082, China)

Abstract: Concerning the problem that the exstence of secret information of the stege-image on wavelet doman is subject to
detection by hitogram analysis for wavelet coefficient, and the visual property that human eyes are less sensitive to textured areas of an
image, a novel steganography on wavelet domain against statistical analysis based on HVS (human visual system) was proposed. Firs,
an image was divided into blocks of prescribed size, and every block was decomposed intowavelet using IWT ( integer wavelet transform)
based on lffting scheme. Then, all nonzero wavelet coefficients were classified nto two categories according to their sign and parity, and
marked by steganographic 0 and 1 respectively. If the identifier of wavelet coefficieris was different from secret bi, it would be modified
to the opposite one, otherwise unchanged. And more secret information was in tum embedded nto 2 or more level wavelet coefficients in
textured blocks so that good visual imperceptbility was obtained. Finally, the stege-image was obtained by the inverse wavelet transform.
From the experimental results, the proposed method effectively keeps the identity of histogram for wavelet coefficients and mairtains a
good visual quality of dege-image.
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0 P(x) x(x>0)
(1)~ (3),
P(x)> P(x+ 1)> P(x+ 2)> P(x+ 3) (1)
P(x)- P(x+ 1)> k[P(x+ 1)- P(x+ 2)] (2)
P(x+ 1)— P(x+2)> k[ P(x+ 2)— P(x+ 3)] (3)
Jk(0< k< 1) Lk , , E 0.3, 3
4 ()~ (3), 1 2 ()~ (3)
P(x) x(x>0) ,
x 1/2 s x+ 1 1/2 x
/ 1 4
Pl(x)= 5 P(x)+ 5 P(x+ 1) (4)
P (x4 1)= TP (x+ 1)t TP(x+2) (5)
P (x+2)= TP(x+ 2+ FP(x+3) (6)
(1) (4~ (6),
P(x)> P (x+ 1)> P (x+2) (1)
(2) (3)
P(x)- P(x+ 2)> k[P(x+ 1)— P(x+ 3)] (8)
(4) (5) (9., (5 (6) (10)
P(x)- P(x+ 1)= %P(x)— %P(x+ 2)> 0 (9)
P+ 1)= P (x+2)= ;_P(x+ 1)- %P(“ 3)> 0 (10)
(8). (9) k> (10)
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Tab.1 Experimental resuks for the proposed methods

PSNR

(512% 512) ( bit) ( dB)
Lena 191 519 47. 4248
Baboon 239 231 45. 6758
Man 206 087 46. 6069
Couple 212 3% 46.6127
Peppers 205 269 47.0386
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