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Safety Analysis Algorithm Based on Large Scale
Bayesian Networks

DONG Dou-dou, Zhou Jing-lun, ZHAO Zhao, ZHOU Zhong-bao
{ College of Information System and Management, National Univ, of Defense: Technology, Changshs 410073, Chine)

Abstract; The computation consumption of Bayesian network incresses exponentially with the nodes number and that limits the
application of large-scale Bayesian network. In order to relieve this situation, this paper makes use of the independence condition to
decompose the whole Bayesian network according to the characteristics of safety analysis, compresses the ftems number in reasoning
process, proposes the algorithms for top event probability and cut sets, simulianesusly analyses the computational complexity. Compared

with BDD-based FTA algorithm, the proposed algosithms showed a lower memory demand and a higher speed performance when meeting
the need of aafety engineering.
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FEH RUTH54E , DUM 7 FI4E (Bayesian network, BN)7E %215 AT St SR K 5 HERFE A I EZ FIIR
Ao Sankeran % AF R BN X8 2 R A UF S MR S R B ATRY R T Rt RE T F
i, R T ARG REREIR &S T 8T BN MIE RSB ERE S MR A HHY . Bobbics
8 \PTFE T 4B (Fault Tree, FD)BESTHL BN M7 35, 34 AT BN MK RER AT AT R 0470, B
Wi, BATHR A BN MERER T RS TESEMT, RABFHENRE HMATRBNENSE
RAEE, UFERRERORERE,

SR, BN HERE R AR T AM S BN LT RIS A, BN HEE 2 M4 HZE A
FEMSTE ITHARERMNTE, BRERE%TER 4 £ ZREE % (Polytree Propagation) |
B % 8 ® % ( Clique Tree Propagation) . P #8] # % ( Graph Reduetion) | 8 4 {f 1t # ¥ ( Combinatorial
Optimization), BA FIEHBEES AN, BRRAERSRRAGHEFR, KT ERHE Y S50
HEIEHOEREY, BN FIE(Cut Sets, CS)BRESUMTWELEAE, 7 BN PETREEGFIA
WORE, Bk, BLENETAMHRENELEFNERETRR, URENI MR EEL 2D
P RN A, '

1 Rt BN
BN B B8 (7 5 R A F A7 17 LI B (Directed Acyclic Graph, DAG)o i N= < < X,E

o KEREI9 2007 - 03 - 08
TR EFRTRES PN H (2005A4845023)
RN KT Z(197%6—), B, 14,
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>, P>ER,EP, <X, E>RANTHENT R X MEAME NES, X EHENES, EZFERT
ERIERRENE NEES, TES P MRXT X H&48ZE R (Conditional Probabilistic Table, CPT)
BT, B X=ley, 00, 00, o BT BNHWRESR,

RRERPIRNE FEQRERE AN C AERM RSN R ENEREREY, # BN HRA—
ARG B (BTG S, T SIS AP AR L BT HE) , 7B KT 2T, BN B #4F
AFERREMERS R HMITERE, B BN FE 0 EHEFAR, B HAL T E W RS ER AR
Ao MTFEE C(CcR) B C=1%R CHFENTEn=1(r€C),A C=0FF CFH I TEr,
=‘-0( F; € C)o

MY BN R EERE T AR EEENE, BR ARENEEA RN ENR,
T FY AP — Yt B A TR ) R R A T BN AR, TR A BN P EE R BRI
EZEAE, BURMEGRERRNEENEE,

2 ETRINSBRMEALEMENEZ

BN 1 BYIESE(Predecessor Set) : R X, MIETA R EH SHRSHANER,ILH Predec(X,)o

i X, WG REN Parent (X,), BIXE Parent (X,) C Predec(X, ). B, 3 Predec(X;) M Predec
(X)=0, WA (e =D)d B X,, X, BE X | FIEBBHEL 1o

B 1 MF BN X, X, AT BT H Predec(X;), Predex( X, ), 2R Predec(X;) N
Predec(X;) = @, WA I(X;, X))o HP,I(X, X e)Fm X, MV, £HMLTFe,e X, X, TLURES

EX2 HEILEW (Directed Converging Tree) % FH# T, HIUHE AN T REREEHN R, T AT
BREAD 9 Predec( T), SR R C Predec(T), K 7, W HMLSEN.

RIHEME P(T=1)HBERFTEEIRHEAFREX, MHAY KENHLE, K IBT A S
BT, B, REMGEMEERTEAY TEs -k EXRAMHEOHR. TR RTHGLER
EH A R=H (1)XB] BN K IBM S EHTES W ZER I — DB FISEB; (2)F AE% BN 38
FEHE A BT R EFERE; Q)T ERENSREPTEFRERNEE, By BN IE
RN,

BB TR ERMEGERRARE,

WA SR HEAFAEER S T KA L% ProbofTop.

ik :

1) CBNNode * pCurNode = GetTopOBN( ) ; //88) BN BT &K

2) IndepenceCompress{ pCurNode) /] FI % 37 PE X} % I tH-Hi P48 4T FE 48

3) CBNNode * pCurNode = GetLeftRootOfBN() ; //438] BN MZER T &

4) While (pCurNode ~ > m _ pFatherNode! = NULL){

5)  peurNode = curNode — > m _ pFather /40 RIRE ALK R

6) pCurNode - > m _ dbProb = ComputerCurrentNodeProb( pCurNode)

7 I RR BRI 4 T A

8) If {pCurNode - > m _ pFatherNode = = NULL) then /315 X FT4; S A TS S

9) ProbofTop = pCurNode — > m _ dbProb /15 B TS & 4 HE 58

10) return ProbofTop; /738 FITREE 4 & 4 3

11) endlf}

Procedure IndepenceCompress(CNode * pNode) /| FIIh S % F R4 81~ T M- R 4%

1) nodelist = pNode — > GetParentSet(); /{58 pNode 5 ML L SR

2) For each node in nodelist }

3) K (IsNodeIndepence( node, nodelist) = = FALSE) //node 15 s{ B M T nodelist

HP AT R, A B ] FALSE
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4) ComputerNodeProbInTaditional (pCurNode) /&5 8 LM S E 4R
5) Else

6) IndepenceCompress{& node) //i%3 1 Fl

7) endif}

Procedure double ComputerCurrentNodeProb( CBNNode * pCurNode)

1) IFRAER A SHE S S RF R
2) CBNNodeList childList = pCurNode ~ > GetChildList(pCurNode) /83 M1 S A9 F
3) IR R

4) For each node in childList |

5)  If (node.m _ dbProb= = NULL) then // 2% S F R R H1ERT

6) node - >m _ dbProb = ComputerCurrentNodeProb( &mode) /138 191 i

7} endlf

8)  If (node = = childList. LastNode()) then /11 S 2T HBE—TT R

9) ProbOfcurNode = pCurNode - > ComputerCurNode() /IRE &M BERTH

10) LRt % 4

11) return ProbOfcurNode; /1% 51 24 AT 15 & A9 #E

12)  endlf |

Procedure Bool IsNodeIndepence( cumode, nodelist) /£ ¥i j& cumode B & 54 PH
[T B R

1) CurPredecessorSet = cumode. GetPredecessorSet() /8582571 s BIRTIR &
2) For each node in nodelist

3) |while{cumode! = node} |//4% EEHE3Y B node A2 L Bii%5 £ curnode

4) PredecessorSet = node . GetPredecessorSet( ) /8% MR7 S ATRTIRE
5) If( sCommonElement( curPredecessorSet, PredecessorSet} = = FALSE)

6) 1B BB FAISE HiEs
7 return FALSE // 24803 & 5 HAb S R A
8) endif}

9) retum TRUE // 4By & 55 HoAth 35 A ddi 3
3 BETFEBRERBNSENHZ

7E BN R EIE MR REE P(T=11C=1) =1 WESH C(CCR). HTB/IAENFELHES
FERMNE, Al AEH kR M RIENE S, VEATE A —BRHBNAE MTFREY v M
MER IR k- M TRUNRERENEN k- TEHRZN - TRZE, I L TRk - TE%
EMES ;XN TOHNNEN k- MEHRZH - TEE A C, FRE-TEENES,

IR BN ST R E S B AR ESTA SRR, MESER— Nl hTHREHER
AEVERT B B R, BA TR T —HETERBRREMIENEE, HEABEEFA G584
HE LR BRI, RAZEHENENFEEZESREESA, A EITEE&E,

() BRES Lail, b, L) B, L ok -TRERE( =1, n)0 RBEFHEHHES
Co BN C=1LIP(T=U =) =1, LEL,i=1,,nle B CcL ML PERC B, ML=
L\ G, EAER,

(2) BEL PTEE L AL(AFREEEE P L PHTERTEEN, XTHEEENE
AR, TEAB WICHR[100) 1530 (k + 1) - TR ERMES L, B, M1, B L, FHTE,ES
IFR L W% |, 1, 111%F 4, 08190, 1,(k- 1)FT |, HERE 20, 3HEH,BE
RS BUOFHEF ., L, BT 1 A 1, ZA S, BB - )ATHRR, &

(LI=LIDAGRI=LEDA AT -1T=L{k-1DAULTE] <L)
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FHLR)) < L) REEMERFEEE, S# L A L PERSRE(k+1) -J & 11L01),7,
[2],---,i,[k},7,[k]}u ﬁ%%ﬁﬂ@ﬂﬂ?'

BHRER G RERE, EREBARLBR/NEE,

BABVRREBEE Dl & D FENBDFIENESTD

He

1) L, = Gen _ CandidateltemSet( D) /138 1 - MRk HI%

2) C, =Find _ StwongCutSet _ 1~ ItemSet( D) /X 1 - MEIERYES

3 For (k=L #b3k+ + )}

4) zk-l =Ly~ Gioys

$) L = LinkGenCandidateltemSet(Z, _,) //E P EREHE LA, S L, H7

/15 ¢ HRE—PTREE, L, R

6)  C={IELIP(T=11I=1)=1} /il k- MEENER

7

8) retum I'= U,C,

4 BEAFEELH

AR EERER—F RIFH N R EREE S, BWEEREERT R R G REEN, 55
4 AHBIAT, 2 B RS 2938 L (Moral Graph) = 87k (Triangulated ), 32 5 14  HE 00 4 AR5 4310 |
Hy Byl L EEAESANEERETERY 0), EERAMNMEEERETERY 0(42)(d
FEBNE) CRTFHOREREEERY 0(d)(dEXTHDPTEM, TUELBREEE=A
HIRAEIRAEFAXEREXN T, BB FH=AENEE R MERER 0(a>)™, Rip
BTAIMEEERNERETRTRO0() + 0(n’) + 0(4*) + 0(d)),HitH 0(f(n,d)).

T S RRTAFHRERRISRAIGH 385, B —F 2 B4 0L o517 4% 248 B oF po
BOERAMEEEREN 007 B BARTERN RS S HFER, X ERAREEEE
HHEAEMS AR S FERR RENIEM T BIA R TR 45 A RN my, BB 0 A

RUA LRI B m = > m, WA AR A RS R AEN n - m s 1) SO BER N
03 f(m d)) s BERSRABANRAR S TIARLE RS, LB OHAERES 0(n-m s

D Bl KSR RERERENHALAETERS (0() + 0C3f(m.d)) + 0(n - m »

i)o
EEFERT ETNHHERER— P ERTONE, B omo=n, =1, KHEXERE N

]
0 fm,d)) = O{f(n,d)) o BBIFHIHERR m, =0, WHEIHEARERERTH(0(?) + 0

(r))o KM MRS E LM P EHSFERERMI YA R, ERPHEHERRE, B
BN RS BEROBCRRE. R, TR &A1 B Mk, & M T
LSl B, A T — U B ARA TN

5 HEMMEeELLEr

#°F BDD(Binary Decision Diagram, BDD)H ik ) FTA 77 35 B—HACE HE ML AT T B,
BRI T (SRR AR TE R R THO RSN, W BERRHE RS - AR g%
EAHOCHARFRERENRERARNTE) SR, UFBRHAABF AR EEF (Y
BRBKEBRE . 30min BEE BT BUR ST K0 A THEH4 5 FTA f1 BN B, TEAHEREY
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Windows XP. Pentium4(R) 2.66GHz.256M T W FH Btk GHAGAT e, % 1, % BE No. BR ik it 2
{4 (Basic Event, BE)¥ &M, Gate No. /R BRI T T, Pr, R A E - RAEHER, (S RBHIE,
SZ AR EITRT I B AR K /M Stack Size) , BT ] B 807 K85

gt EERERIA IMEBER T BT, X RE 384T 4 BrelEoH, 3FHEXTF 1h, R
FffTa47. BT BDD MYREETEN RE 2 A0ATRT , AR N B EAR B 20M, & W) ) BL %S i 451R, WXt
RA 3 #HTH0TE, BERERRAFERE,

BE LAY BT NHREN LM REETEREH EHEG R EBRE, FEEHENTF
AR BERE T RIFHN FERE, BET BDD B7ER P, MR B/ ML FEEN RALR
AATLAAG H, BDD B3k MoK 843 B R] T REAE 4G A At ) BDD st b, M S H R M 8 A,
BDD B IHFER B A FEARRIZUE I, EZ R NE, FBE B8, REET UM Mg WEss
KAVF 4 B S e i B R S0 ., (HL B 1 R B B K, R R R, HERE S S
e EEE R AR, EEXE 12 MR, /N S S ECHEE LENEE, 728
WS R R,

1 MNE—-RERSIED TR AN N EAL S
Tab.1 The comparison hetween two algosithms for the same system safety anslysis

P B & BDD Mk 80 BT BN R B

FTA BN cs

P, cs A P
% B, CateNo.  * Node No. ™  1Fr 2B 3B 4B
1 » 21 1.230 1265 IM el 0.0 0.000 0.103 0.381 1.249
2 3 31 80.328 81.83 20M 63 0.0  0.015 023 7.65 33.32
3 101 100 - - 20M 201 0.0 1.625 81673 2336.321 > 3600
6 ERIE

AR BN E XSS W IR T RMEH HENTEOEL, EREMTRORTSEH
RERRBEM T RERAR, RN, ER—-AERET  HIREEEMET BDD EEHET LS
A WREATT LR EHERLHTREREE T IRAELEARED EEEER, &
PP R, S AR R R R R R — BB T e, BTRAZERMB BN Biet, okt i
W BN SR ER: B AR RANSEWEL, A BT L S SRR BN, B BN f5E
N RETRIFEEROEE, ATIABELEHHERHRHOER, KEHMIHEZ BNHR
ﬁo

8 % X ik
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