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Three Kinds of Equivalent Cipher of AES

FENG Guo-zhu', DUO Lei, LI Chao
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2. Key Lab of Network Security and Cryptology, FuJian Normal University, Fuzhou 350007, China)

Abstract: Three kinds of equivalent ciphers of AES are presented by separating S-box’ s affine transformation. Resulks from research

showed that M xColumn matrix influenced the separation of S-box” s affine transformation to a great extent. As a result, suggesions to the

mprovement of MixColumn algorihms were made.
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Fig.3 The key addition
AES 4 4 i- 1 i
i i - S[i] i S- .
1 2 3|4 1+ S[8]+ r[i] | 1+ 2+ S[8]+ r[i] |1+ 2+ 3+ S[ 8]+ r[i] | 1+ 2+ 3+ 4+ S[8]+ [1]
5161|178 o 5+ S[12] 5+ 6+ S| 12] 5+ 6+ 7+ S[12] 5+ 6+ 7+ 8+ S[12]
9 10|11 ] 12 9+ S[16] 9+ 10+ S[ 16] 9+ 10+ 11+ S[16] 9+ 10+ 11+ 12+ S[16]
13114 15|16 13+ S[4] 13+ 14+ S[ 4] 13+ 14+ 15+ S[4] 13+ 14+ 15+ 16+ S[4]
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Fig.4 Key expansion algorithm of AES
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= 025 (ay)+ 03S(az)+ 01S(ay)+ 01S(ay)
=02(S(ay) Yeo)+ B(S(az) ¥ co)+ 01(S(az) Y co)+ 01(S(as) Y co)
= (02S(ay)+ 03S(ay)+ 01S(ay)+ 01S(ag)) Y (02+ 03+ 01+ O1) ¢,
= (02S( by)+ 03S(by)+ 01S(by) + 01S(by)) ¥ co
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1 S(ai)=ai', S(ai)=AS(ayj)
2 ShifiRow A ,

Sr(A S5 (A))= A TSk (Sk(A))
3 Me(A A=A AT TIM(ATA)) YA~ IM.(AA)) Y (MsA)),

02 00 00 00 02 00 O 00 01 01 O 0 01 00 O

00 02 00 00 00 00 02 00 01 00 01 o1 0O 00 01 00
M 1= 0 M 2= N M 3= R I =

00 00 02 @ 00 00 00 02 01 01 00 O1 00 00 00 O1

00 00 00 02 02 00 00 O 01 01 01 O 00 00 00 O

Mc(ASAY= (MY MaY M) (A SA)= A4~ (M Y My Y Ms) (A TA))
=ATTA TIMIATA)) YA " TIM2(A CA)) YA " STMs(A A)))
=ATA " TIMI(ATA)) YA " TIM2(A CA)) Y (M3A))
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1+ AS[ 8]+ r[i] 1+ 2+ AS[8]+ r[i] 1+ 2+ 3+ AS[8]+ r[ ] 1+ 2+ 3+ 4+ AS[ 8]+ r[ 1]
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13+ AS[ 4] 13+ 14+ AS[4] 1B+ 14+ 15+ AS[ 4] 13+ 14+ 15+ 16+ AS[ 4]
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Tab.1 Description of the equivalent ciphers
S
AES S( ;)= Aa; 'V ¢, D= M:(C)
AES1 S(a;)= Aa;' D= Mc(C)
AES2 S(a;) = a;' D= T(C)Y T(IC))Y (M;C)
AES3 S(a;)= (A "ay) ™! D= T(C)Y T(IC))Y (M;C)
2
Tab.2 The ant+attack propertties of the equivalent ciphers
Square
AES
AESI
AES2
AES3
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