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Abstract: As information technology securiy issues become more prominent, the network system security analysis is becoming
increasingly important. The paper presents NEG-NSAM, a network security analysis method. Based on network parameters abstract and
vulnerability comelation analysis, the network exploitation graph model was constructed, and the dynamic process of a gradual infiltration
of the main threats to securty objectives was characterized. For large-scale netwoik enviromment, the simpliied algorithm of netwoik

exploitation graph model was proposed. Finally, the NEG-NSAM was used to exempliy the network and verify the feasibility and

effectiveness of the method.
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Fig. 1  Graphical network exploitation graph model
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Fig.2 Conceptual framework of NEG-NSAM
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BEGIN PROC
E. n , Cu
IF (So= ¢) V(S;= #) V(S SSy) THEN
EXIT;
END IF
Eo= & Co= So; n=1
REPEAT
FOR EACH ¢, € E, DO
IF pre(e;) = C,- 1 THEN
FOR EACH ¢, € post(e;) DO
C; e; n
END FOR
END IF
END FOR
C.= Covt+ €, (C, n )
n= n+ 1;
UNTIL (1 El = n) V(Ca= ) V(S SEa)
END PROC
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