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A Study on the Network Active Defense Technology
Based on Deception

YAO Lan, WANG Xin mei
(ISN Key Natomal Laboratory, Xidian Univ., Xi an 710071, China)

Abstract: A network active defense technology based on mult+ layers deception in the distributed deception space is proposed to
meet the needs of network countermeasure and network security. This technology simulates usual network service programs and forges
vulnerabilities to lure the intruder. With operation control at kernel level, file system miror and information deception, it creates the
deceiving operating envionmeni on the plafform of Windows and Linux. Thus the process of intrusion is fully deceived, moniored and

controlled. This technology breaks the limitation of a single layer deception used by other general honeypots, and obviously promotes the

level of deception, irteraction and ensures security.
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Fig. 1 Layers of deception and control
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Fig. 2 Vulnerabiliy signature list

3
3.1 CMD.EXE
A
A ]
A Y
? ,'A...-.._l\\ Hl -
, WWW DNS  FTP, L T— G PRI RIBILE v
#® A
> 8] L
\
’ JURHIMTRES
Windows s
3 CMD
MD Fig.3 System calls interception from CMD to kernel
Windows s .
printer ”, SHFLL
CMD , SHEFLL ’
s 3 Detours ,  Win32 Linux
LKM  Chroot

3.2

R EE




68

SHELL

Web

2008 3

ANBE KL

L] _
=8 D FER S AW
L EEZE L2

AR | Aites >
BWE | REENIRS WENRAER | wemmme
U -

P S X2 IR T -

PR | BodiRoh MECE A E TR T
. R S BB R "’;ﬁ:m
TER [ —=

- SERI R EIE A
I 41

ey

HEREBRE > it

4
Fig.4 Interaction process
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% 44 | shelake B-ATSE I

0 43 | Shel dlert _172.16.1.20 | !

%N 42 | shelaert | 17216120 | [

[ s | sheldert | 17216120 |

n 40 | shelalet | 17216120 | 4 @y |
5] 39 | shel alert 172.16.1.20 del E:EVICidd... HXh | Mon Aug 09 11:23:37 2t
L] 38 | Shel alert 172.16.1.20 | type ENEVICLd... BITh | Mon Aug 09 11:23:00 2C
] 37 ‘ shel alert | 17216020 | dir BTh | Mon Aug 09 11:20:27 2C
i3] 38 ‘ Shell alert 172.16.1.20 | cdENEV\CQ\dd BTh | Mon Aug 09 11:20:24 2¢
d 3 | shelelert | 172.161.20 | copyEAEvICW..  B&Th | MonAug 09 11:20:20 2
] 34 [ shel alert 172.16.1.20 | dir HTh | Mon Aug 09 11:20:11 2C
33 | shel alert 172.16,1.20 | mhdir EAEVIChdd BEh | Mon Aug 09 11:20:07 2C
32 | shel slert 172.16.1.20 dir 2ae] Mon Aug 09 11:19:59 2C
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Fig.6 Database records of file operations
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