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Constructions of High Degree Resilient S- boxes with High Nonlinearity

FU Shao-jing, LI Chao, DONG De- shuai
(College of Science, National Univ. of Defense Techmlogy, Changsha 410073, China)
Abstract: The resilient S-boxes have applicatons in fault tolerant distributed computing, quantum cryptographic key distribution and
random sequence generation for stream ciphers. Based on the use of lnear error correcting codes together with hishly nonlinear S- Boxes,
anew construction of highly nonlinear resilient S boxes with given degree is provided. A contribution of the construction is that the

nonlinearity of the resilient S-boxes can be calculated with the parameter of the linear code. As a result, the construction provides
currently the best results in the aspect of nonlinearity.
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