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Malicious Code Detection and Prevention in Virtual
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Abstract: Cohen proved that there was no algorithm that can perfectly detect all possible viruses. Malicious Code Detection and
Prevention Model (MCDPM) is a behavior based malicious code detection mechanism, and is purpose is to get rid of the limitation of
Cohen’ s findings. MCDPM disassembles program behaviors into vittual behavior parts and actual behavior parts, and monitors the virtual
behaviors as well as the results of these behaviors. MCDPM detemines whether an execuable is malicious by analyzing the virtual
behaviors of a program. Since the determination is made upon unchangeable program behaviors, i has a low false positive rate and a low
false negative rate as well. To those nor malicious programs, MCDPM will perform their behavior results really taken place in the
platform by the actual behavior function, so that the consistency of system is assured. MCDPM is effective in detecting unknown
malicious codes, and i also supplies an accurate approach to clean the viruses in the system. MCDPM can also be used to provide the
assurance to the transitive trust mechanism in trused computing platform technology.
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program virus: =
{ signature;
subroutine infect executable : =
{loop: file = getrandom+ executable-file;
if firstline-of-file = signature
then goto loop;
prepend virus to file;
}
subroutine do-damage : =
{whatever damage is to be done}
subroutine trigges- pulled : =
{return true if some condition holds}
main- program : =
{ infect exeautable;
if triggerpulled then de- damage;

goto next;

next:
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program contradidory virus: =
[ ..
mair-program : =
{if ~ D(contradictory virus) then
{infect executable;
if trigger pulled then do-damage;
}
goto next;
}
next:
}
D , © ,
D , < ,
D
, Cohen “ ?
2 Cohen
Cohen « ” s
[11
,  Cohen )
1 a, a p ) a =p P a
, do( a) a
2 C.= {pl Vp,a =p}, Ca a
1 , Va,
Ca
Cohen s
D, p.D(p)= Twe p a, 3ID,Vp,D(p)
= True p €C., :

program contradidory Co: =

{ -

main-program : =
{if ~ D(contradictory C.)then do( a);

goto next;

next:
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MCDPM 1 do( a) ( V(a)) (
R(a)) ,
, ; do(a)=V(a)+ R(a)
MCDPM , :
3 M , M D
(1) V(a) \ a€M, D(a)= Tre;
(2) ,D(a)= False
4 do
function do( @) : =
{ Via);
if D(a) then goto next;
R(a);
next:
}
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Fig. 1  The illustration of MCDPM function structure
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