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SSI, a Worm Propagation Model Based on the Analysis of the
Two stage Infection
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Abstract: Logical womm propagation model can characterize how the womr like malicious code spreads in network exactly, which
contributes the analysis of worm propagation mechanism in depth to engaging in the sudy of womrm defense, detection and containmert.
The significance of infection time is often neglected in worm propagation models based on classic epidemic model. By intoducing and
analyzing infection time, a wom propagation model called SSI & derved using deterministic modeling methods. This model reflects the
possible state transition of vulnerable hosts during wom propagation, and resulis in a better undestanding and modeling of the

propagation of Internet womms.
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Fig. 1

Two stage infection and state transition of vulnerable hosts
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