32 3 JOURNAL OF NATIONAL UNIVERSI'Y OF DEFENSE TECHNOLOGY Vol. 32 No. 3 2010

:1001- 2486(2010) 03— 0139- 05

PUFFIN SPN

w7 B, &E ox?

(1. , 410073; 2. , 410073;
: PUFFIN 64bit 128bit SPN , ,

\ PUFFIN 5 , 5 6
8 PUFFIN 8 2, 2%, 20 ,
8  PUFFIN PUFFIN  SPN ,

3 ,
; ; PUFFIN ;
:TN918 ‘A

An Integral Attack on PUFFIN and PUFFIN-like SPN Cipher

WEI Yue chuan', SUN Bingz, LI Chao"*?
(1. College of Computer, National Univ. of Defense Technology, Changsha 410073, China;
2. College of Science, National Univ. of Defense Technology, Changsha 410073, China)

Abstract: PUFFIN is a block cipher with 64 bit block size and 128 bit key size. For evaluating its security, the balance at bitlevel
was analyzed. A 5 round integral distinguisher was constructed and then extended to a 6 und one based on the theory of higher order
integral. By using the & round distinguisher, & round attack was performed. For & round aitack, the data complexity, time complexity
and space complexity were, and respectively. The result shows that PUFFIN reduced to 8 wunds is not immune to the integral attack.
Besides, the cipher with SPN-stiucture and permutation-linear layer which at least has 3-round integral distinguisher is proved. The
result also indicates the method for finding the distinguisher.
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1
1.1 PUFHN
PUFFIN 64bit 128bit , 32 PUFFIN
2 , 4 16 ,64bit PO, Pl, < P63 0,0, @10, A20, B30, GL1, A1,1, A21, A3,1
16 cA= (ao, ar, - ars), 4bit  , @ = ((lo,j,(ll,j»(lZ,ja(l3,j)T(0<j<
15)
Y. 16 4x4 S S 1
1 S ( )
Tab.1 S box mapping (in Hexadecimal)
0 1 2 3 4 5 6 7 8 9 A B C D E F
D 7 32 9 A C 1 F 4 5 E 6 0 B 8
0.  odbit K; 64bit
P64 64bit R , POoAPH(i))=1 Po4 2
2 P = x8 4+ 1)
Tab.2 P64 (input= row X 8+ column+ 1)
0 1 2 3 4 5 6 7
0 13 2 60 50 51 27 10 36
1 25 7 32 61 1 49 47 19
2 34 53 16 22 57 20 48 41
3 9 52 6 31 62 30 28 11
4 37 17 58 8 33 44 46 59
5 24 55 63 38 56 39 15 23
6 14 4 5 26 18 54 42 45
7 21 35 40 3 12 29 43 64
round= P64° Y° ¢
PUFFIN , , , 64bit ,
P64 , R
32
an[Ko, K1, - Ka] = ]__[’(P64° YO ) ° P64° o
, [ 6]
1.2
7 aba t
1 N bit 5 :
(1) c: (qoq1 --q2n-1) 0<i <2 - 1, qi= qo 8bit (0000000
11111111
(2) ai: 0<i <n- 1, (qoqi —~qr_1) 2 <07 2° “17 ,
a;: 11001100
(3) bi: 0<i <n- 1, (qoqi --qr_1) .2 “0” 2° “17 :

b1: 11000011, be: 10000000
(4) dii C a; ., d,:
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(5 : (qogq1 --q2n-1) Zqi= 0
N ai N bi bO N
? b:) . bO
, AOQ1 Ay U | nbit 2"
1 S bio bi] ---bini B R 0, b
9 j: mj-n{ I:U? ila "'in,—]}
2 PUFFIN 5
1 2 5  PUFFIN
P= (pi.j)axie= (po,p1, -, ps5), p121, p8.3,pi50,pa2
Qo s A1 , U2 as c pPori ||p3.3 ||p150 ||p4.2
o, "Il )
2
0
3
1
i ai , i bi
Po4, , P64
i 0 1 2, 0<i <3 4
(0.1} 64
o123
64 Y, S wea; , ) 8
S s 2, 8
» c, a; B didd;a; ( a; 3
) ai c bi s bibibibi; S acce ,
cca 64 , 0 bo bo bo by, 1~ 3
bibibibi ) cece
o123
o123
o123
o123

P64, )



142 2010 3
3 0 2 3 2
0 1 0
2 3 1 301
2|1 0
64 Y, 1
0|l2]1]0]3 1211 310 012
0|l2]1]0]3 11211 310 012
0|l2]1]0]3 1211 310 012
0|l2]1]0]3 11211 310 012
2 P64 , 2 , ., 5 ¥ 2
4bit
? ? ? ? ? ? ? ? ? ? o1l 2 ? ? ? 0
? ? ? ? ? ? ? ? ? ? 0 ? ? ? ? 0
? ? ? ? ? ? ? ? ? ? o1l 2 ? ? ? 0
? ? ? ? ? ? ? ? ? ? 0 ? ? ? ? 0
bo bo bo bo s , , 7972, “p7
, 5 Po4 ,8
, 2! ,5 , 8 5
PUFFIN
3 PUFFIN
, . 5 6 P64
. 6 55
2 = (pij)axis= (PosPis = P15) s pos Ipis pas pas lpio llpsi lpao |l
psa lper pro Upsi poo pioa psoe lpa lpiss (0,13, 6 5
, 481215 {0, 11°,
= (el oy eld), o5 ety e esh {0, 1),

Z round” =
)

Yie (Yg¥ieYyrs)

Z Z( Z round"” )

{x0, -, x15} )

s >

(50 ¥12 7573}

5
round” =
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, PUFFIN ~ SPN
4 8 PUFFIN
, 6 8 PUFFIN : .
5.5 , P64
5.5 : ,5.5 PUFFIN , 10 15
, Zcipherl(): 0, ZcipherlS: 0
8 :
Step 1 {Pi}, 16 pos lIpisllpas lpss llpro llpsa llpao llpsa |l
pot lpro lipsi lpoo poz lpso llpur lpss (0,1}, 8 ,
Co, ---, Cys
Step 2 8 4 KY KK LK
0= v '(Pea ' (C) VK, jE(4,10,11,14)
{4,10, 11, 14}4 16 : S Ne (=
0,1)
Step 3 Ky s= v YK T = s w50
Step 4 s =0 , \ K® Ko KW ,KW  KS ;
Step 5 , : kY KW, KW, KE K
8 5 , 2" , :
27 3R , (2"- 1 x (2 H)P=2"< 1,
2°x 327" , 5 ,
P A \ 2Y(8x 16)= 2" , , 2"
5 PUFFIN SPN
, PUFFIN i
PUFFIN  SPN Y, o P,
P round= P°Y°O nbit,
bxb S , n 2b(2b+ 1)
3 PUFFIN  SPN 3
3, 3
s 0O 26 S , MO0, M1, «--, M2, i 2
“«or 20 1 (0<i <2b) mo lmi Il collmas {0, 137",
3 , 1 2n+ 1 S R
2, 2 Y , 2 2 ,
P ( 2), 2 ,
3 Y , , 3 P s
,PUFFIN  SPN 3
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