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Proof and Count of a Family of Perfect Nonlinear Functions
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Abstract: A new class of perfect nonlinear binomials was just found by Helleseth et al, which are the fist pefect nonlinear

binomials composed with two inequivalent monomials. We transformed the class of perfect nonlinear binomials to another form, and gave
a concise proof for their perfect nonlineamess. It shows that this family of binomials is equivalent to

. Furthemore, the calculation of the
count of this family of functions & presented as well.

Key words: perfect nonlinear functbns; extended affine equivalence; counting

1
FFEJT Fag=p"p n ¥ (9
G=  max_1{x € Ff(x+ a)=f(x)= b}
f k. fok- [5] 7
o G =1 ., f F, ", PN
PN s 2008 , Helleseth
Kyureghyan , PN 3
PN
n—-1 .
1 L(x) = Zaixp €F[x], g=p", @ €F, L
=0
P (15]
[15]
2[5] S g F, ) F, L I, ls,
f=1°g° 2+ s, © , f g , FA
PN , PN EA N :
F " F P n Fp”, Fp" n N f‘: F:_> F[J’l
* :2009- - 10
: (60803156) ; (01= 07)
(1981—), ,



’

145

G :Gf:{(x,f(x))leF; EFPZH
3 f g Fa : F L, Ge=L(G), f
g  Carlet Charpin-Zinoviev , (0077
EA CCZ , CCZ FA 2008 , Kyureghyan
PN ,EA CCZ R EA
2008 N pN
PN
n-1 o
4 F (%) = ay-xp”)] (a; €F ) DembowsktOstrom ,
770
PN Dembowski Ostrom PN , DO PN
PN ., 1997 e, DO PN [13]
PN DO
0 x=0
5 ¢ JF, n N(x)=1 = o | ® F,
_ 1 = (OZI+1
o h cara€F (%) F (b= -1 bE
F;"‘,U(O): pk— 1 aixi+ aws= b :N(a1x%+ arx2= b)= pk+ v(b) - ara)
2
i
o5 ) ok . n= 2k F G={g€F 1g " "'=1) I'={xE
k k k
FplY == 1) H={g(l- VI = 1LY '=-1J=6(1-T) Fy f flx)=
k
w4 w f F PN uSH UG
> xpk-%-l xz [14 ’
PN [ 13]
- pf ot oh e
Sa A, , f(x)= %le +oud
PN ,
1 2pk pk+l
1 p Lk ,n= 2k F f flx)= 5"+ w" ", u€
pk Zpk— 1) pk— 1
F u x +x +u | | D PN
a,b€F,, aZ0,D(x,a)=f(x+a)-f(x), f PN Dr(x,a)=0
F[J"
1 21)‘5 pk+| 1 2[7’f pk+1 pk plf plf pk pk+| 1 2pA
Di(x,a)= 7(x+ a)” + u(x+ a) - =ax +ula x+x a)+ ua + Sa
ko k k k
, N(x,a)= d 2 + u(d x+ z" a) ,  xa
. i : k k k k
N(x, a) x, N(xa, a)= a” x" + ud"” (xp+x):(a2[)+ uap+l)xp+ ud ' x, x
k
N(x,a) , N(xa,a)" = d SRR (a2+ ud T )x=0,
pk p" 3 pk 2(pk— 1) ph—l
(@ + w)N(xa,a) —u aly(xa,a)=a (u a + + u)x=0
k k k
A d e d T Y u R0, A(x,a)=0 x= 0, [ F PN O
PN x’



146 2010 3

2, k . n= 2k Fy f flx)= 2w

pk 2(pk— 1) pk—l
u x +x +ou f x

u EF,,”
Li(f(x))= (La(x)) ",

k k

Li(x)= aox+ ax” ,La(x)=x+ ¢’
1 k k k 1
—aw” + (@i + aou)s” ty ) ?

2
k k ke
1 ucr— et o = 0, (1% Jl— 44 +l)/ZLL,

P 2
ar= 2,2ck= ayu + aou, Cr= 5 o

k k
2 2 P p+1
ax = cx” + 2cocx + x

-4 E€EFy Fa Li(x)  La(x)
P P 1 2 ’

' cpk”il, cr €6, G= {«x

La(x)= x+ ew’

G yo= (1 1= 4™ 2" &6 em (=

* ko ok
€F . » = 1}, u+y+ yzz 0 ,

k k
Yo), &= ypo+1 Z1 a §G, Ly(x)
k
For (1o (1i(12)2

_ _ P _ _
a=(1%a)/2u, a= Nl- 4u -, Cu = 4upk+l =L (l+ a)=
k k
+(1- a) , i VL Li(w)= 2(at 2
a0 f  FA O
3
X _ * pk+l_
3 p 5k ’ w pr” ,G— {x Eszklx = 1}
F= {oBl a€F +, BEG) U{aBwl a€F +, BE G}
, p , 3 a1[31= CIQBZ C(]GEIZ Bzﬁile
F:"' NG= {1,-1} a= 0, Bi= B, a=- o, b= - B, vF:M
3 p Lk , n= 2k, u€F,,
pk pk—l 2 pk—l
w(x )+ +u=0 (1)
k 2
F;" , ” (_%1)__ 1
LG= (2 EF AL 2 1), 6 et
u=0 N ) u¢0 ’ 37
* ,k_ —
(1) u= oB, a€F,, BEGC  y=a y€G), (1) caBt y+ of 'y’= 0
By Y, oB( 1+ lely+ yz): 0 , - o a,
yz— ay+ 1= 0 (2)
G a EF Ni
€6 (2) , i, a= t+t ' a€F}, t (1t
k
I L I TR h(t)y=t+ ¢t ', G\{tli=-1)
F:A»’ 1= [71 , 2-1 N
2 2 k 2
Noe [F 01— [| Gl-N(t€Glt'= —21)—N(tEG|t =D, n(i= 1)] _p =5+ N(tZEGIt = -1
=1 F LN(tEGI == 1)

IFil=p' = 1,16Gl=p"+ 1,N(t€EGI ¢’= 1) 1=
2
t’'= -1 G



s 147

N(t€EGIt*=1)=2 , N(t€Glt'= - 1)=2 to= — 1, (= to)’= -
, to - 1o tOEF:k, G ; to &I?;:k7 (to)pk_]il :>(t0)17k_1
=-1, 1,€¢C, N(t€GIt°=-1)=2- (1+ (- 1))= 1- (- 1), ne) F,p
k_ p— —
N,= p —4- 10(-1)

2
'y 1
u= ab, 3 ) a £ 5 B u
k
(1) B u P ; Iy,
* ki
(2)  u= dBo, w  F,% ,a€F,, BEG y=a" " yE€G), (1)
k
(IB_I(J)y2+ y+ oBo=0 (3)
k k k k
By ¥, oBof (y2+ W’ lely+ W’ )y=0 a B , y2+ oo y+
l—pk -1 —pk 2 l—pk -2 -1 11k —l—pk *
w =0, (y+ a ©"/2)'= 0" (a /4= 1) a 1 4 F
k k
ale T4 1 F 0 : 0°=a’e ""/4- 1€
A _F
F ), y= - ot pte g
Al 1 - il -t

B (8 YO R E )
A - ~

k
k D p k 7 k
a4l e 2 0721 R 0/ 2+ o (R

(wil’kgp )2: W PZk: w'l‘l’k: (coi 1;pk)2
7pk7p2k 7lfpk 717/)}“ 71 plL 1+/1
w2 W 2 - w2z = (W ) 2 éEFpk,
- 1- pk | 1+ pk 1+ plL k - pkf ka
w2 = (0 )2 Z((w ) 2 )” = © 2
-p=p -1-p
W I w0 T y€G,
3 - 1-
ypA+|: a_zw_l_pk/4i(1_]w 2 6/2_ ep +1_
k
, 0°€EF 0 o,e"”: 1, 0" '=-1
- p P +1 -1 —pk pk+l -2 —l—pk
() 0= 0, y= - 2, s (- a e ) s q e A, o=
-pi-1 ]{_1 —(pk+l ph— 1) " "
i(*) 2 /2, GP = 2 = —1 GEFPI‘ N GEFM, 6: O
k ’ 3 k k
(2) 67—1: 1’ g) — e yp+1: G—Zw—(1)+1)/4_ 62: 1’ e 62: (1_2(-1-)_ 1—[)/4_ 1
, (3) 0
k
wi+ v’= o (4)
w= 260, v= a 1, 0 , (4) a N = (pk_ n(-
1))/2, N(s) Fp
k-1 )k pk+| -2 —l—pk -1 —M -2 —]—plf
(3 0 '=-1, 0=-290 Y il a e T4 a e 2 0+ 0, o w4
k phe 1 k r
92+ 1, y1)+1: 262| a—l m'lTe+ 1, yp+1: 1, e2: (1_2 ®—1—11/4’ 92: a-z
o a1 (2 N= -2 L () a p'- 1

N= (p'= 2+ T(- 1))/2
u= aBo, a, (p'+ 1/2 B, 3, (1) u= abo



148 2010 3

[8]
[9]
[10]
[11]
[12]
[13]

[14]

[15]

(p'+ YN/2 () (2 : u=0 : (1
w (D -3/24 1= (- 1)~ 1 O

Dembowski P, Osttom T G. Planes of Order n with Collineation Groups of Order n?[ J]. Math. Z., 1968, 193:239- 258.

Hughes D R, Piper F C. Projedive Planes|M|. Springerverlag, New York, Graduate Texts in Mathematics, 1973, 6.

Bham E, Shamir A. Differential Cryptanalysis of DES-1ke Cryptosystems[ J]. Joumal of Cryptology, 191, 4: 3— 72

Nyberg K. Perfect Nonlnear S-boxes[ C]. Advances in Cryptologzm EUROCRYPI” 91, LNCS 547, Springer-verlag, 1992: 378- 386.

Nyberg K. Differentially Unitorm Mappings for Cryptography[ C]. Advances i Cryptobgy- EUROCRYPI” 93, LNCS 765, Springer verlag, 19%: 55- 64

Coulter R S, Matthews R W. Planar Functions and Planes of Lenz barlotti Class 1I[J]. Design, Coding and Cryptography, 1997, 10: 167- 184.

Cadet A, Chapin P, Zinoviev V. Codes, Bent Functions and Permutations Suitable for DESlike Cryptosystems[J]. Designs, Codes and Cryptography,

1998, 15(2): 125- 156.

Ding C, Yuan J. A Family of Skew Hadamard Difference sets[ J|. Comb. Theory, Seres A, 2006, 113 1526- 1535.

Zha Z, Kyueghyan G M, Wang X. Perfed Nonlinear Binomials and Their Semifields[J]. Fmite Fields and Their Applications, 2009, 15: 125- 133
Budaghyan L, HellesethT. New Perfed Nolinear Multinomials over I’ |2 for Any Odd Prime p[ C]. SETA 2008, LNCS 5203, 2008, 403- 414.
Coulter R S, Henderson M. Canmutative Presamifields and Semifields[C]. Advances in Mathematics, 2008, 217: 282— 304.

Kyureghyan G M, Pott A. Some Theorens on Planar Mappings[ C]. WAIFI 2008, LNCS 5130, 2008, 117- 122

Helleseth T, Kyureghyan G, Ness G J, et al. On a Famiy of Perfect Nonlinear Bnomials[ J]. Boolean Functions in Cryptology and Information
Security, B.Preenel and O. A. Logacher( Eds. ) 10S Press 2008, 126— 139.

Budaghyan L, Cadet C, Leander G. On Inequivalence Between Known Power APN Functions| C ]/ Proceedings of the conference BFCA 2008,
Copenhagen.

Lidl R, Niederreier H. Finite Fields{M]. Encycbpedia of Mathamatics and Its Application, US: Addisorwedey, 1983.

(L#EF 18 M)

6

[1]
[2]

[3]

[4]
[5]
[6]

[7]
[8]
[91
[10]
[11]

, PUFFIN , 5
6 , PC PUFFIN 6
, 8 PUFFIN PUFFIN ,
3 ,

Wheeler D, Needham R. TEA, aTiny Enciyption Algorithm[ C]// FSE 1995, LNCS 1008: 363- 366.
Lim C, Korkishko T. mCryplo — A Lightweight Block Cipher for Security of Low-cost RFID Tags and Sensors[ C]// WISA 2005, LNCS, 2005,
3786 243- 258
Standaert F, Piret G, Gershenfeld N, etal. SEA: A Scalable Encryption Algorithm for Small Embedded Applications[ C]// CARDIS 2006, LNCS,
2006, 3928 222- 236.
Robshaw M. Searching for Compact Algorihms: CGEN[C]// VIETCRYPT 2006, LNCS, 2006, 4341: 37- 49.
Hong D, Sung J, Hong S, et al. HIGHT: A New Blod Cipher Suitable for Low-resource Device] C]// CHES 2006, LNCS,2006, 4249: 46- 59.
Cheng H, Heys H, Wang C. PUFFIN: A Novel Compact Blod Cipher Targeted to Embedded Digital Systems| C]// 11" Ewromiao Conference on
Digital System Design: Architectures, Methods and Tools. DSD, 2008: 383- 390.
Knudsen L, Wagner D. Integral Cryptanalysis[ C]// FSE 2002, LNCS, 2002, 2365: 112- 127.
Galice S, Minier M. Improving Integral Attacks Against Rijndael- 256 Up to 9 Rounds| C]// AFRICACRYPT' 2008, LNCS, 2008, 5023: 1- 15.
Dw L, Li C, Feng K Q. New Observation on Camellia| C]// SAC 2005, LNCS, 2005, 3897:51- 64.

s . CLEFIA [J]. , 2008(10): 8- 9R2.
Zaba M R, Raddum H, Henricksen M, et al. Bipattern Based Integral Attack] C]//FSE 2008, LNCS, 2008, 5086:363— 38l.



