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Design of S-Boxes based on discrete chaos system
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Abstract; S-box is the only nonlinear components of block cipher algorithm which can provide confounding effect. Its password strength

determinates the security strength of the whole cipher algorithms. An S-Box generation algorithm based on the discrete chaos system which uses

multi-chaos maps and cross-generation method to generate S-Boxes was proposed. Good characteristics such as bounded, aperiodic and extremely

sensitive to initial conditions and parameters of discrete chaos system were combined in the algorithm. Experimental analysis shows that the samples

generated by our algorithm have strong key sensitivity and good randomness, thus can satisfy both the high security criteria and features required by

the S — Box design. It improves the performance by reducing the computational complexity and has good scalability and low implementation cost.

Therefore, the proposed method can serve as a promising choice for designing S-Boxes.
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Tab.1 S-Box sample-1 generated by our algorithm
L
" 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 BF 5k D9 BD 35 F6 6B BB 32 1F 3F 19 9F 9D 33 6A
1 2D 13 8 50 SE F1 76 EB 8 DI 5A 4C A2 D8 52 FB
2 67 82 94 DB 0B AF 36 25 6C D4 70 64 49 89 4F 17
3 92 F5 91 15 E9 24 1E 23 FA 45 DC 37 E5 26 3A B9
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8 8C Bl A9 97 D2 95 EE 10 ClI B2 EC 83 41 B0 C6 27
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B CA F4 2B 11 8D 39 (C2 4D 2F F8 6D 60 DD C4 5C AA
C A4 2E 38 5D 7D 77 B7 DF 1C DE 9A 8E CC AD E8 54
D E6 3E BC IB 3B 9% 59 A3 8A 34 29 72 55 62 D7 04
E C5 05 2A E4 79 03 9E 71 7A 21 BE CD E2 43 63 6l
F CF DO C3 2C 47 81 B5 74 6E A7 08 EO C7 78 84 02
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Tab.2  Test results of the SAC of Sample -1
e S /2 /s Ja s Js fr Js
00000001  0.562500 0.515625 0.515625 0.531250 0.500000 0.515625 0.546875 0.500000
00000010  0.484375 0.546875 0.531250 0.375000 0.437500 0.562500 0.515625 0.515625
00000100 0.468750 0.515625 0.500000 0.515625 0.484375 0.484375 0.500000 0.531250
00001000 0.515625 0.453125 0.453125 0.484375 0.500000 0.484375 0.500000 0.484375
00010000 0.484375 0.500000 0.562500 0.484375 0.453125 0.484375 0.468750 0.531250
00100000 0.468750 0.562500 0.531250 0.531250 0.500000 0.484375 0.500000 0.453125
01000000 0.562500 0.484375 0.531250 0.500000 0.468750 0.437500 0.453125 0. 546875
10000000 0.531250 0.437500 0.531250 0.500000 0.500000 0.500000 0.515625 0.531250
£3 BHEA-1AANSHFNRE, [ ©f HHREHRAER
Tab.3 The dependent matrix of f; @ f;
e S /2 VE Js Js Js fr Js
h 0. 000000 0.562500 0.578125 0.531250 0.546875 0.593750 0.531250 0. 546875
S 0.562500 0.000000 0.562500 0.609375 0.578125 0.593750 0.562500 0.562500
f 0.578125 0.562500 0.000000 0.531250 0.562500 0.562500 0.609375 0.625000
Ja 0.531250 0.609375 0.531250 0.000000 0.546875 0.578125 0.578125 0.515625
S 0.546875 0.578125 0.562500 0.546875 0.000000 0.562500 0.562500 0.562500
S 0.593750 0.593750 0.562500 0.578125 0.562500 0.000000 0.546875 0.562500
Js 0.531250 0.562500 0.609375 0.578125 0.562500 0.546875 0.000000 0.578125
S 0.546875 0.562500 0.625000 0.515625 0.562500 0.562500 0.578125 0.000000
F4 ZHES0 A S-Box HARFHERMBERTLL (8 x8 K/h)
Tab.4 50 8 x8 samples average generation time of three algorithms (s)
Jakmoski 2. 5: TR A
BDREA A -4 B E] (5) 0.4359 0.023 0.016
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