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Research of re-radiating spoofing technique to GNSS timing receiver

HUANG Long, GONG Hang, ZHU Xiangwei, WANG Feixue
( College of Electronic Science and Engineering, National University. of Defense Technology, Changsha 410073, China)

Abstract: To supply accurate stand time signal, timing receivers were used to acquire high precision time by processing satellite navigation

signals. A re-radiating spoofing technique was proposed, which dealt with the target receivers timing uncertainty by controlling the signal delays and

positioning antenna precisely. Once the timing receiver was controlled by the spoofing signals, the host system could be collapsed. Simulation

results validate the effectiveness of the proposed spoofing technique.
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Fig. 1 Schedule of timing module in receiver
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Fig.2 Model of re-radiating spoofing
W& 2 W LVE W @R G SRR R
THIXME SRR RS, TS H AR E AL K
B {55 A DR R I (B K T X LS8 Bk R 5, &
SRR B 25 B AR

3 SRR NEA XK T RS

H1 TR 5 O 25 T [ o
HIHRBCRZ AR PO AL ARORT B 0, R 2 )
HCHLIN TR AT BE 2R L BRI A 15 5 58 4 PR i
T B, BV OHL B 52 I 45 2R 5 B AL
AR FERT 7 A B S A 2 LA A%, DU R A Bl 24 i
R A NI TE S FNE R S i S

P, 9 1 REMER A2 ] F AR R OHIL IR 52 ik i
AR, B Xk S i ML ) i Wl , 5 23
G A B ALK I IR

{BE TERE I 21 F AR I e L e s TLA
FLAE S B8 LR 5 T R (AR — bk, e
WL 4 D RES)

2 2 2
p] = N/(x] _xu) +()’] _yu) +<Zl _Zu> +C[u+6tsl :Rl +c£u+dsl

p2= «/(12 _xu)z t <)2 _)"u>2 + (ZZ _Zu>2 +Czu +C[32 :RZ +C[u +Ct32

ps= «/(13 -0, 4 (y3-y,) 4 (z5-2,) et 4l g =Ry et 4l s

2 2 2
p4:ﬂ/<x4_xu) +()’4_yu) +<Z4_Zu> +C[u+6t54:R4+6tu+Cts4

(1)

K p, Fom BRI HBEZE SR, (v, ,y0,2,) 0
PNEYE G E SRR T MER UL DA S ) N TS
Berysfs i DR TR 2, R NS i MRS
FUARHEMCHL o] ) B0, (v, 5y, 2,) 0 HAREACHL
185 7 i SN2 B, ¢, O B SR MSCHL 1Y i T B
BhE,

N TAEENE R (2, ,2,) AEEBIE DL B L
fivs H R MO LB 52 I 45 28 ¢, , STt % A X0 0 1
Py, T Ok HARE AR 2/ ik 4 A4 7
SR R Y B A ] B
P{ =p, +lp= \/(xl _xu)z + (yl _)"u)z + (11 _Zu)z +Ct;

=R, +c(1, +1, +At)

ph=p + 8=/ (% x4 (1, —9)" + (5, -2,)" +at
=R, +c(t, +1, + At)

pi=py+hp= /(5 -x,)7 + (33 -7,) + (5 -5,) "+
=R, +c(1, +15 +At)

ph=ps+8p =/ (x=x) 7+ (v —3) 7+ (5, -2,) " +et]
=R, +c(t, +1, +At)

(2)
e R AR i R EARIEAS BREL R AR T
5 HEIRAE SR E 22 AR ]
Psut ¥par +7 +Ap, +ct, =R, +ct, +ct; + Ap
Psi +Par + T2 +Apy +ct, =R,y +ct, +cty + Ap
Psiz ¥Par +73 +Ap; +ct, =Ry +ct, +ct; + Ap (3)
Psia ¥Pap +74 +Apy +ct, =R, +ct, +ct, + Ap
P po FRER UL ST OHLIRl A B
Par BN Y T 0K R 25 H br e WopLIa] 4 BE
B, 7, BRI T R R SRR L B R IE R
FOSE BRI SE , Ap, FR Mt R GRS @ LA
I BRI R ) i, Ap FRN R IR B A H AR
PO e 2R B A B IR A%
e (3) %55 P EA T AR B, RV AT 45 2]
Psu +par + 7 +Ap, =R, +ct; + Ap
Psw TPk + T2 +Apy =Ry +cty +Ap
Psiz +Par + T3 +Aps =Ry +ciy + Ap
Psis TPar + 74 +Apy, =R, +cty + Ap
b, EAREISCHLAY R R RS R, DL TR
TEWCHLIY 2 L BB pg, 329 B IS 0] AS BT 22 4L, TR it
S i U o AR G B LA — S A S B0 25 B s ] 42
i) B AT BT, MARIE R A BUESOR .
— SR ) A T OO e o R geAn K 3 i
71 AN TR R E [] WS R 248 ) AN ] ) Al 0 TS, 45
F W 55 ) S 42 ] 19 2% R AT I S PR R ),

(4)



54

B, S5 BN GNSS BINHE ML e e Wi T B AR 95

S 228 T[] — I S R R 1) H AR LR A o 7K
(4) b e HERR I 2 H bR OHL R 20007 B 1 AT e
LRI BGT R GRS RE S H bR oyl
q&igﬁﬂﬁ%‘ Parl =Parr = Par3 :pAR4E-E%ﬂ \y?’ﬁq:
ARG UL H i LR R 2 R LR S p
Psiz Psiz sPsus T Ry, Ry Ry Ry IR 2R e g =N
B T8 2R B8 4% 5 MR 2k 28 TR 1% TR 4R ) B P SiE
T T, T3, Ty AUREBARRE PR, HOT 15 1 5 B
KAGTHIBE Apy, Ap,, Apy, Apy BT FEGRIE H
B ST o7 235 SR Sy R T A 1] Ak, 42 ol HL
ZE R Mp/e B
St tals
;. \ \
puxanh A A A
vy v

Y
— P SEE 2 ) o

x
5

RHTRE

RS l{&d‘JLQ"Q

B3 5 0 T R R R

Fig.3 Model of re-radiating spoofing system
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Fig.6  PDF of position errors

B SCHk (2] n] g0, =2 i UL 2 7 R 22
(RSS) — A 1. 4m, (UL AT LATS 2] 95% HEE T (1)
35 P A 2 T TR A

Th =2.7439m (6)

HRARG G A WM IR ZE N 0. 436ns, AT
153 HhR 2 L2 0 b ik 3% e X0 T 415 =
I, e AR ZE A
o, =v1.4"+(0.436 x0.3)> =1.4061m (7)

R Je 22 Ge % 4 WOHLE o7 152 25 52 e A 8/
[FIERT, Xof 25 % TR A 5 (ARG A B S 42 o i 753 422 i
WUE MR ZE I IIE A O, T o] DAAS 31 bk ¥% &
A T8 R GExT H bR i oL S8t 500 I
THEAIHER

Th
Pspoqf = fith,L<o,1A4061) (x)dx = 0. 948994 (8)

IS, H 432 ) 422 O — M 359 2R FH e 2 - 1
B A A5 B 1 B 22 04 T 0 A M A L P
R 2 AR S CAnEL 1 R ), Rtk K
B TPt R G AE IR 15 ] A B e 22 kAR [R] A
ST S A e 3 i AR AR S 1, DT L
B, i 7 BioR o

F35 85
e B HLF-  (R]1000s

1000 T T T T -

00

800
é 700
4
oK 600}
i
£ 500}
gé 400}
T so0]  BERTHRIIAI00NsN %
# 200

100+

0
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Bl /s
7 TR SR
Fig.7 Time errors of averaging processing
6 it

ARSCHE T — bR IHE AL 2 % 5K
T RGBT . B MR B SRR
W, 308 3k X e k28 Gt I S AR 4 o LA Bk H A
HHLRZ A B AR B AR E , 1] AL R 5
Xt RN 22 HEA T A R il , O H R AR

) IR 1 , X LA % T ]
S % 3k ( References)

(1]

(2]

(3]

[4]

(5]

(6]

(7]

(8]

ZEBR, IREORN. AT A M. 2 B JEsT: B ol h AR
#t,2008.

LI Yue, QIU Zhihe.
Edition. Beijing: National Defense Industry Press, 2008. (in
Chinese)

Kaplan E D, Hegarty C J. Understanding GPS principles and

Navigation and position [ M ]. 2nd

applications [ M ]. 2nd Edition. Beijing; Publishing House of
Electronics Industry, 2007.

By, B/, RS TR A E LR TRy
FLC). & JahE BRSNS, Bif,2011.
HUANG Long, TANG Xiaomei, WANG Feixue. Anti-spoofing
techniques for GNSS receiver[ C]. China Satellite Navigation
Conference, Shanghai, May 18 —20, 2011. (in Chinese)
Pozzobon 0. Keeping the spoofs out[ J]. Inside GNSS, 2011,
6(3).55.

Wesson K, Shepard D, Humphreys T. Straight talk on anti-
spoofing[ J]. GPS World, 2012, 23(1); 32 -39.

Jahromi A J, Nielsen J, Lachapelle G. GPS spoofer
countermeasure effectiveness based on using signal strength,
noise power and C/no observables[ J]. International Journal of
Satellite Communications and Networking, 2012, 30 181
- 188.

Daneshmand S, Jafarnia-Jahromi A, Lachapelle G. A low-
complexity GPS anti-spoofing method using a multi-antenna
array| C]//Proceeding of ION GNSS, 2012.

Humphreys T E, Ledvina B M, Kintner P M, Assessing the
spoofing threat: development of a portable GPS civilian spoofer

[ C1//Proceeding of ION GNSS, 2008:2314 —2325.



