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System of systems safety analysis method for GNSS

ZHANG Wangxun, LI Qun, HOU Hongtao, WANG Weiping
(College of Information System and Management, National University of Defense Technology, Changsha 410073, China)

Abstract: In order to address challenges of safety analysis of global navigation satellite systems ( GNSS) brought by its system of systems

(SoS) characteristics such as complex relationships between its component systems, to identify and study the SoS safety hazards across-the-board,

and to improve its safety and enhance the service, a GNSS safety modeling method was proposed in the base of the functional dependency network

analysis theory from the view of SoS. The effects and reasons of hazards promulgation and random failures combination caused by complex

relationships between component systems in GNSS were analyzed and investigated with some emphasis. The simulation results show that the method

is able to describe the influencing process of hazards promulgation and failures combination clearly and conduct both orthodromic and antidromic

reasoning analysis. The results also demonstrate the great potential and applicability of the method to SoS safety analysis of GNSS.
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Fig.2 Demonstration of a GNSS
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Tab.2  Values of a; and B;

i/j a; B; i/j a; B;
1/2 1.00 0 8/13 0.35 65
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3/1 0.20 80 1371 0.55 45

0

0

0

4/8 .25 75 5/14 0.20 80
4/9 .20 80 6/14 0.25 75
4/10 .35 65 7/14 0.15 85
5/11 0.55 45 8/14 0.30 70
6/11 0.45 55 9/14 0.25 75
7/12 1.00 0 10/14 0.20 80
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Tab.3 SoS accidents list of GNSS
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Fig.7 An accident reason investigation process

PRENEHR S, W AT LI e i v AR R A
AR T4 1 R A1 7 A0 L i B ) MR S 28 0
R IR R A R I AT e

SIRPTE R B 7R T 7 0 fa 1% 76 21
BRI AT R (EX 3SR R OC R A 1
S AL R AR B R

4 i

R4 & GNSS Al i 5 2 K 2 H0R
A BRIy F BOUHE PP TR 1R
A FRGE 4R PR 2 £ 275 [ GNSS 1922 4 [ it
(9 PRI 2 AR AR 1) JEE AR5 22 4k, B
KU RPIRZR N R GE AR BAE 5 R A BLA T
h AT REFE AR ) 22 A XU, HAA R B35 e 14 21
B RBI S R A B P R 1)L

SCEESEH 73T FDNA J73k ) GNSS (R & %
T IIE MR R, i i R AT TR
D5 ERPIEE RUEW] T2 076X GNSS 1A 5 4 4 7]
WA RGP ROTE IR - 1) n] DLk & GNSS A 5 ) 5
AAE BRG] AN B FR 52 ) BERS 1 38 Ao A
GRS R A5 R S H S AL SRR AR LR
PRZR G ;3) vl LUE B T3 BB AR 58 i %
TR 3BT LA

IR FDNA X Tk GNSS 22 427 #r ] iLH.
A B IE I EAS SRR — MR R AT A7)
IR L HE— AP WIRIT ST, 0 GNSS [0 £ A5 11 (1 4 —
A, 75 RSB 22 A RN I O 2R 5 I 48 O BURK
PEFIEAL 734 o

£ 3% 3Lk ( References)

[1] Kaplan E, Hegarty C. Understanding GPS: principles and
applications [ M ]. Massachusetts; Artech House Inc
Press, 2006.

[2] Thomas M, Norton J, Jones A, et al. Global navigation space
systems: reliance and vulnerabilities[ R]. London: The Royal
Academy of Engineering, 2011.

[3] okiEsh, GRULdE, E48F. AT MATE M) DR SRR L
eFirat (1] RETREHEFHAR, 2013, 35 (6):
1231 - 1235.

ZHANG Wangxun, HOU Hongtao, WANG Weiping. MATE
based design for protection of GNSS[J]. System Engineering
and Electronics, 2013, 35 (6): 1231 —1235. (in Chinese)

(4] FEZRe, i, XUSCHE, &8 —Fhop i 1A A A2 0] 6 i
DM BE A ) B S B RE AT (0], I B R B R AF 2 4l
2014, 36(1) ; 62 -66.

WANG Donghui, XU Bo, LIU Wenxiang, et al. A novel
navigation inter-satellite links ranging hierarchy and its orbit
determination performance[ J]. Journal of National University
of Defense Technology, 2014, 36(1) ; 62 —66. (in Chinese)
[5] Zhang W X, Hou H T. Study on safety & protection ability of

GNSS receiver from the view of main materiel system [ J].



- 08 -

e PN

537 &

[10]

[11]

[12]

Applied Mechanics and Materials, 2014, 511 - 512, 1048
-1052.

Bl GNSS Wess v EAvAG-F S 3D D]. Eifg: b
AR, 2013,

YAN Kai.

assessment platform technology [ D J.

Research on GNSS vulnerability simulation and
Shanghai: Shanghai
Jiaotong University ,2013. (in Chinese)

JAZe, FENE, B RELEMMTIM]. K. $
FIREE H ARAL, 2003.

ZHOU Jinglun, GONG Shiyu, YAN Zhaolin. System safety
analysis [ M |.
2003. (in Chinese)

B, LS, O, . JET RO R S A R

Changsha; Central South University Press,

S HEI Ty (0], BB R R 2 4], 2006, 28 (2)
111 -116.

DONG Doudou, ZHOU Zhongbao, FENG Jing, et al. Real-
time monitoring method for system safety based on fault tree
[J]. Journal of National University of Defense Technology,
2006, 28 (2): 111 —=116. (in Chinese)
Bighe, Pr. RELXLTRIM]. Jbat: /% Tl R
4, 2009.
FAN Yunxiao, LUO Yun. System safety engineering [ M ].
Beijing: Chemical Industry Press, 2009. (in Chinese)
Got. HPN BETF LSRG R [I]. BB RO
2#4Rk, 2002, 24 (4) . 86 -90.
JIN Guang. Structural conflicts in HPN [ J ]. Journal of
National University of Defense Technology, 2002, 24 (4).
86 -90. (in Chinese)
HO, FGME, B, 5. FET R L30T R 45 1 2
D (1] BB R R, 2007, 29 (4) .
130 - 134.
DONG Doudou, ZHOU Jinglun, ZHAO Zhao, et al. Safety
analysis algorithm based on large scale bayesian networks[ J].
Journal of National University of Defense Technology, 2007,
29 (4): 130 —134. (in Chinese)
Perrow C.  Normal

accidents: living with  high-risk

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

New York: Basic Books, 1984.

Leveson N. Engineering a safer world: systems thinking
applied to safety[ M ].
of Technology Press, 2011.

Alexander R, Kelly T. Supporting systems of systems hazard

technologies[ M ].

Massachusetts; Massachusetts Institute

analysis using multi-agent simulation [ J ]. Safety Science,
2013, 51 (1): 302 -318.

Redmond P. A system of systems interface hazard analysis
technique [ D ]. Monterey, California; Naval Postgraduate
School , 2007.

Garvey P R, Pinto C A. Advanced risk analysis in

engineering enterprise systems [ M ]. Florida; Chemical
Rubber Company Press, 2012.
Guariniello C, DeLaurentis D. Integrated analysis of

functional and developmental interdependencies to quantify
and trade-off ilities for system-of-systems design, architecture,
and evolution [ J]. Procedia Computer Science, 2014, 28
728 -735.
Guariniello C, DeLaurentis D. Dependency analysis of
system-of-systems operational and development networks[ J].
Procedia Computer Science, 2013, 16 265 —274.

Drabble B.
network model [ C ]//2012 International Conference on

Information propagation through a dependency

Collaboration Technologies and Systems ( CTS), Denver,
Colombia,IEEE, 2012 :266 -272.

Guariniello C, DeLaurentis D. Communications, information,
and cyber security in systems-of-systems; assessing the impact
of attacks through interdependency analysis [ J]. Procedia
Computer Science, 2014, 28 720 —727.

Wang Y, Zhang W X, Li Q. Functional dependency network
analysis of security of navigation satellite system[ J]. Applied
Mechanics and Materials, 2014 ,522 —524. 1192 - 1196.
Zhang W X, Wang Y, Li Q. An improved functional
dependency network model for SoS operability analysis[ J].
Applied Mechanics and Materials, 2014, 602 — 605 3355
—-3358.



