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Node importance evaluation and network vulnerability

analysis on complex network

CHENG Guangquan, LU Yongzhong, ZHANG Mingxing, HUANG Jincai

(Science and Technology on Information Systems Engineering Laboratory, National University of Defense Technology, Changsha 410073, China)

Abstract; A method for node importance evaluation and network vulnerability analysis based on node’ s cascading failure model was proposed.

The mechanism of fault transmitting and evolution was the reason for vulnerability of basic complex networks. A model that can get real-time state

of nodes’ loads and reallocating loads was raised based on node’ s cascading invalidation model. A node importance evaluation and network

vulnerability analysis method based on nodes’ state evolution were put forward, by which the robustness parameters of networks were found out, and

the failure effect analysis was conducted. Tts effectiveness was verified through simulation experimental results.
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Fig. 1 Load reallocation based on nodes’ state evolution
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Tab. 1 Effectiveness analysis of different reallocation

Jisk2

“« B UES y=1 y=2 vy=3
0.1 0.03 0.6906 0.4100 0.1380 0.1403
0.1 0.06 0.1731 0.0929 0.1381 0.142 4
0.1 0.09 0 0 0.1538 0.1451
0.3 0.03 0.7183 0.4909 0.1380 0.138 4
0.3 0.06 0 0 0.1448 0.1420
0.3 0.09 0 0 0.4216 0.1511
0.5 0.03 0.8362 0.6186 0.1380 0.1412
0.5 0.06 0 0 0.6314 0.3348
0.5 0.09 0 0 0 0.166 6
1.0 0.03 0.2589 0.1732 0.043 1 0
1.0 0.06 0.0398 0.0260 0 0
1.0 0.09 0 0 0 0
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Tab.2 Nodes’ importance of American airline network

HEE WA ERE | EWE WA EEE
12 sis W | R He 8
1 43 0.076 9 16 8 0.043 5
2 48 0.076 9 17 178  0.0435
3 90 0.076 9 18 155 0.0425
4 95 0.076 9 19 193 0.0412
5 144 0.076 9 20 174 0.041 1
6 145 0.076 9 21 85 0.040 2
7 185 0.076 9 22 89 0.034 7
8 137 0.062 4 23 140  0.0333
9 51 0.060 8 24 197  0.0333
10 81 0.0570 25 83 0.032 4
11 131 0.050 4 26 180 0.0323
12 14 0.046 3 27 216  0.0323
13 42 0.046 2 28 150  0.0321
14 71 0.046 0 29 25 0.0317
15 201 0.044 5 30 18 0.0313
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Fig.7 Network invalidation of American airline network

B 7 FP RS AR AR D g B R A 4
T F 30 ARUCR AL, YA R 45 1) G 1k
KA. BT rpal AT HE R S AR 39 R
ROYT 5 | 7 1A R0 245 BB R Sk 1) i H B2 W R TR
FEJG R R X T SE EATAS AR UL, B HE &Y
BRI B IRARGF o HEFP R FERT I 7 A1
A PIRBLH R AE B IR RS B R S
Y R R RO s T HE P 5 i 9 R R AL
WORBEE o QLR X T3l W 45 9 F 5 A4 5
U, PR I HET IR IE AR R IS A



51 FEICAL, S5« 52 A O 245 7 o B2 R VA o o0 246 Jfe 55 P 70 A 127 -
A (8] Jelilie, sk, JA T, 45, FIRIT R Al 5 2 N 2%
5 %ig SHAESLHERELY]. HIRIEAR, 2012, 61(19) ;1 -7,
ZHOU Xuan, ZHANG Fengming, ZHOU Weiping, et al.
A e >
Zl—‘)‘(%ﬁﬁﬂ‘ﬁ??ﬁ'ﬂ: H ] i(ﬁ?;uﬁgtggaé Evaluating complex network functional robustness by node
%ﬁ%ﬁﬂjﬁfj@ , ffﬁuﬂn ﬁlé%/%% \iﬁi@ﬁ/‘ﬁ%%% , j:i% efficiency [ J]. Acta Physica Sinica, 2012, 61(19); 1 -7.
ok H =Y A A - (in Chinese)
tﬂiﬁ“%&%“i?% riﬂ’uﬁﬂ %%j:’UL (9] XUALIE, [E8H], Y530, 5. SAPALS 1 S R ALY
itk 152 it P R 1550 S5 3050 07 Ay S B o5 i 8 1T, 4 BFTEHE )], IR, 2013, 62(17) ; 1 - 10.
%ﬁ%méﬁ)ﬁzﬁiﬁﬂ%ﬁi B%?ﬁ@ﬂg V‘]T:Emli, %jﬁ LIU Jianguo, REN Zhuoming, GUO Qiang, et al. Node
E R eEE H 1:/“%];%1:/,:'\:%‘&‘&%% , ]}%% B 49 1 45 25 Il’f’lp.oﬂa}’lce ranking of complex net.works' [J]. Acta Physica
L . o s . P Sinica, 2013, 62(17): 1 —10. (in Chinese)
lﬁ%ﬂ/ﬁrll‘io [/J\Jﬂ:j‘jﬁl: E';I ’ U*@ﬁ%?ﬁﬁmfﬁ [10] Gang Y, Tao Z, Jie W, et al. Epidemic spread in weighted
PR % B B AR Sk JE Tl 7E 5 A T3 SRS scale-free networks [ J]. Chinese Physics Letters, 2005,
A U S0 (1 S I, 42 1 T 49 MR 22): 510 73
S35 Al 2 K T 2 . s [11] Klemm K, Serrano M A, Eguiluz V M, et al. A measure of
A S S )| N1 3 .
o {"/ﬂ:"ﬁﬂfgiaifﬁ:b E/J P ““E:E: ri‘ﬂ:/fﬁﬁ/f ’ E individual role in collective dynamics [ J]. Scientific Reports,
s PE T A5 2R B B At b, FH 1 0 2 0 245 ) £t 2012, 292(2): 1-8.
SHAPES B SR G LT IS5, X I S [12] Aral S, Walker D. ldenli[fyi]ng influential and susceptible
N N R members of social networks [ J]. Science, 2012, 337(6092) .
WS TR AT R R B e DASIIRY ) G 2801 45
N = 337 -341.
1], L FH DUl oy S X W 2% R BRRBOE /R 1131 s, R AR SRR ()] R TR
s ~ o 3 . =~ . -
HEE NG VT, 4% 0156 T A % i 2005, 20(2); 128 -1
e " WU Jun, TAN Yuejin. Study on measure of complex network
Eﬁ@a%mﬁﬂg Méﬁﬁﬁ%%@ﬁ‘rﬁ (ISR invulnerability [ J]. Journal of Systems Engineering, 2005,
N N 4
b IR A R PR 5 A A 4 20(2); 128 =131, (in Chinese)
Xj‘ E &I}Méﬁiﬁ:ﬁ?ﬁg%“ﬁ -I//D\%[J , jgj:jz %]J Img% E/‘J;Q [14] Cohen R, Erez K, Ben-Avraham D, et al. Resilience of the
TR Internet to random breakdowns[ J]. Physical Review Letters
51 BALTT AR Pt ’
BRI R T — R 0 e 0 e s
[15] Cohen R, Erez K, Ben-Avraham D, et al. Breakdown of the
P " , , ,
g %j:ﬁjk ( References ) Internet under intentional attack[ J]. Physical Review Letters,
2001, 86(16): 2 -5.
1 TEA, WR URE SARAMEMESIGSE
BB A LI]. YT 220, T 2210, 2008, 42(4) . [16] ert R, Jeong H, Barabasi .. Error and attack tolerance
641 646 ’ ’ ’ ’ of complex networks [ J]. Nature, 2000, 406(7) . 378 —382.
DING I'“. CAO Yiiia. LIU Meiiun. Dynamic modeli d (171 BARsr, =R, AR, &5, FET Al 5800 20 1 i Johs
ijie, ijia, L eijun. Dynamic modeling an s X N
- e Y S B BN AT (1), R TR 5 5B, 2013,
analysis on cascading failure of complex power grids [ J]. 33(1): 203 - 208
Journal of Zhejiang University: Engineering Science, 2008, ’ . ) .
42(4): 641 —646. (in Chi ) DUAN Dongli, WU Jun, DENG Hongzhong, et al. Cascading
i _oRDs A mese ) . failure model of complex networks based on tunable load
[2] Watts D J, Strogatz S H. Collective dynamics of * small- o ) ) )
redistribution . Systems Engineering-Theory ractice ,
distrib [J]. s E Th & P
world” networks [ J]. Nature, 1998, 393(6) ; 440 —442. . .
2013, 33(1): 203 -208. (in Chinese)
[3] Motter A E, Lai Y C. Cascade-based attacks on complex o
k [J]. Physical Review £, 2002, 66(2) 065102 [18] Soumen R. Airline data[ Z/OL]. [2015 =07 —=29]. http://
networl . e :
’ ’ : ’ boseinst. ernet. in/soumen/Network _Controllability _Datasets.
114 —129.
html.
[4] Wang ] W, Rong L L. Robustness of the western United N . . .
I S . . [19]  BURT, M=% AR 5 1010 2 1 8 T
States power grid under edge attack strategies due to cascading -
failures [ J]. Safety Science, 2011, 49(6) : 807 - 812 BALHLIRBTL) ] PIIEA, 2014, 63(6) « 381 =389,
) i ’ ’ ; ' DUAN Dongli, ZHAN Renjun. Evolution mechanism of node
(5] BB, EH, B, . HETI 0 I 4 . ¢ o -
AT RSPERRIC[J]. AL 2013, 62(18): 1 -8 importance based on the information about cascading failures
- ’ ’ ’ o ’ in complex networks [ J]. Acta Physica Sinica, 2014,
XIAO Yandong, LAO Songyang, HOU Liilin, et al. Network . .
63(6): 381 —389. (in Chinese)
controllability based on node overloaded failure [ J]. Acta . . . .
Physica Sinica, 2013, 62(18): 1 8. (in Chi ) [20] Wang J] W. Modeling cascading failures in complex networks
s ;1nlc‘a, ’ : - i mnese based on radiate circle[ J]. Physica A: Statistical Mechanics
[6] Albert R. Diameter of the world wide web [ J]. Nature, o
1999 . 401(9) : 130 — 131 and Its Applications, 2012, 391(15) ; 4004 —4011.
’ : ) [21] Zhang J H, Xu X M, Liu H, et al. Attack vulnerability of

[7]  Nardelli B, Belvedere O, Roschke V, et al. Synthesis and
release of B-lymphocyte stimulator from myeloid cells [ J].

Blood, 2001, 97(1) : 198 —204.

self-organizing networks[ J]. Safety Science, 2012, 50(3) .

443 —447.



