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Automatic analysis to vulnerability of ASLR

HUANG Ning, HUANG Shuguang, PAN Zulie, CHANG Chao
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Abstract: The ASLR (address space layout randomization) is a defense mechanism to prevent the control-flow hijack. The lack of analysis of

the impact of ASLR in existed automatic vulnerability analysis and exploit technologies makes the test cases difficult to be used in actual

environment. Aimed at the defects of address randomization and features of its bypass technologies, an analysis method was proposed to deal with

the vulnerability of ASLR based on program states transition. The FSM (finite states machine) was used to describe the transition of each key state

on the program path, the constraints for some common scenes of memory leakage and control-flow hijack were built, and the vulnerability of ASLR

was analyzed by solving the compatibility of memory leakage state constraints and control-flow hijack state constraints. Experimental results show

that the proposed method can effectively detect ASLR bypass and control-flow hijack attacks caused by memory leakage, realize the automatic

vulnerability analysis of ASLR, and improve the efficiency of software security analysis.
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HECH 0, R ILECA arr BSEBR KM R a0, I
B, At arr (RS ME, 0TS B AEE

PR A7 O o S il & 1 R IR S AR A

State, ARZS « 130T P 7 P0G AR 43

A (75 SRR arrA 5 arB, IS EELAE N
frrp A SR S froR

arrB(0)

arrA(al)
arrA(al+1)

K5 B arA 5 arrB G585 4i
Fig.5 Layout of arrA and arrB

¥ 33 05 2 9. Constraintl = Eq ( arrA,
&arrA) NEq(arrB, &arrB)

VBSeript 15 5 B B8 A7l I, 454> B0 #B :5
i 16 57715, Horp i 8 D R Bl 288, 5
AN RAB B

Statey,,, R : 81 T 5~ SCARAG R —
B oK B fune, I8 o8 B3 HE &fune T G T
arrA(al)

K 2 B 4 2 . Constraint2 = Eq ( &func,
&arrA(al)),

State,,, AR7Z : typeof ( &func) = Ox1 (NULL 2
WY, 3R 4 R Constraint3 = Eq (0x1,
&arrA(al -1) ),

State,,,, IRZS :arrB(2) =1.740 885 347 313 24 E -
310 (arrB(2) BIB(H = arrA(al +2)ZKAI{H = 0 x
200C) ,

o B o 4 R
Eq (1.740 885 347 313 24E -310, &arrB(2)),

State,,,, R 7 : 47 Jiy Safe Array BIEGZH myArr
LG HLHE R 0 x 0, 4357 0 x THIHH0 A~ I02, B4 T8
RAR/NH 1 Byte,,

¥y 5l B s 24 . Constraint5 = Eq ( myArr,
&myArr) .

State,,,, RZ :arrA(al +2) = &myArr,

¥y @ B ¥ 2 oK. Constraint6 = Eq ( &myArr,
arrA (al +2)),

oA A 5 L 52 I R 1 24 o 2% 1, %K

A~ sub 2K

Constraintd =

HH arr A i R IR AR

B arrA K BEAE B BOIE S50 A\ Bl
arrA K JEAF L al S5 s o

PRI, ARVA FIWTECA arrA I8 AT 2 3 01k 332
SBUA flh i 2547k o

Statey,, IR : B arrA B 20 10OR 325 it T
&func + 12 4b CScriptEntryPoint X4 4841

o B e 4 R
Eq( &CScriptEntryPoint, &func + 12),

Statey,, IR7 ;M &CScriptEntryPoint +20 Ab
COleScript Xf 454,

Y33 B0 5 2 3R : Constraint8 = Eq( &COleScript,
&CSeriptEntryPoint +20)

Statey,, IR7 : HF &COleScript +0 x 174 4b A
NI 7e Y U 5= W R 1 R

T EEBE 23R ; Constraint9 = Eq (& SecurityBit,
&COleScript +0 x 174 ) . bk 78 15 AR T 4L
Al Safe Array K04l 0475 #AE

State,,, ARZ : myArr[ &SecurityBit ] =0,

Ty B HE 29 . Constraintl0 = Eq (0,
myArr|[ &SecurityBit | ) ,

PO 1) B A2 24 oAy i Fe v, 2l % 6
WK State,,, IR 75,3 UK Statey,, IR %5, I 76 fil &
Statey,,, RIS EF X AR AR F 4 A 5 2R

Constraint7 =

RIFHEAT T L kA
ARVA 7eizd B Sr 1975 s IR 2 SR
X (5) FroRe

srcConstraint = Constraintl N\ Constraini2 )\
Constraint3 )\ Constraint4 |\
Constraint5 )\ Constraini6 /\
Constraint10 (5)
ARVA #5719 A A7 it e Bdls 20 A n X (6)
B o
memConstraint = Constraint7 N\ Constraini8 /\
Constraint9 (6)
1% I W FE 7 AE T AR B AR AT R
Stateg, ., W, & € HIAS 2 VBScript JIA SO
EIRER AR, T DVE FHEA R Rk,
AN G TR A 4 R AR IR A Stateyg 5
State, e [F) N il & 1) o 45 MU Bl 45 o 5 SC A fi
RS IS N -
State,y;,, ARZS : ShellExecute “cmd. exe”
CVE -2014 - 6332 iR Z Rk 2 i inX (7)
FoR
dataConstraint = Constrainty,,, /\ Constraint

srcConstraint \ memConstraint /\



- 170 - TR R S AN e

5542 %

Constraint y;, (7)

o, Constraint . IR I TP 254745 1475w A%
W, HBRIAE N True, KRG dataConstarint {H
N True , T~ WARIMR 2R Constraint,,,,, 5 17
AR Constraint gy, . HEZS, P AT 15 H 2598,
CVE - 2014 — 6332 "] 3@ i P4 A7 1l I 52 3o 3t -
Bk, SRR B 3 Bt
3.3 EEFFHS

TEIR B Z 58 ARVA Hf I (E] 1 %2 SO N
R4 A SR S RE AR T IR is 4T, 2R
I 249 ST P IS [ 5 02 5 S 4 ol ik B 4
T AT I UG 1247, ZRGE R B2
RIS A Rl A SCHTE A S2E RgeHh,
PAZEG T ASLR G5l Rt U B 7 D g 0 B4 SC
RN BT FFERAEATR R I AR Y
B ATI ] o o BAREHRINIE 6 Frs .

ARVA(71) ARVA(#2)

S2E(¢)

B 6 ARVA 554 S2E 1470t E| T84 %7
Fig.6 Comparison of running time of ARVA and S2E

HAE & 6 K4l , MS - 06 — 055 A5 I Mk Bl
PUALGERE , ARVA B0 FC42 i it 24557 24 R0SK e it
i) 22 KF S2E (i {7}, CVE - 2010 - 3333
)5 FH A 53 Mtk 7 457, P9 A T O 2 SRR gl 72 5
5 ) L B 47 24 SR Ao o R R AR — B, A A e ()
1l 5 2 JEARNEE, 5 S2E s fTaf ] o I AR
e,

CVE - 2012 - 1876, CVE - 2014 - 0322,
CVE - 2014 - 6332, CVE - 2015 - 3090, CVE -
2015 -5119 5 CVE -2015 — 5122 4525 i 7] IF
AR T IRPIFER S 01 > ' > 2511 + 2=~
21,

ARRE S UL, ARVA £ X FE A TR T 19 b ik
BEATL A 555 P A IO P s () P45 2 4 v T I A it
U 2 R 2 55 SR i T o

BEAh, i T ARVA {1845 il i 8 15 29 ROR i i
FEANE JE I BE AL AL XS BEAS T I3 1) 5 i T 5 A
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Tk FEHLASE A 5 P R B P T T DI RE,
HOARVA (1845 1l 0 5 45 29 SR Al 1 ) 2 /T
S2E iz ATt ¢

4 #hig
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