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Evaluation and analysis of concolic execution optimizations in

hybrid fuzzing

TAO Jing', MI Xianya® , WANG Baosheng' , WANG Pengfei'
(1. College of Computer Science and Technology, National University of Defense Technology, Changsha 410073, China;

2. Intelligent Game and Decision Lab, Academy of Military Sciences, Beijing 100071, China)

Abstract; Aiming at the problem that the traditional hybrid fuzzy test promotion technology focuses more on the use of multiple dynamic and

static analysis methods to assist and ignores the performance of concolic execution, a hybrid fuzzing balance-point model was proposed. Based on

the model, the popular concolic execution tools were analyzed, including taint-assist fuzzing, hybrid fuzzing and concolic execution, and 6 symbol

execution schemes were summarized. Based on the hybrid symbol execution engine Triton, 6 symbol execution schemes were reproduced, and tested

and evaluated through 10 typical real programs. Performance comparison and impact factor analysis of each scheme were conducted from three

dimensions of efficiency, memory consumption and coverage. Experiment results show that all of the optimization patterns can basically reduce the

unnecessary constraints and thus reduce time and space consumption. However, the reduction of constraints can cause information loss and lead to

coverage decrease. Based on the analysis of experimental data, the performance sequence of an optimization scheme was proposed, and three

optimization schemes for different test requirements were proposed.

Keywords: software security; software vulnerability discovery; concolic execution; hybrid fuzzing
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Tab.3  Comparison of runtime among different optimizations
original taint symbolized last
(L N \ . : — \
ey 1] IBA T[] W2/ % B4 ) W2/ % BATEE R %
boringssl 0h40mind5s  0h25min40s 37.01 0h27min02s 33.66 0h01min07s 97.26
guetzli 0hO4min54s  0hO4mind1s 4.42 0h03min29s 28.91 0hOOmin36s 87.76
libpng 1hO8min4ls  1hO7min06s 2.31 1h07min10s 2.21 0h0Omin37s 99.10
openssl| 2h19min29s  2hl1min43s 5.57 2h13min20s 4.41 0h35min00s 74.91
libxml2 0hOOmin21s  O0hOOminl3s 38.10 0h0Omin14s 33.33 0hOOminl16s 23.81
sqlite 0h22minl2s  OhOlmin35s 92.87 0h01min50s 91.74 0h02mind7s 87.46
woff2 0h29minl2s  0hOOmin4d7s 97.32 0h27mind1s 5.19 0hO06min22s 78.20
re2 0hO7minl4s  0hOOmin35s 91.94 0h02min06s 70.97 0hOOmin34s 92.17
pere2 0h21min57s  0h20min52s 4.94 0h21min01s 4.25 0hOOmin25s 98. 10
proj4 0hOOminl6s  OhOOminlls 31.25 0h00Omin10s 37.50 0h00min09s 43.75
original function part
74}‘%}?%% — ~ N ~ [ ~ o
BATHT[H] BATHTE] W % B AT ] W3 %
boringssl 0h40min4Ss 0h26min33s 34.85 0h26min51s 34.11
guetzli 0h04min54s 0h03min4d8s 22.45 0h04min01s 18.03
libpng 1h08min4d1s 1h06min20s 3.42 1h06min33s 3.11
openssl| 2h19min29s 2h13minl5s 4.47 2h05min49s 9.80
libxml2 0hOOmin21s 0hOOminl3s 38.10 0hOOmin13s 38.10
sqlite 0h22minl2s 0hO1mind5s 92.12 0hO1min4d7s 91.97
woff2 0h29minl2s 0h27min54s 4.45 0h27min39s 5.31
re2 0h07minl4s 0hO1min59s 72.58 0hO1min54s 73.73
pere2 0h21min57s 0h20mind7s 5.32 0hO8min57s 59.23

proj4 0h0Ominl6s 0h0Ominl0s 37.50 0h0Ominl0s 37.50
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Tab.4 Comparison of memory consumption among different optimizations
original taint symbolized last function part
BIPAR el Wl W Rl W R W RN W Wl e
¥/MB  FE/MB R/% /MB R/ % F/MB R/ % F/MB R/ % /MB R/ %
boringssl 473 189 60.04 189 60.04 451 4.65 183 61.31 183 61.31
guetzli 701 124 82.31 119 83.02 696 0.71 107 84.74 115 83.59
libpng 983 776 21.06 718 26.96 803 18.31 711 27.67 710 27.717
openssl| 755 512 32.19 539 28.61 598 20.79 535 29.14 535 29.14
libxml2 464 99 78. 66 98 78.88 463 0.22 93 79.96 93 79.96
sqlite 856 179 79.09 180 78.97 853 0.35 165 80.72 165 80.72
woff2 214 111 48.13 142 33.64 196 8.41 134 37.38 137 35.98
re2 375 129 65.60 148 60.53 368 1.87 143 61.87 143 61.87
pere2 345 264 23.48 262 24.06 313 9.28 255 26.09 145 57.97
proj4 354 79 77.68 79 77.68 354 0.00 73 79.38 73 79.38
RS BARMKMO ZHHEN L
Tab.5 Comparison of failed branches among different optimizations
original taint symbolized last function part
BRIP4 kg KM R KW K KW MK KM R PN/ NS
I3 Ve A S N S B S A S
boringssl 139 30 -78.42 41 -70.50 0 -100.00 32 -76.98 40 -71.22
guetzli 10 19 90.00 4 -60.00 0 -100.00 9 -10.00 10 0
libpng 384 384 0.00 384 0.00 0 -100.00 384 0.00 384 0.00
openssl 802 737 -8.10 743 -7.36 169 78.93 743 -7.36 702 -12.47
libxml2 0 0 0 0 0
sqlite 130 -100.00 0 -100.00 12 -100.00 0 -100.00 0 -100.00
woff2 12 -100.00 15 25.00 0 -100.00 12 0 11 -8.33
re2 0 0 0 0 0
pere 118 110 -6.78 113 -4.24 0 -100.00 111 -5.93 26 -77.97
proj4 0 0 0 0 0 0
x6 BHERMNRMBEBEBSZHIEL
Tab.6  Comparison of path coverage among different optimizations
original taint symbolized last function part
BIPAR R I R mt W R/ B B Rl
B i B /% HE R/%  BE O OR/%  HE O R/% HE O R/%
boringssl 839 896 6.79 839 0.00 1141  36.00 865 3.10 839 0.00
guetzli 154 154 0.00 154 0.00 168 9.09 154 0.00 154 0.00
libpng 847 847 0.00 847 0.00 848 0.12 863 1.89 863 1.89
openssl 1 032 1028 -0.39 1032 0.00 1 069 3.59 829 -19.67 829 -19.36
libxml2 2213 2213 0.00 2213 0.00 2251 .72 2213 0.00 2213 0.00
sqlite 3170 3191 0.66 3191 0.66 3482 9.84 3193 0.73 3191 0.66
woff2 181 181 0.00 181 0.00 199 9.94 181 0.00 181 0.00
re2 2 038 2 037 -0.05 2038 0.00 1908 -6.38 2047 0.44 2047 0.44
pere2 737 746 1.22 737 0.00 353 -52.10 357 -51.56 357 -51.56
proj4 33 33 0.00 33 0.00 143 333.33 110 233.33 110 233.33
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Tab.7 Comparison of 5 optimization patterns with

original pattern

%
Efedrs  BRECR AR EERRETH
taint 40.57 56.82 0.82
symbolized 31.22 55.24 0.07

last 78.25 6.46 34.52
function 31.53 56.83 16.83
part 37.09 59.77 16.54

3.1 KBHERSW

T 25, M ) 208 46 b5 Ok 7, symbolized il
function FIFHIEAL J7 580 A Z IR THECR , 735l
J231.22% Fil 31.53% ; taint Fl part HLET (1)
HORWEAT, 53551 4y 40. 57% F1 37. 09% ; TEX A48
b BRI 172 last 758, 4871 1 78.25% , 2
symbolized F1 function FF542

Wk, NN FTT 58 48 b5 5 & , part ., function |
taint ,symbolized X PUFf 75 S $E TH B 22 A £,
KIK K 59.77% .56.83% ,56.82% Kl 55.24%
1M last 77 ZAEX DM bR E R A2, 2
6.46% AT, PR

IRJE , B SRR THE VR R E , & 07T R R
2200 b B R, last () R W & 47, 48 T B
34.52% ;function R 2., iK% T 16.83% ; 4k F
SERY I part, 2 TF T 16.54% 5 UR WK 22 1Y J2
taint fll symbolized, - #J #2 7+ R 4 0.82% H
0.07% ,JLF R R4y 7 MR B R R
3.2 EZERMIREESH

RGBT B — B ARy ) ELAIA B Re
SETH A SN [) 77 SR A B THRIAS R AEMIR L DL I st
B 22 S AR A
3.2.1 %Mo X

XA B A, A I 2 7 A R Ay
373K R R 2 00 S A A T A A T 5
B IMEAEFR & 1 I BRI (10 s) W52y
FOR A, e LA RBIG . X T 5 ML T &
R D , 2GR 22 2 Hi TG R i 2R gy
SRR AR Ok, T A 5 R T A
A A R 3 SR RO B AT 2 A

R ARA Ry a7 B, Z i P 1Y) 53 SRR RE B BOK i, T
PLYTE N S UL TT S mF, BE BIF A2 A
7 55 %, K/ I R RIS [ R4 o Ak, R
last J5 2 B 545L 1T BR 1 IETE 534 9 20 SCZ i B B
FEEAL RS S D E L SN
JITLARS [RIRCR A B THEE 5, % T R Mo =7
A BT w5 R AR TR AR K . M boringssl iz
FTRYER AT LIE B, last J7 R S R 92 THik 36%
“ SRy 3T M R B v Yy 139 kb 3] 0
%, RISk L5 SR 73 37 R last T S8k 13X 15
B last )y W 3E G T AR R FBUR 24y 3O RE
TERLAE IR SR 4 A o SRR T30 R I
Iy BRI BT AR AR T E) T REIR,
AR 23 U e R RIE 2k
3.2.2 B EFEK

AW T, BTy B AR K B
SAFE B A, S BER T LTSRS IER , 7T
SR R XY R KA BB ROR
iR AN TE B 22 T 52 W) 2 5 8 O, 7 last J7 38R
JeRGEH o IF 6 pere2 517 WY ZE R W] LIF
H last J7SEHE ) T 52. 10% BT 5 K 3K U
B last 77 ZBUBAXS BT CE RS RZ, UET
ST LR B TERAE i SO E AR i, 3 EOE
TR [EK . IEAh, taint, function  part J7 &t 152
WRE ARSI . K 6 1 taint J7 R TE openssl FlI
re2 |43 5l 8 T 0. 39% i1 0. 05% (1) 75 55 K 4t
2RI BTG BT B TS AN 2 ) BT 3
Mo BTG, A BEAZ R N 15 5
IR 2 A Wos 15 3 ny” , I AE taint J7 8
SRS L SR A g # N I P i A RS R

LW PR R, BB TR T R M openssl

FEF IS R34 T LU 3, function J7 221 part J
ZOrA A T Rk 19, 67% 119, 36% 1B 16 R
P, X EEHRIE Y b SRR 3 2 A 52 R 1T
FEY R, KT function J5 ZEK UG, HAA WS T
RGNS T B ER S, Bk —F 53 B 2 SR
HBRAGIY, — BIREEA T84k, 20t S brAb (i
R TR 1 3 8 i, gl PR 22 T AR % AR
LR B R ATERE . BT part J7 2K
15 R 5 R AR P AL S A Z TR G &R, BT
PLUHARLAZ R FT5 38 A 2 1Y Tl

L5 TR AR LU 468

1) last J5 ZE7EI (8] R VL 75 242 T 07 T #5
JEILH T F L RBOR  ABAE N AETT 85 05 T R BLA
A5 T W 0T, TR KA L R A
FARTT, WA RS AFORMEAIER , T O )
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P, 25 IR A B I IR B AT S AT AL SRS DA 5 20 B "33

PRI AT AR TT B0 42 0 20 w2 S 2 iy 3t )y 5
Hh T RIS S AR A I RE AR
Ry 3 BRI

2) taint 75 GE7E I (8] 24 & H1 A A7 JT-85 J7 1T 4B
AR KT, B X T8 85 R ROCR A T R
symbolized J5 58 R BLAR L, B I8 0 BT 35 R 42 THE
HATBIR , AELX IR [1 280 258 0 N A T 1) 4 T L A
B, S S AR R A HAR S A R W3 37
A o

3) function Fl part J5 % 2 fig 77 I 2487 19 W4 4>
I % AU I I RCR RN AE RS AR A $2 71, 3 5%
R TIA e B e , T HAHXS T last J5 22K 15
PRIELIFRA 2K, BT — D i
TR,

4 HFit

BRI S R b m] LA R 2598 TR G
S PATIILL L S R UCATT S48 AT LAJH BRAS 26 2
A LY TFI8 IERL TR A ZS AR . X TR 24k
UL, BT AR AR 08 73 S AE 29 R 45 9 e v]
PATSBISKR g , B e R A P Tt o SR, KAk i
LRI 2 AR BB R, B HOR AR Y IE
P B , 170 3 BB o AR L AR 9 H AR
AT o JEHIERS T SRR AR SR, 542K 19
LA H . SRS, C A TAEXN TR &4
SHATRIAL , S BRI — A FH L A PR A i ]
=S FRCR AP I % . WHBTBISE R E &
HMELLSE H— P58 SE A B 07 58, HBE AL DL 80
HEPrp S, BN IR R, AR SCHR H
MR,

PREIT SR— BEX—SE BN T2
AECHTRI ., AN A R RAFRI 53 5, T5 58 1
P2 S F A I PR A AR TR T —
SERCR IR TR %  FER b 2
A2 R 32, AT LAGE S PR IEAR I, R e T
RO IR AR B 22 1 7352 o

BT R T AR IR A AT S AT R H Y
Ko R HATR AT 5T 1 i BB I
1, RITRA BORII I, R 2 % BUBT B A2 RO A 1 5
Y T, RS 1 — R I A] P A
g 22 A I 81, 451 2R 5 0 i i P 2 4 T L
A2 I, IS J7 S8 £ 1 AR 2 0 B A T
SRTIT, QRSB S A5 5 AT BT T 2304 L B 3k
AR JH A A i ) B0 2% i A o A E R R 1 3 5t R
LNLZAERCR B O 9 IE R 1, o — EL 2
HrAr g 22 , B AR 2252 B2

VEFETT 38 = MR X 3 S PE bR ) AL R
JEORSE o BT A SO B L T RLZE H R AN [E]
PENARIERIDCSTHE A2 U - X T I ) 35 38 8 Aok
i, last > taint > part > function > symbolized >
original ; X F PN AT 45 38 B K Ui, part > function >
taint > symbolized > last > original ; X} T 7 75 K2 I}
FEFrK1L, last > function > part > taint > symbolized >
original . PRI, 7EVERETT S0, ] LIRSS e 7 1Y)
PR FRARARIE

DA b =05 2 0 4% R BOA RS 5 TR A
PEICHEAAT YR, (B0 T H R A £ T
AR, URIRAFAE B35 5 T3 ], BIFE S THA
FTRCR TR AR R TRl I, AT AR PR35 T — i TR
ERLRIER M A BT E R, i PR IX A [R)
M RBEAE T, BERASLZ 29, I R iX e 24 e
ELI I ANE)”
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