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Sparse direction finding for GNSS spoofing source in
underdetermined scenarios
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Abstract; Aiming at the problem that the traditional subspace-like direction finding algorithm fails in underdetermined scenarios and requires
the number of signal sources as a priori information, a GNSS spoofing source direction finding method based on coprime array was proposed to
improve the application security of satellite navigation receivers in spoofing environment. The cyclic correlation matrix was constructed to reduce the
impact of noise on the performance of the coprime array signal processing, and the virtual domain equivalent array signal was obtained by vectoring
the cyclic correlation matrix. On this basis, an optimization problem based on sparse signal reconstruction in virtual domain was designed to achieve
high-precision, multi-degree of freedom direction finding for sources by minimizing the fitting error. Simulation results show that compared with
traditional subspace algorithm, the proposed algorithm has higher estimation accuracy, and the direction finding results are still reliable under the
case of underdetermined.

Keywords: satellite navigation; spoofing; direction finding; sparse reconstruction

K T 23R S TR &4 (global navigation
satellite system, GNSS) [ %& i} Fll %€ {7 R G & & 1E
W2 IURAT BNz W . SR, GNSS 5 5 33k
b TAT S A I3 A s, S DR AL R SE
by 5% BN TP TP 052 0, 36 TR S 22 4 g ]
B TR R PR . I X A, i T
B A R TP 243 A R ) T R
TS EH T RYLE S & SSRGS

FE A HA:2022 - 11 -20

WA AR 42 WL A 280 LE , (o HOAS RE IR W A%
MBS R L B2 AL 3, B 242 T Z AT
JCE R T PRI AR 5 T
SR TP e 5 A B — 2 5 L TR A S A [l B
FHLRI Tl GNSS {55, (M HLER B2 2R 5,
T SRAT A 158 14 57 s I [B] 475 5L, X TE BB 23 o
FRMMERS o BAh, il Bk e e b 4
AR BT 3 GNSS M e 28453 5 I 47, BiAs

EEB . BE ARPER4A B H (62203447, 61673128, 61573117)
E—1EH MWK (1996 —) , 2, AT /RN, 18 598 4= , E-mail ; zhaoyuqing@ hit. edu. cn
EIEMEE LB (1981—) 53 ORI R B8, 1L 18 A2 500, E-mail ; fshen@ hit. edu. cn

SIS R, TR, IRER, . KBS TR ONSS MR THL M m [T]. ERFRHOR 2, 2025, 47(2) - 212 -218.
Citation :ZHAO Y Q, SHEN F, XU D J, et al. Sparse direction finding for GNSS spoofing source in underdetermined scenarios[J]. Journal of
National University of Defense technology, 2025, 47(2) . 212 -218.



42 4

AR , 45 KT Y T ) GNSS S TP I i 0 1) P 213 -

AT DRI, 7 — A A 0 B O B AR R 4R
f= GNSS R FH )& 4k

IO H £ ™ 25 0350 TP W, — 25T I
JkRE A . IWEAR BT, GNSS Hip i &
AL FE IR A I | 3 O T G400 1 LA R R O Y
SEML =AY o Ho B PRI AR 32
I A B AR B 15 A% i DL K AF S R AR BRI
S5 07 2, I 2 R UG S e A TR O A
LT A e AR A B T A T £ e T
Z b3 A R R R 2 5 2 (A4 A O A B
o3 , A UE 5 RAEAE B SR 5 i A
PRI TE B RE AL I R IR 45 o SRl A
AR5 R T8, 3 52 2 7 15 AR T 3 3 TG Y Ao
Ty, R 1) 0 R B 0 ) S s A, A DR Sk
BRI IR AR A T RTRE R R T
JEI ) 25 BAAL N GNSS Bk i i iR L e i (5
SRR SR % TR TSR T A I
il LA S S 100 2 7 P R EL A FE R S

H AT GNSS {55 J5 M ) 2 AR F2 BEALFE B K
Skl M R ET . Horp PR LRk A A
SEHRBEAR, Ly vA T 5 (AR A R i XL IE Ol
FRBCRZ IR S ST RS (S b BEAY O 3 %t
A A% B A R B ey, (HU S DAt TR A e vk
HRTHRET, ORI Z 0 . SR, HETRBES R
LR [ AL KR R T X S W B 26 4y, LA 114G B
FIE EH RS 4 T A S B TR R S, X
R T AR AR T ELAE e SR, R
SR TIMMAESES) 2 T WAL R B0
BF, BT 2 5B 8 (800 1) 532k TG 1 A5 5 TR o
AT o BRI A1, 2R3 T 451 b B
SR TPV ) Ty vA AR R T A R 2Rk, B
SRAGURELC N, HLAE/INRE A SR AE PR B A TR

VRS —Fiog B 5], s i A 5 1Y) B o B A 7R
FIK AW C R SO &A T Z 5y
R SRS RSB T M7 s R A A 244
SR EL , i HE A 10 K 2R B4 51 B HL B LA 5
Ab BRI N FR BT TV B R REAS T2 RT3
JCRANEE, T HAE AR [R50 1 R ST i 50 AT
DIARAS B & 1 25 ] 4 BER . STk [ 21 ] PR 43 B
T AT E 1 B/ NITUARBESIAE GNSS il T
Pedmiil oh B9 VE T, SR A TR SR v R s i B4 57
ST TR B T 7 1, (HAEARE R, %
b PHARE R AT X e TP A, JCIR R AR
PR R IR i o B, R TR AR X T S
BEGESHA YRR MR E SN T

RIS FARH IS T AN B 1), LT 5
T TRE SR, BB TS Z T X7
FRMSCHIUAR 47 AT 0 A 00 -5 300 71 >R 1 PRI X
BRULZ AT, (L GE 0 e/ NITUAR BRI A B R ALY
s 2k , it 220 5 A 3 sl B LA Il A fig
T WY B RE B B 24, i ELAE 38 201 D0 T e DL e
HIEE R BETH AT AE 1Y, 1 7™ HBR A T H R
TLH

BRSSP, A SCBeiE 1 — R T L U
B (555 i A )R D5 1) 07 9%, B AU S
PR S5 B 16 T A 2 RS 2 .2 A Hh
B SR T R TR R . S iR/NIT
REEFIMEL, BA R G A B 51 45 F 1 55
B S CA B 7 S8 80 T B LU HL 5y 4R il ik
ARIPUHL HE U022 0 P81 45 4 ) B ] AARAS: O 2] 1
B B (R 1) 3 BRI R

1 EREIEEESKER

B OR8] S8 ) L R B 2 R R T A
TR SR R RIS SRR . ASSORHA]
TR S RS A5 —— 4 R TR 5
FERGE 1 R, i —XE o HAg 2M N A
T AR TR S MRS, Horh M AN J2
H TR

B 9o By 454
Fig.1 Extended coprime array geometry

WNEN 1 7R, 2 — D SR AL R 5] H 1] BE
Nd 11 2M A KL RETCL K, T o5 — A 34 5 e [
S E B Md () N MGG FEOTH N EH S
Bod=n72, A FoRESHK BT R
BT, RS —AE NS5 L AR BT Z A1, 2P
FREXS SR, HAB TR S S, I, )R
RS AL 2M + N - 1 AL s T
GNSS {55 HL

W T HOR E R R, AT 5 T LR
e A TR OR 2 K S R 15 5, B 24> i s )
R 7 (pseudo random noise, PRN) 1515 5
HBEA A [F] B A SR 7 ) o FEAS 2 — P 15 2



<214 - ES I S = o

547 %

T AHE LAESAE S Q DNIR{E S I m 6 =
[6,,0,, 0 ) ABHEIH 45, BT Bra
SEACk AR — 5w, B K= L+ 1, BR8]
W AR S T RN

L 0
x(t) = ;afsf(t) +aSZ‘Is§(z) +n(t) (1)

X, a! Fla® rRIFRRES LA B S R (S
SRR 0 (1) FORE mIE R s (1) %
R UANEIAES, s) () TR ¢ MIRES, -
b A F1 S 3 IFR HSE S AORE S, LLGPS L,
(15 C/A TSR, s, (o) Fl sy () AT LA BIFR N
sh(1) = /PIDN (e =1) €l (1= 7)) Pt
{sj (1) = /PD} (1 =70) C3 (1 — 7)) PV ied
(2)
Hob [ ZRm i, S8 o P Fl 7 5303R
ANEEME T AL DR 2 AR A AR
C(1) /& C/A 1, D (1) J& T RUERD
FER (1) H,a) il @ ik T MR R KL ot
BB G SRy BB ARSI 2% . T
Q I 5 5 B9 AL 7 a1 AR [R], B A 45 5 6
HAMFEMFHRE X FART R 6, BIfE
5, HO N R 1) S T DA RAR R
a=[1,-,e - P sin, e = oy - 15in6) ] T (3)
Hp, di(i= 1,2, 2M + N - 1) £REFY)H
Moo
AR TR 2, FRB R T2 i
GPS L, C/A {55 . &1, TR GNSS {551y
ARARIPE AR SCHR S 09 07 123 7T DAAR 25 2 Mt | 3] H:
e LR EN RS

2 FrREIRTHIREN EEE

2.1 fESEXHTTEEREEE

1 GNSS $EWCHL AR Z Hil, 100 155 A E 5K
O AARERAE M A R 2T o RS OL T B
S {5 M LY ( signal-to-noise ratio, SNR) 2 —20 dB
Fefn MR AE S AL ELSE 5 1.1 dB gin] L)
JRIIF T H AR WL 7™ A 8 1R 100 S A0 o 45
R IR I A5 T B T R PR . S TR X
AN, 7843 RIS GNSS (55 1 B A0 TRtk
FhTT PR 7 26 56 15 , DA R 5% I 5 AR Py 22
FERE P M . BRI, 2(2) iy C/A
T2 F A E A 1, PR > L S A 5 AU 5 5
TERSJEIA T, A BAPEIRPRE, E RIE
x(0) SHXMM WS EE G (1 -Te,,) ZRTEER
HHIC O T ZERE A -

R = E[x()x" (1 - Te,,) ]

L Q
=Y a,"(a,")”RslAs? +a*(a®)" Y Rss +
ZL=1 ‘ g=1

Y a,(a’)"Rs» (4)

’n=1 mm
Horr, Rl Rﬁﬁ%’]%ﬁ/ﬂ? To LSS 1A H S
SR ¢ MRS HOIEIS B AR B, HRIESC
Hk[ 147, 0]

{Rs;\slA zClFP;\

: (5)
RSASA = CIFP:,
aq

oo, Gy S AR | SRR R S LA
A1) PRN RS 114 B S A 5 AR B A 5 =22 8] 1) B AH
PSS IV E )

Ry =psa/Pu/Ph (6)
ot s 1 (0pe i <) FoR I HIHIE FEL
—AIELLT 5 5 B F S MRS AR 25 K
Fo AT B ps A 0. DL, 2 (4) 7T
HEN:

Rixc) = E[x(t)xH(t =T ]

= iaé\(aﬁHRsfs? +a(a’)" ZO‘,RXSSS (7)

I=1 g=1 11

M (T) FRTLAE T n (o) Sy i
MR T LA R i M 45 S bl . e SR
d RLY JCHAE A 2, 0 5 R AE P 7 224
R Lk

1

R =~ XX (8)

Horp, Xy AR EAE I, Xy 02 XTI 225 4L
Pk .
X, =[x(k) x(k-1), - x(k-N+1)]

{X\wi- =[x(k-D) x(k-D-1),-- x(k-D-N+1) ]
(9)

Horp, D 2R — A JE N B RAE s 8, N R 5

EHPCRAE AR EE . Oy 14 R U I 22 0 M R Al

TPRGRE R G ARG Xy Tl Xy, A6 R AH S 24

R H{A

co e 1
RY ~ % WX(X.0"  (10)
g=1

Horb 1< <20, X5 1 X5, 705008 -
X4 =[x(k-gD),x(k-1-gD), ,x(k-N+1-gD)]
X5 =[a(k=(g+1)D) x(k-1-(g+1)D),,
x(k-N+1-(g+1)D)]
(11)
2.2 EMMESHREN
h T IR E RS S B B, S



42 4

AR , 45 KT Y T ) GNSS S TP I i 0 1) P 215 -

YRGB B BE A R ], A< SO Ik R H0
FEACEELISE I A B R RE PR . BRI,
PR A W R IG HUE 5 o (o) 5 RIS
W55 z Z[A] A B SR O 22 AT 38 20 XA A AH DG b
ZEFE R I AL S B, B RoR
z évec(Rj(cf)):Bp (12)
o vee (- ) Syl s AL ARAE , BIREJE [ v 1 45 571
Y B — A5 ) & [nl 4t z w00 R 400457
XoF N SR 5, HEXT R A S i B R R B e
C BN Ry p BRFIR N
B=[(a)) ®a,(a) Ra,,",
(a)) " ®a,,(a") ®a’] (13)
P = [Ros,Ron, Ron, zo‘,Rs;jS;]T (14)

H, @A N, () " LB #tE. B 1y
] 1A R #UL IR 9 0 10 1 1] R & H T B R
S ZA MR AR, R IR B £ ITTR AL
BB ZBR B A AT R ST R B i 2
HFE B, e C MR S Ry A ) 14 S A L
M55 5 z, = Bipo WALIZUL, 2z, W LIEEH
3MN + M - N A 8L T S (5 5, B
JURCHH G BB 2M + N — 1 B E3MN +
M — N, R RRZ B IG5 AT 50 5 T Ab PR fE
4 D [ 0 PR E, e Al S s ) B R ST A 8O0t
BB EAREEN R,z gt
i, 5—Brgeit e e (o) P E R E S BB E R
s(0) AR 2, RAEREAE S5 TR A D3 E
SRIG AR SCH ML A5 K 40 97 455 i i 2 1)
SRR AR ), LLZRAS 30 a] 4 s 8 2 1)
o O AR S Mg S ) B AR &
REAUER , FEM B PR 29 R R, de /M READUERSE

59 z, MHIES(EZ AL A 1825 .
]3 = arg min, ||p ||O

{s. t. |z, -B,pl, <e
Horr g #ll 1, 43 5020 4, FEH0R 1, J55L, e
HERZE ER . W, Al i Y Ak ) B S TR
FHRE AL T R RS M 5 S 2, ME A RIS E
Z LA 1 22 B /N e A AL T 2 03 po AR
i1, 2 (15) W & 3R I 4, AL, A s — A
NP 3 (NP hard) [A}#, 4 T fif X — R @2, 25 1§
e V= A @B e A AR U & 1B
# B T (least absolute shrinkage and selection
operator, LASSO) #A73R Mt it —2& I ASHE
S AEXS T A A T Sl ) i B AR T 16 =
[6,,60,, .0 ) AT SER IR 167,05, -, 0%,
FTLAAT B X065 BTk 58 A 5L 0 5 T AR [ BY, U

(15)

LASSO HAReREL AT /RN «

A

. 1
pf =arg mlnpg(?HZI —B‘fpg”z +§”ng1) (16)

Horp L, RN EIES S 00 5 5 2, LS
DRZE ;1 JERTUA A Y 5 [a] 3 T A st AL B 2
W€ RIE WAL 280, 1T B0 P05 1% 22 T H i
JBEo KM LR my AL Il L, AT AR AT 1 5E A o
(167,05, 0% | XERL 245 [R) 3% p* 38 1 98 R L%
WA L X 17 ) £ B2 B T SRAT BT 5 5 i Bk A . i
F % T ) 17 4 DR/ R A FRAE 45 B A5 5 B T i
553, FEAGHIN B 5 9 LAk 2 b fie R [
DR IERSPNA L ERe R ISR T Rt b S
A (16) Bt AP AR ] AU 25 T — B K 4D 55 4
o AR T LA 16 £ B 6 AT LUA ROt B T

3 {(REIWIE

e T A I 21 5 9 15 5 A7 78 19 LAk =2 |, X
JIT 5 T R DL 5 i 6 A 19 S B 0 1) 5 %
A R FEAT S0 E . AT, e H A R
18 5~ () 288 3 B 905 00 1) 7 125 - DB B 2 AR S
41 (cyclic multiple singal classification, Cyclic
MUSIC) 5% i #4425 1) 2 & 15 5 5
(eigenspace multiple signal classification, ESMUSIC)
S X B Rk A 0 BB R 23 3l - Cyelic
MUSIC F3% 1 ESMUSIC SR AR, 43 A%
()i R P PN 323X I 5 T, %) i 4 S vk M RE R A T
Bk, FEPFESCER P, (A9 LR 5 —
XL 2M =2 x3 =6 DI N =5 ATy 1Y
)2 14 %] ( uniform linear array, ULA) #4 i,
I, LRSI — A0 5 2M + N -1 =10 34
U, X S (4 Te L B gs A [0 d, 3 d, S d,
6d,9d,10d,12d,15d,20d, 25 d] i &AL,
TIRE S 45 8] R4 s A 0. 1o g a] B 25 2] 43 A
-90°F] 90° (L N . 1AL S H sy 0.8,
eI 20 ms KA AT 45 H A3 A, B0E B R O
37 000, 44~ J& 40 B BEAS K 37 A, e Ak, 4l
FT 2 06 Bt e A0 2 2% B B AG TSR A4 2R AH
KM T5 ZE R M o REESIAR Dy 37. 851 MHz, H i
WAy 4.092 MHz, R34 & 2415 % A
WA L TRAE S (G HE B - 20 dB, Tk
B {55 19 SNR a] LUAR 48 AS [) 7Y 477 21 3 55 i 2
A SRR T R L SE A S R 6 X 5 AE SR 100
A RAESAL
3.1 ZEEFFERER

AN T ORI 0 B TR
S 25 AR R P AT O B e D T A F 1



- 216 - (FE TR SR S AN S

547 %

¢, Cyclic MUSIC 831 ESMUSIC 55 %5 #R 2% ] Al
BTSN AR R B T (10 M EE RS JT) 19 ULA,
Hop JULA W BEJTIa e d 38 2K, B d =
A2, BT PRI LT EES REE R
5, BT R B AT Cyclic MUSIC 55 35 A
ESMUSIC 539055 U A O K 5 © AT o

He LS M EE R RS S EE
() T2 (%5 PRN2 .PRN6 .PRN8 .PRN13 fil PRN19
SR —40°, =20°, - 10° ,10°F1 20° /4 J7 [0 A
Bfo —AHRIRIE AR A 40° 77 1], R 9R A5 5 9 PRN
W5 ESF S . AT R B AR L,
ORG-S HHI T HS F S BA I RILH Eh T
SR TR A B P, R ) R ) 2 s 5 3O
SRS REURI . B E, AN (R
BRI (55 1) SNR L ELSL(E 55 3 dB, il A
[ 5 D02 B ) R 7 3. 2 /N1 kAT
i — . B2 5 T TR T IR RIESE 5
Fis b E 051k 5 36 ULA (1) Cyclic MUSIC $5.3%
A ESMUSIC 553 (1) 5 — Ak 25 S Al 25 5. A
B2 af DL, = Ak mr LI BT A 15 52k 1n)
PEAPAS T, (X b B0 7% e i e 7 AN 4 oy £ 53
BRI BE. LA, =B SR H B7R 40° J7 [n] %
o7 2 (B I o7 ) e A AEL, T AR B A5 5 140 I8t 8 A
hy 40° 3X S I E 3

Cyclic MUSIC — —— A iR #y:
---------- s

ESMUSIC

A6 3

E2 Yl s b i

Fig.2 Spatial spectrum comparison in scenario 1

BE 2R RN RIRAE S IR B K
TREARRAF B B R OE 5, B AT WL PR
Bt Y RGINAN H g5 52 A% 0 L IR B X ARG S
Priy GNSS J 137 5. 10 A~ H 5 {5 5 PRNI |
PRN2, PRN5, PRN8, PRN9, PRNI13, PRNI19,
PRN21 .PRN26 #1 PRN29 4353k H - 50°, - 40°,
-30°, -20°, —10°.0°.10°.30° .40° 40 50° J5 1] o
Wi A% 4 MAE S D51 PRN 5 ECT
£S5 PRN2 ,PRN5 .PRN8 .PRN9 #H 6], {Eik &

ARG 5 {5 M HL SNR F HLSE {5 5 & 2 dB,
{55 Mk m 2 200, B TR A ULA 1§ Cyclic
MUSIC % 3: 1 ESMUSIC 809 i 25 [a) 3% [ o 52
RS2 PRy BT 4, 10 A9 38 Ty ULA
HAMER9, TEX 11 AMF5H T H
B, BT LB 3 R ICiA 2l PR L T ULA %) HL 3R
7S (8] 35 5 AR R b, P 82 SRR A AR Af T 10 4>
PIBERE TR B0 B X 11 AN A5 IR 27 A 3L
SYHECINE 3 fiw) X B 7 HAE B R ERT
MIPEH . BRI Z Ah, A4 i 5 5 s ) 5 e) i A
S50%, T LAE RS IR Y 7 ) oy 200, IRt R
AT S PR AL A B N R IR L A AT
VIR I B Y %) R 1) A 7 E A A o

.......... PG —— AOCHRE:
1.0 [ R B I
0.8

Ho

& 06f

H

§0.4—

Roozy
. EEEBEENEEN)

|
=)
o

—60 —40 -20 0 20 40 60 80
FARE/(©)

K3 st 2 iz et

Fig.3 Spatial spectrum comparison in scenario 2

3.2 WEBEELER

AS/INTTRE HER T S5 i 5 AT B3k P
[ PERE , I 1) P RE H 2477 HRER 22 (oot mean square
error, RMSE ) BEAT ¥4, PEREZS R EYiE L 1 000 K
Monte-Carlo J{BR I EHAR . = M5 L RMSE
BRI R AL L N YRR 2 an 5] 4 i,
Forp BN 15 5 19 SNR Jy - 17 dB, HA 24
WA 3 LN R RS T 8 &5 Mgy
T = A5k RMSE B (5515 1 A9 AL i
2, AT S U 155 1A f AR X 00 s 52 99 52 o
Hirp N'=37 000, HABZHS 3. 1 /A5 H
Y1 —2

—e— RICTHRAE
102 F —&— Cyclic MUSIC | 4
—&— ESMUSIC

~ &

<

g [M
EIOOL

10-2 . . . . . . . .
500 1000 1500 2000 2500 3000 3500 4000 4500 5000

N

K4 RMSE 5 N R
Fig.4 RMSE versus N curve




552 1 AR , 45 KT Y T ) GNSS S TP I i 0 1) 207 -
10°
—e— AP 2% 3Lk ( References
—&—Cyclic MUSIC 2 %Irﬁk ( )
10k —=—ESMUSIC o : . SN
_ (1] slBse, EmRT, el JCAPLAL &R 5 S Rms [)].
S [ RHE R3], 2021, 43(2) : 40 -46.
% B— —— SHI P L, WANG X Y, XUE R. Induction strategy for
1otk _ | , unmanned aerial vehicle position spoofing [ J]. Journal of
National University of Defense Technology, 2021, 43 (2) .
1072 . L L ! L L . L 40 —=46. (in Chinese)
-25 -24 -23 -22 -21 -20 -19 -18 -17 -l6

SNR/dB

515 RMSE 5 SNR ({36 R 2
Fig.5 RMSE versus SNR curve
4 FE S BoR T A S P B g AE D o) A
BE R RE . BRI, A 4 iR, =FEk
() RMSE [ N f3g 23 T ks, A
FIERSIEAE N B /Nt v LR A 55 AR )
BE, 24 N =500 B, fir 42 [ 5595 i RMSE T
Cyclic MUSIC &1 ESMUSIC 5 10°, HE 5 nf
SR, A S P R A %) I [ R B A BT 5 R Y R A
SNR 7@ B W ¥ L T Cyclic MUSIC & ¥ 1
ESMUSIC 5%, DL 5OA He g SRR B, i i oK
fifr = (16) Bty gt i O Ak ) &, I 1) K BE AR 21 T A7
Tt .

4 B

RSN AR T A AR T — R R E Y
s AU PRI ) D7 35 L %07 1 TR S IR
TE el ls 5, 76 B i BERE A [ i, al LS
1 AT T S B DR 1) o A ST B 5 kA i
PRAH AR I UL 25 B b O 22 FE B R IR RS A
IR JiE T 2 M I ) iR O 2 L I O A Ak B R A 2
RHUE LS (E 5, FH] GNSS {75 MRS T84 =
TFa) 358 140 7 5 e, o o R SR A X A
S AT I 58 B o B A5 5 W i A A A
R R AU, B3t 1T — Ak Al A fR
F /ML DR 2 14 [R] Ik 52 BE R 4D 8 55 2015 5
TR A, T S I3 o A X e 1S
TR 1 AT T A UG D B AR R, A
SRR ADGE F T A G 5 BEOR TR0
WOH Y 3 S S, T HL B B R R B )
4

SRR P AR S vk B W] I A R RE AT, AE —
FERESE b Al DU B 7 K 4R A T A S A s 114
I, LR g E B4 L T B 9] e AR 2 3 UK &
(LSS NN] A S R 6 e 2 R S i -
KT, Z ik — AR S 45 4, S
F R F FA B BR Al i H A B0 /0
RAL I SR

(4]

(6]

(7]

(9]

[10]

(1]

AR, SRR, REE, A PUT IR DA S RURICILY
Fefonsmtai[J]. RELRSHFHOR, 2022, 44(7) .
2270 -2275.

LU Z K, GUO HY, SONG J, et al. Optimal front-end gain
of anti-jamming satellite navigation receiver [ J ]. Systems
Engineering and Electronics, 2022, 44 (7). 2270 - 2275.
(in Chinese)

FOY, Wk, RIeE. SRR ONSS 55 THidoR
FPHERFIEL)]. JoZkr T, 2021, 51(10) : 1031 -1036.
WU Z W, HU Y F, XU L W. Research on technical
characteristics of GNSS signal jamming in navigation
warfare[ J]. Radio Engineering, 2021, 51 (10). 1031 -
1036. (in Chinese)

FEAEHE, DA, BRRoR, 5. GNSS JHEHI T KLy
YRR T [J]. 2 BRE N RS, 2021, 46 (6):
30 -36.

REN B B, NI S J, CHEN F Q, et al. Analysis of anti-
spoofing  performance of GNSS
antennal J]. GNSS World of China, 2021, 46(6) : 30 - 36.
(in Chinese)

MAGIERA J. A multi-antenna scheme for early detection and

nulling  anti-jamming

mitigation of intermediate GNSS spoofing[ J]. Sensors, 2019,
19(10) ; 2411.

45, 236, B, 55 FETH 2RI GNSS £ ik
Bl SR [)]. RETRSHFHER, 2022, 44(3) .
948 - 955.

FU D, PENG J, MA M, et al. GNSS time spoofing detection
and discrimination based on clock bias hypothesis test[ J].
Systems Engineering and Electronics, 2022, 44 (3) . 948 -
955. (in Chinese)

GASPAR J, FERREIRA R, SEBASTIAO P, et al. Capture
of UAVs through GPS spoofing using low-cost SDR
platforms[ J].
115(4) : 2729 —2754.

N, B, A25%. GNSS By 4 B AR [ A SMIFRE
POR BB [T]. P EB [FERA, 2017, 47(3):
275 -287.

BIAN S F, HU Y F, JI B. Research status and prospect of
GNSS  anti-spoofing technology [ J ].
Informationis, 2017, 47(3) : 275 —287. (in Chinese)
JlgE, Rk, TR, & RERSA TR RS T W0R
KA I]. EBRR R ESAR, 2019, 41(4) 129 -135.
ZHOU M, LI H, WANG C H, et al. Induced spoofing
detection of global navigation satellite system[ J]. Journal of
National University of Defense Technology, 2019, 41 (4):
129 —135. (iin Chinese)

PSIAKI M L, HUMPHREYS T E. GNSS spoofing and
detection[ J]. Proceedings of the IEEE, 104 (6) . 1258 -
1270.

FEBET, RoELE, W, & —METHIIREN L
SR TR I S A Rk [T]. BRI, 2022,
13(3): 163 —169.

Wireless Personal Communications, 2020,

Scientia  Sinica



- 218 -

(FE TR SR S AN S

547 &

[12]

[13]

[14]

[15]

[16]

WANG X Y, WU S X, WANG Y F,

interference detection and suppression method based on array

et al. Spoofing
antenna for satellite navigation [ ] ].

2022, 13(3) ; 163 —169. (in Chinese)
FALCO G, NICOLA M, FALLETTI E, et al. An algorithm

for finding the direction of arrival of counterfeit GNSS signals

Modern Navigation,

on a civil aircraft[ C]//Proceedings of the 32nd International
Technical Meeting of the Satellite Division of the Institute of
Navigation (ION GNSS + 2019), 2019 3185 -3196.
APPEL M, KONOVALTSEV A, MEURER M. Robust
spoofing detection and mitigation based on direction of arrival
estimation [ C ]//Proceedings of the 28th International
Technical Meeting of the Satellite Division of the Institute of
Navigation( ION GNSS +2015) , 2015 3335 —-3344.
ZHANG J Q, CUI X W, XU H L, et al
interference suppression scheme based on antenna array for
GNSS jamming and spoofing[ J]. Sensors, 2019, 19(18) .
3870.

DANESHMAND S, JAFARNIA-JAHROMI A, BROUMANDAN A,

et al. A GNSS structural interference mitigation technique

A two-stage

using antenna array processing[ C]//Proceedings of the 2014
IEEE 8th Sensor Array and Multichannel Signal Processing
Workshop (SAM), 2014, 109 -112.

TR, 2=, B FAE, S — RO m R oL
GNSS WS T I ] Jy i [T]. HEBE. fFERE,
2022, 52(4) : 658 —-674.

WANG Z X, LI H, ZHOU Z H, et al. A direction finding

method of the GNSS spoofer for commercial receivers [ J].

[17]

[18]

[19]

[20]

[21]

[22]

Scientia Sinica Informationis, 2022, 52(4): 658 —674. (in
Chinese)

KM, R TLR L AR B R D] K&
W ERREROR KR, 2017,

GUAN G Q. Research on key techniques of GNSS receiver
with antenna arrays [ D ].
Defense Technology, 2017. (in Chinese)

MAGIERA J, KATULSKI R. Detection and mitigation of GPS
spoofing based on antenna array processing[ J]. Journal of
Applied Research and Technology, 2015, 13(1) : 45 -57.
N, BEVRAR, SRR, S5, RSN 00T A9 T BT

Changsha: National University of

SIRE DOA it Jr ¥k [1]. 7 51F B2k, 2021,
43(12); 3687 —3694.
SUN B, RUAN H L, WU C X, et al. Underdetermined

direction of arrival estimation for coprime array in the presence
of nonuniform noise[ J]. Journal of Electronics & Information
Technology, 2021, 43(12) . 3687 —=3694. (in Chinese)
SHI Z G, ZHOU C W, GU Y J, et al. Source estimation
using coprime array; a sparse reconstruction perspective[ J].
IEEE Sensors Journal, 2017, 17(3) : 755 -765.

AMIN M G, WANG X R, ZHANG Y D, et al. Sparse arrays
and sampling for interference mitigation and DOA estimation
in GNSS[J]. Proceedings of the IEEE, 2016, 104 (6) .
1302 - 1317.

XU G H, SHEN F, AMIN M, et al. DOA classification and
CCPM-PC based GNSS spoofing detection technique [ C]//
Proceedings of the 2018 TEEE/ION Position, Location and
Navigation Symposium ( PLANS) , 2018 389 —396.



