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Research progress on new computing-controlled network
architecture and key technologies

YANG Hui' , DONG Dezun' , XUN Peng' , LIU Rulin' , LI Junnan® | TANG Zhu' | LYU Gaofeng' , QUAN Wei' | ZHONG Jincheng' , LI Tao"
(1. College of Computer Science and Technology, National University of Defense Technology, Changsha 410073, China;
2. Sixty-third Research Institute, National University of Defense Technology, Nanjing 210007, China)

Abstract: For the new network communication challenges of efficient data interaction between components in open interactive environments, a
novel C2N ( computing and control network) was proposed. Aiming at the extreme requirements for efficiency, real-time performance, flexibility,
and security, C2N adopts intelligent and simplified designs in protocol architecture, planning, application, and security design, providing high-
performance and highly flexible basic network support for strong real-time collaborative fusion among heterogeneous resources. Based on a detailed
investigation of relevant research work, key technologies of C2N were discussed, such as data link layer enhancement, remote direct memory access
for sensor-controllers, and service-oriented sensing and control middleware. It also introduced the key technology research and test evaluation
carried out by the network chip and system team of the National University of Defense Technology, and prospected future challenges and research
directions to help China gain leading advantages in high-end equipment systems and innovative ecosystems.

Keywords: intelligent unmanned; computing-control network ; protocol; high efficiency; determinism; low latency

FENTHEES AL EORHES T, BA
I 2 I R SR RE 7 11 o e A A A L UL L
ST RN B EE BRI, R
ARZ GBI 5 T o o iR A (R BEAE G AL
K S TEAE R 77 b B i A T B DA AR K A
S [ KR BE K I E AR R R
T B 22 4x S 22 U b 2 R R A AL

BREL AR RSN EEDHEARSR

W fs HH#A:2025 -05 -24

(cyber physical system, CPS) 7E H 35 T
FEA B IRAR [ EPAT A CPS MR BRI
Hy s ST RS M A RN BhAS TR AT 55
PRI, Ry it e A A AR R O | Y IR SR AL Uk
i, Xy SR 2SR R AT S B [ AT
ZIEAF B AL BT 2R Ge 4 iR R TR e R 4
HE R, PR TR R B PRA T I SR 2 A AT A R
FORGUESE I B U [ 4V ERE T o A, o i 2B 5 4
FF 1] 4 DI [ 428 T 2 A e B2 2 R B8 5 AR AR 559k

E£WH: FHEKARRAEEA I H (U24B20151) 5 [F K2 2 4% B H (WDZC20245250113 )
F—1EHE M HE(1986—) , 1, ZHGIF B, B 51, 1 1, E-mail ; yanghui@ nudt. edu. cn
*BEMEE W (1983—) , B L0k, BITFSE 61, Bt A4 A2 0, E-mail ; taoli_network @ 163. com

SIAE R, TIES, AN, S5 BRSNS BRI R[], [ERIBHOR A2, 2025, 47(6) : 1 - 12.
Citation ; YANG H, DONG D Z, XUN P, et al. Research progress on new computing-controlled network architecture and key technologies[ J | .
Journal of National University of Defense Technology, 2025, 47(6): 1 —12.



-2 (FE TR SR S AN S

547 %

B AT RO & AR

HY T BRI S AR A 1Y) 5 2 A, A% B il
SRR A A ) AL R S R LA R
AE /5 i 6 A B T ] 1 5 S B IR B O[] il R
SR o v v 4 R 0 1 I 45 B0 ORI BT R
A BRI

ZAER, M ERH AR L H A TCP/TP PhUIA 5,
F ] EECM | m AR oA R RR T
SRR 0 7 SR T8 Al K e, 288 /02 vy i 2
RGN R R o R, B R 4 2R A
TE I T (5 o 2R 2 B TET 1 AT [R]85 — , e %R
Kl AL PR B E , RIOXE L R e A AR i Je )
#E (size, weight and power, SWaP) 2|, m Rk
BRI AL 4 oK 50—, R AR RE IR A K,
R 2 A% A T A B B SE A 55 55 = 0
RITF R HME , Z2AEAk 1 i 25 45 %8 0 288 10 1) 1 07 2R
TG FF A B R KPR 55 0, &2 4 Bl 4P x4
PR A2 R PR EE S 25355 B 28 BN 2 AR
Hh R EOR

FEI B B R 22 M 46085 7 5 R G AL, KM
FE 2 U T BRI ST OB AR BOOE DL
R TRRIH S0, UG 17— 25 BA B PRtk
KRR o D4R, 45 w80 L R
DA R 2 4 56 v i 6 15 S ELIA VI 5K, BRARTT
JERTIR R B & , 728 6 T A ALIK S 08T
T4 M 28 U, ST — R A CBEHOR , IS 2 0
K RHIE R, A R T T 3 7 R i A 4
WS T,

T SCHR H I BSR4 Ak ZR SR A, Sy HE S
B HIL IR 4 55 R i e A R BE AL TC AL T i B
FEfilt o IR LUE EAL 18 1 23 85 SR 3K S 1)
25O BRI BT B et R IR R R
WEETIAL” BT LS AR B IR RS
R il A R AL LI RAE L Z R A
A

1 #HxIE

1.1 EHEXMZEME R

RPN S BRI A BER A% O A
WOt , AR R R AR RS PC LIRSS A4 5
[ 7 S, R REFHIL W L G 3 S A s i
DA B T A K P A et AR B B

IR DA A AT R R S L R
RS IERE S . FEUMUA FR 7 I, T )
LT TCP/IP P BRI A , 41X iy 3 10 A o m] 3
JEPERT K R Z AL A RGEAM, i Tier-1

T ISP 9 45 Rl 2% 9 4% 25 22 94 . QUICH!
SERT L PN BT 0 4 5 7 AL s 1 8 ek ) O
1, BGP 450 A =B i ' SEBL T [ R GE
i) F9 L B9 58 5 3 3 22 D ICRR & A8 4 (mullti-
protocol label switching, MPLS) REE L2
( software defined network , SDN) Z& i & T AL A,
SEELT BT R AR BRI

TN 7 T, WO & Il HESR K2 1
W2 KAk, B 45 B Xl {5 7Y Socket, libnet/
libpcapm] % 5 % Web IR 55 #% 1 Nginx[”] N
Apache! ™ 4 {81 AL LI . 45 L P L 32353
BRI SS AR Aol 55 RGEvcitE . TE%
A7, HIK M ERSAT25 EaRAE Je nT  E
DU 44 RIS 3, A TPSec' ™ Hitps'™) |
S-BGP'"* S Hp S s [ R 6 430 417 2 2 40,
W25 B G XIHRE By K P48 AR 2R 5t
SR AR S IUAR X 0 285 22 2 B A

WEHE i R BB S ORI B, BLA |
TR ) P LS 4R S8 O B A X L 2 Bl v
SR NS B A EAMIRAER | Ed R LS
AR o BEXF Bk ZREAL I 25 B T3 55, Bl
U PR 258 R e 1) 24 S5 T i) R 0 ) 57 8 o
ZRAR ZR A S DU B T A
1.2 HiEFORE

Bt O B R R B X R R, R S
2 BT AR 3R 38 15 R0 R RASE 4371 =X 1 i 5
TR R PERESL AL B , 00 D8 I e PERETT Y R
PR A AR G AR o Lt o 5 EL IR I R I e i
N PRV E], BE O M2 70% DL E R
TSR AR S5 28 e A5 VG T A T AL R
FALHRIEIS | el 56 b TR W it AR BBE ST, LASCHF
PRV A AN = A58 2 S5 0 T 5 o

Tl BN AR FUEE X B3R T SRR A, R
Holii b D M8 DI UR R EAT T ORI 7R
Bt 2 AL 4 2, PR T 4% 28 W 2% e UL AL A1
PHFEFEHI B, G4 HE AU R B0 VXLAN NVGRE |
P IE AR I T 2 G A A o P
BT B I B b AL B 2
( data center quantized congestion notification,
DCQCN) 1 3 T 7 312 2 iy 42 B 1 41 2 42 1>
TEFSTHI -1, 47 & BGP-EVPN'" ZE P, 4 7§
FEFIHI R BE A, B e B0 2% 40 Fh 5 0k 2R H]
Clos/Fat-Tree ZE 4, 41 Meta iz i M4 38 #e #1240,
P22 5k 25 A 9 T B B S 4, IR LA
TR A 43 Be 5 (point of delivery, PoD) &1 5L %
FREdE h O R T e



56 ]

S B el D P S S o N Phwii s "3

TR I A 77 T8, 38 3 T 22 R i i i HE 28
HEAT, £ 45 MapReduce ™! Spark' ™! Flink >’ %43
AU PHESL Spring Django ™' 45 Web JF K HEZE
Lh K HDFS ceph 2343 sUAFAEHESR ™ %5, S Hf =
55 KRB 43 4 Web fIR 55 F1 3 K088 b B 45 4%
RS RGIT R o AR ARTT I, Bl O R 254
LB R 2 2 W B4 ks, BR T B R Ge i Ay
FP, 300 3 Y e R 4 ) D PR O S 2 4y, SRR
B S W s R S AR, SN AR AT AR
EYIIER 24 Uik AL

G T ANIN I (S P i NI R AV UD R 7/
T iR o5 RE kg . BEE R REH SR 2
e, AR THARBE 7 ] TN GRAPERE , ik e ) 2%
A PR BB ) AL, 8 53 T 28 R © A 24 i Y
BFFEGE BO FHRTHME R ALUIZREOR ™,
1.3 ZEMLZ

B W 2% (intelligent computing network ) J& 4
NLEREER R AT 55 LT T8Oy S R RE R 45
SR, HAZ O H bR 2 S8 BRI S 4 55 ) %
JE (i CPU GPU 1 NPU 4§ ) 5 7£fifs ¥ 5 14 3
JEBE RN = 5 R G R O R 28 A [
AR 245308 3 R R B I 45 4 2l 5 scale-out
2%, AN SRR PN A7 B 422 3R B ( remote memory direct
access, RDMA) InfiniBand , 3% ¥ % 5 & F A4 %5 IR
fy s e P P R scale-up %%,
NvLink 2737 5 plg 45 55 pAy [ 49 5 3 14 7 3
B XFRM RIS T oA 2 e
SNV AEE 3R R e i S B oR mT FH

TE R J7 T8, B 5 A 4% 52 3 0 =5 10 ) 40
VESE & R AL, S 3R A WL T
I IR BRAR . Ry, BT H S B T e M 4 4R
#4 HPN'™ 5 35 X 22 155 ( dual top of rack, ToR)
EIRFNRCY- T 2H R Q0BT Ak 1AL G R
Ao PR 28 1 B s AT i A A TR R, Ak £ 8y
75 o R AR R Ik S8 ) 3 BT 0o 8 B R 2%, 6T LA
N o TR = N 25 ) S e S I
InfiniBand PERE , FEAREFE 48 R RAR ™

eV 55 107 F 75 T, A 0 2% 107 T B 4 T T 4R
PEGRBE 7 2] AR SR e A SCHF < AR 2540
SR MR BE 7 ST HESE, #7130 PyTorch | tensorflow
ST RN, WUIHEA OpenAl APL™ 45 1145
FIREIE . BR R4 02 2B iR R 46K 3 5diE b
O E ) AT 3, [ REAL G 20 B4 P i
F EpR AL

B MR ALK i 28 B b 5 B B
HUC I ZRIARL , 222 DASE ) A e 05 32, JE2

SRR R R A L, X R 45
TEAE R PERE 5 1 KPR A I B S P T SR A A1
T 5 S I T A A T ™0 R, LA A2 L
MY SN 2R GE N g SR A S R GE R RRIA T oK
1.4 Tl sehfp s

TSR R 284 DRy e g b PR BT A £
SRR, B 7R SE A B ol B A AR A R
BRI ARG S5 — 1 ERE RS Z A 47 S
AL A R A L S G M4 AT, T
M S P 285 rh A AL 2 A2 A 1507 i
ARG T AR S 2 M LA 22
S ELR, Tl 5 v i 28 B Dy ] B 1 AN 28 R
PESEAE  XF 100 25 A% i 114 S 1 A S 1 L
SR R ES 3 F JiAS 0 5 T 25 6, A7 A6 R B4R
I AR 5 B H A A5 A ] G 5 9O A 3 T A% e )
Ko

TR ) T S ) O B 7 S 4k (i
PROFIBUS' ' | CAN'™' 25 F1 & HI M %% . BL7 5
LG AR, H 22 R ARG 1 504 FLER R AL
il 27 SUECH 3G 2 101 0T S IR TR XL
T L v 15 S AT AL A 1 i S oK o

AR R BLAT oty 98 AR BAS AP35
I 28 SR 2, TR T — R AR e, 645, i R L3
M 2% ( PROFIBUS international , PROFINET ) . 455 i
H sk LA K M 3% A (ethernet for control automation
technology , EtherCAT ) | B [&] fit & LA K R ( time
trigger ethernet, TTE) 25" £ 45 i Tk LA K K
AEAE R AL (035 15 W 45 T A 22 40 0 2%, ELTE b HETT
LA KR RE T3 5 TAFAEAS 2 o

IEEE 7 2018 4E42 H 56T IEEE 802. 1Q" [
RV Nl A T 2N 7o 2 RN
P 25— Z R RTINS, Tk ] A I 4%
TSN ) /1 & 1 M 4
( deterministic networking, DetNet) %55 7€ 14 LI K
A4 1 I PR bR e o B R R R e % L it
PR A FIZ SO B 58, IR B — R A Y 2
SEIURNI A R o bl A A A P AR L R A il
N TR I 28 265 52 20 TSR Tl S I 2% £ 2
THAE " HOR, B M 28 IR AL O ¢ R B B A B
7 N

Mk 55 107 FH 5 1D, Tl S5 B R 245 G i ik T
OPC UA NEURON HEZESE 47l 55 48 IF A, 5%
BT 5 BB A L By &0 Tl szt 4%
LRPH SE G MK L AP & 25,
TP LML T R G SR R S IE (RE

( time-sensitive network ,



"4 [ BB 4K ¥ i

547 %

DESG S5 e a5, S0 1T 40 )2 B A8 ) 3 [ 4
Hemg Y

Tl S P 0 2% 5 ey i 26 A A e R P S 4
S5 5 THATAE — SRR A, (A5 HAR DG PR 5 HoR 7]
DAFH T i 2B o5 Al . R, 2 B AL TG A KT
Uik g5 Rt F PR AL BN B R By, Y B ER A
AEH AT AN A% HANA] 500, $54i 45 2 i A RE
SR SN R £ 2 48 T SRR A o
1.5 Hink&EM%

1 i 2B P 245 5 T D 2R A P S B e A A AT
WAFIRAE S HEA A AT EE Rl IR A R
PEASTRE ST o WG 2 A P 45 B A K B SR A
S FET A R BB B FIAT A NE T
JE S e — 5 T S R i £ IO 25 SR AR SR A [+
NP AN TR R B A i RS S RE D 5 5 — D T
TE [ £ i o8 S5 P A8 R 0 5K, o i 28 8 IO 248 ) 2K
P AL I AEFE A e PE S 2 PR RS T T
THREOR,

TR R ik £ I 26 22 R AR BOR (FR HE LA
R TCRF AR A AL, T ) AN A VR M 37 5 15
THE R ZESE 7 58 AFAELL T ) (DR 45 et
Fe U8 HALRFIE B ., A SRS [ R AR ] 2 e
PR A A PR A 4 5 (2D e i A IO 2 , ME LA
i ARETIE BE PE R  OR @B
S A B aE S5

1L RS TT I 2 55 2244 (sensor open systems
architecture, SOSA) i1 3¢ [E E BiE42 H , T+
RS P 28 PR e A B RE D, g I AR SR
%, T BRG AR AUAAE T BB R RS
T, B SOl AR DI RERE A B, SRR [A]
J AR B R o 5 4% G A% SR A I 45 A
o, H S AN T s A S A P A 4k, R
SOSA B X 1L AR 2H W 37 e 4 th T AR H A B A
i ERE R REIEI TR R, 5 B e S
BETT . BAR SRR B2 AR, FLA7E 8 42 iy A 5 T 5k
ZF &,

TE W 45 A% % J7 T, 24 R, B P LK ) n
EtherCAT ¢ I T 1 2 1=y 3 26 4 o 2] I 4% iy 1)
g TR SE I B E YEAE T RE T, (B
AR T o AL HRLRE , I T 5 IR D
2 i 00 , A Sy 7 o T 240 R e 5 IO 4 £ i o A
AR, o A e TR el AL TR o

TEZL AR T T, —SERIFFE N O3B X 8 i
BRI T H B s L e
> S ptly (R LR T T 5| AL G W4 4 4
B A 5 12, FE B IR TT 8 B A B8 ) 55 T TG it

PR M 8L T oK o

25 B TR 2 H v  A P 8 TE B R
Th TG AL = RIS R P 48 48 i 14 75 3K 5 TR A
(] 107 FH AN 5 PR 2 AR oK, 3R RG22 5 7
T8 38 P 28 T B, R Bk B AR RN 25 L B IR A
KRG, RATHE ISR FR 0 28455 T AL
PRI SR R AR T 4 A
1.6 Hfth: FEIEREWL

HE R TE 2019 A K A7 (R R P 2% (TDN) ) 1 B
A5 R T K Bl A 2R R 4 AT X A g 52
LI 0] 5G Flz B A I 28 B - Ak G ) . — 5 I
T o FRT Ak R 2 PR L RRAR R 285 52 2 e, S 3D 45 1
PRHFRE 5 53— 7 1T, 38 2k S 4y 2L A 4% 1) fik
FRR B, T 190 46 R AT R4S 1, PR s Ak B S o 1
Blo HRSO ] 6G 454 8 a7 0 2%, R B
TiT AR B R4 Bk R, 52
IR0 48 B e A A AR BT AL, AR BE 3 N A=
BB IE, 5 B AL 538 {5 i Al A e R 25 B o
A= AIE B E FRE T o TR OT B AT BAER
AT 66 MR 18 il SGEAFHAR , 71T IR
R TR AT P SR A, S8 I DAL B8 0 LU R AR i 1) 1
G B i A . 25 Bk, T — UM 4%
S e NEE A Y e S B AN
1M, _FRAHOCHI Y F B 7] 5G/6G 317 LA S KM
R 5 P 285, o i 20 2 B 45 0 248 8 T Ak 1 20
BEEE X AR R S AR
1.7 NG

FE 13 R 28 35t b S 1 I 4 3 5 B SGE R
1EAL 58 TCP/TP PRl ZE My Bl |, B XA W] J2 K
AT T T A2 1, LS G 42 AH OC
Lol N 515 BT K ARG T Re 18R

NP WN A= S (BB e S PR s 7 N
I, HATA 52 A 300 M 4l 5 Uk Rkt 5
AR DAV FH A7 6 099 28 4an 1Ml S AR 9 A
PELUK S AL G M 4 i AR 8 2. 5T
WAL A EHEALR | B sh A= 2e55 Tl 45 il 7 5%
ANA] B RETC N RGN ] L K R BB RE )
SR AE PR Z0, %o vt 31 v 54 1L i A IR
W FERUE, TSN UTTE &5 37— Tl 45 i 9 45 ¢
AR IR S B4 1) 2% 1 8040 e o 2 110 kil S 4%
ELEA AT XE DAl 2 A5 s A T R RS 4
ZHME I AT 210015 B s 55K ok, 78
HRE N FRE 7 T, 5 4 i I 45 A e, B RE TG
NBAE B AR AR/, PR, 7 SWaP J T T
I BSR4 o, DM T MR R e I R S &



56 ]

S B el D P S S o N Phwii s S5

Hy, SR W 285 e sk PRI RE SR LI 42 R A
i LA A BB A, g e T 1 4% A AR 2
Ha, LA A BB J0 N A i A i L Dy R AR B 2
2B LIRSS TR SRR EOR

2 FEM%REA

2.1 igitBEx
BRI 4% ( computing-control network , C2N) )
A P2 B AN R Ry H i, T[] 72 i 20 8 53 T A
fift BF P55 1 SRS 1 45 R B il 5 9 R, 72 SWaP 52
FROCATT B TR AT eI, At 1 s 8 S
RIG LR AP SR RN, LR G 2 YR
LSS AR B R BRI S A
2.2 FREN
AP AR ZR B =2 W TR B, T 1R,
ARG A W 4 2 R A v A N 2
SR EAL 5 (0 Bl BB ) , 365 KR - Th0 AR e
LA R P R Gis T SRR o
SRR
Ebsmate] | memm | |meseirs] | swkek |

B
| B4R S
Ve ‘
A PR A %ﬁg

B HE{LRDMA 255 R B L2

3 e

2 | T Hie| =

b EUR LE

[ | TSl | [Geewa |- — i)
iR TSN TTE CE égg
AL B
= B | e

BEVR FHR
A || 3

=|[E[a|[#].. | % | 77| |oPU| cPU | NPU|SSD | -
BN

(NG R TP )

Fig.1 Computational control network architecture
2.2.1 HEFRE

SRR I 28 G NS R Hh e R RN SR A B
BRI AR TR IR AL A T Ak O 2R LR
S TRAT AR AR AR, T T SCH v e A 1Y
IS IEFN SR, SEAF % A4S CPU GPU \NPU
SR I R AR O B S AR R, B
B ARt O RS ) AR IR S o
2.2.2 HizmkE

SRR 28 2 2 S B e i e A AL 4 G IR B,
F7 5% D5 I v it 20 SO B, A 2RO o

Hovp, B g o LK W — 5 T SCRpAL 58 TSN
TTE DL K T & 4 VLK B (converged ethernet,

H

CE) , SEBUA O A Imis i AR AT 14 73— T i &
X i i A e AR | 5iR SIS PR 2R SR 1
DAy 3, it — 2 R i 4 2 i

TE R 45 ALK 2 , L RDMA %0 b 1 4 4
P 2% i A T RE 0 o TR AU TR o e A
TN R AL RDMA HiAR | 52 3% s 1 55 U5
| RDMA W25 (1 JC4EHEA o

X v S e A 1 ] A ELIB T 5K, F 5 i
L T B B A R R A i A, R
ALY I A )RR 2 L A S SR T AT SRS HLRE
J1, A RS A 2278 ) W 28 AR i AL
2.2.3 Famvnsts R &

TR 1] i S 2B 6 22 R A 55 R I R 7 oK,
T B, BTSRRI R E O BRI SR
JESA TR, SR M A BT o SRR AL
PO 2% A2 i PR USCRR | X 245 L 3 e 5 T oA 4% 22 4 977 4
CHRET RN SCRRBAE IO 5T K

TEMCEERE b, 342 R = AT L) ARl 5
SCBLAN ARSI AR R R AR R R RERR AR T A
A3 A TR S I R 55 RE T
2.2.4 BRAHX @

BRI M BT MR R R OR 2
PCRERFAL , BB IS MU T B 08 58047 0 45 ¢
WUz AEBERE)Z | AL D BUZ 7 iR 4R
S g 0 A B BT ISR L ML A K Bl
71, R R Z 55 IF A AR S
2.2.5 HixsFa

PP 2 A oR e (R AL A T LIRS
A ) IV 2% 2 B AEBIL o 0 2 O O A X,
S ERL G PE  SUe SR B R WK Sh B Ay
PR 2% , 1o AR B B A T AR TR
ey DA 28 B3040 U O v 0 O R RE UK 80 22 43 1T
A A A A 4 P RS A , A T IR S B 3 A
REAGHIN S04 VY RE PR KA . L (IR SE 7 3
SR FH PR b P R A LA X el e o e A T 5
IR, n) X R A 7 Bl R A GIE B, S Jon]
{558 =7 B JOSC HL AR S Bl 47 5 B R A )
TR AR REARE T, Bl G AR Hf B4 AR 3 %
R4, SR P A 3 % SR, R 52 2 A I 2 e
PRor 50 % T R i A AR A 22 A R SR
PP ] 2 A G I 5 S o R B B 2 K A
SRR 25 7 ], T 19 45 el DXl 5 a0 3t 2 AT
BB P00 4% el RS HR A R e, 2 A A R I
i I, 1 Sox e DX AT ) 45 B B, R 05 4 IR
SRk DX IR Al O 0 A R e S 0 A X
PR R i A



<6 (FE TR SR S AN S

547 %

3 EEMEZXERA

LG AR L, Hh T 5 0 A R B
g T 25 B AR ST S L R
SRR S T IR T R SR TE D)
WL BRI IR % LA 2 A WL 45 T b T
VRBERAL L 3 32
3.1 HIREREHERA

55 A 190 90 4% A e i 2 0 R 1 )
M5 TE TLIBERE 7, TSN S5 S DA f H B, {45 G
i E PESEIHE R RE IS B R IEIRT . 2 3B B3
S, o S 45 T 42 ) 45 0 1 R 5 SR A2 SRR 1 £
BT B A RERMIRAE R (B i . B
YR I R  AR R SE — H AR B
SR NGEN

1) G B S R AR, 25O DG 4 A o
VLS R 002 R B i A SR R
BRI SRR N DL W B PR 0 A ARG
BEHE M ATIR

2) $2 TH R SCA A R AR R Sk,
Ethlink B8, 6 A S /N 4R S04 THR SO 3K
SRR, IR AT REHEZS RPN 5 R, i 2
AR HUAE B30 0 I 4% Slingshot™ 45 AR 56 4 A
UL SR TR LIRS K%

3) W o ) o A, 4 2R S B AL B
A, WA T R SR o 3 o 35 3 42 0 246 B 2 )
FEALHIRE S HR R A B AL T R, A
A B T AR

TEHR S B |, AT T 5 R A 10 Y
FUF 3E M 25 K9 B 77 15, il o oy 6 £ A 740 28 2
V3% S8 A\ BAF DL % 7] — % A B 31 r i e 45 G
(IEAREOE S & 4 I $iP JiE & 138 PN
W5, R /NS R A BN B B A7 25 KA
L O 17 XUZR A7 HEWS 3 2o /7 B AL A
B % 752 T A S 10 5 SO ST B e G A
Sty 1 S Sk BEL 4 Sk S8 303 4% K ) 2 3 e 3
SECRATH A TR S, 3B 58 RS O B
2 [R50 b P H 4 SC, SR Bypass 7 U H
PRI SR A — 5 0 A 0 SCOBH A DL
KRR
3.2 fEEEHISE RDMA BAHA

R T 4 A 25 T s T £ 4
ARG T A U LI, IR
PyEE R A 2 1 BRI RE 11 . RDMA $£ AR
V2 07 TR A L A T 1 e S AR A IR

ety , 71 v AR BE FAE IR J5 1 5 1% 52 TCP/IP Py
BORAR LA L, a4 i RDMA
AR AT 4 T B W7 Tolk F A3
SR, A% A T i 3 ) S5 PRS2 R, %8 RDMA
B 7 A R LA [

1) SCRpf Al i D SRR AR PR 5, 7R3
HEIARGIRZ RA Z0F T, S TCHRAE R G0
PGS e/ ST N

2) S PERE Y TAEBA S JT R (work queue
element, WQE ). Doorbell, 5% i B\ % ot &
( completion queue element, CQE ) 4bFH | 5% F & i
BRI 75 2 3R X 2% 12 i A A 0 A2 i 55 53
FOHASE , BET R GAL i TERE 5

3) i A ZE AR TR HOR 3 5 A
FERS LR (AR sh & A AL IR sh %) ', se
A BRI T P FEOR 0 2R 5 S i A o sl o 4 2
ok B P RE SR o

TE RS b, AT A% 58 RDMA 22 B
2, W44 SE I WQE/Doorbell/ CQE 58 %% 5 T
B R, TN o 2% 8 31 38 T 050 1 A48 5 PT 1A
T3 Sl ZE 45 M Y AT T 20 T SRS, 52 PR I
S, ) P 445 5 i Sl A ZE 45 1 1 Y 9 I R SR Ja
1t SEBLA S8 AR E M5 2 P P AR T T JE 5 ) g
J1o BARGSE : DK SRR N SR A X FRAE 18
PUBETT b, B 2 0 T 0 e Wiy, RIOFE i 5
1R BT S A 2 o, AT RE /D A 2 A
BT A2 S 28 oy - %) ¢ T 5 (0 Tt 2 A
22Ut , S 45 N 2% 2 1 ) B ) T 2 G
TAPERE R B, BRI O 55 22 HLJE R B9 A% R 2
SR I 245 PN Y o A 4 B 43 s B[] B % I
Pl s 5 Mk 55 K R A 2 X — B 2 R 2 AR
IR ) 4P 425 T 1R E
3.3 K## RDMA W& LREHE A

SRR I 28 TG DO 248 RS Ol 55 i i 2R 22
{Eh R 2Rl Gk 5 228 55 ), 15719 R Y
SEH AR P A S R E B AR S 2
IR = Y PN R e I SR RN
SE FTHE 5 R ) 45 A5 B S . £ G2 RDMA
TRRRHARAE W 25 1 ZE A AL ] FoR TR ki
T TEM 2R R AR 2E . B A I SR IR N 3% &)
FHEK R AER, ™ 5 L RDMA R 25 1) 1% i 14
ABo I, T E B R MAL RDMA ®) 28 Jofii 1% 4
PR, 18R ZE 1 ] R RE T B 2R
VEREVE TR A% 52 T R ML RDMA ) 2% 1 G 461 1% 4
BAE

1) BIF 5 AT 47 i O R U R AR I E



56 ]

S B el D P S S o N Phwii s T

S, DR AT S 1R 35 R S P A VB S ) %, AT
i 5 ST T [ 5 8 e S, ARG R TS 5% e 1 il 2%
(IS

2) HhsEOL 55 i U S R G MRS 4 R
JERANGE ST, BT AL 3R 43 A =X i TR A
W5 BT R 45 S AR AL TCR L F g

3) i M Hh R 2 )2 Rk BB AL H AR, 5
[Fi) X1 2% 40 R 38 0 A% SRS, e PR B RS2 BR 5 T
O CIB1E SN £ I I X N g s i
3.4 TMEMEARFE R EEFREAR

RTINS 08 SIS =5
LR IG  BEa ZARAE - PR AZ R < AL RE R 2R
SRR LG A IR s e S FB AT A
PHINERAE R G0 DU 22 R A il A H AR SE B, 1
[ A i) 5 5K FUAS [) ) 7 20 G vk S 30 < 1 4
P RIGIN T RGN MESE , R AIK T8 173%
BE, W29 TR BB - 5 - B — IR Se . R
W, T BRI 1) A 55 1) s v B A A K AN )
PRI G IR S5, N2 O R qet | I 4 45 )
RSB FALRE” R AL AL
(A5 W VR f P Rt L v s e 1 ) e L
HEERET

1) il 52 s e VR g Ak SEBbR o, AHE 1
WA A H PISCEE D A A e AMEN

2) IR S A A2, MR R AL
TEREG K, [ B, SCR54% 58 ) 2% B 30k fn TSN
TTE \CE 25 JCIIR FH L i e AR R AL Hr iR

) FIABI & AERLEE T AR
S5 SEHL B 2 4 LR S R s IR 55 1k, —
7 TS BRSSPk AR BT R L 53— i
ST A T S A T Nl N O T W 7 X
RE1,
3.5 2RBAMYER

i A i IO 245 38 3 g £ X B I L ) Bl
1 S R SRAE R 2R A% , X 5000 o 1) £ i 6 o
ek IR SR AT 2RI, SeBLIX 4 AR 55
AP 0 1) R 55 o i R o G4 I 24 v R il
FL TR TR A5 22 U e L e A SR R B T s i 4
A AR X5 A4 8 19 Tl S ) 45 52 B B A 2 Y
P2 T e AR AR AIE | T B A Rk R R
5 2T TS MR R, RN

1) i A 5 SE 2 i AF 5T 32 22 4E Hh AE
ZR AT A A T A A T R T D 2 TR R
R e o T E S BR A R4 R R ST s e
PR RSV MU AT S PUATRHE &G A

94k B AT REE R T34 45 77 R, SR
2% Pt ZRC A i — P BEAT ML, T R SE B Y i 3
S 14 2 IR R PR

2) AR I 2 v ) i R Y TE I I B Sl Y
PR 2 S AOR, B34 W 2 i 1B 5 22 b BE ALY
He i TR R R T
FRA T S JE PR B 0 5% O e S AN
U B 2 Y A A 55 B A R o PRIk, SR A 1 45 M
R e BEHEA ST 22 BE ML, T i 22 981 J3€ S e
W ML ] BEASE TR, 482 {3k g A R R S I 3%y L
RIREST, 73550 A o i 25 6 0 285 42 (AL L i ey s A
B 1 BTN R 28 SR A P S . R, — T i
T TSI M4 ) TR AR DL SRS , S AR
YL KA BV R S M o5 — T T, K
I3 P9 52 2 P, i 0 4 A A RIS A R RIOR T
ASE B AL 3] 3 530 o i) EASE L ] A 2 T Y
P

3) BUA Ui LA R 2 R 4R b X
By el e R RO 4 I A T 1
R AR o R T O LRI R R A
G D BT 3 A A A R T ) 2% S A
AP AR PERERC I o [RLE, BT 3 J= 30
SR ) 0 A AR B4 X 285 i 28 S8 A s
R A LA TR A JEE AR
3.6 HIEREINHEENEERERAR

o S A IO 2% U A T o 23R BN 1R B AN )
PSR RS W R R Z . B R
LR 52 B B i vy e SRR X B AR i 1k
REFEH T2, RS n R RE L BRI AR Z R H
S rp g A X, A g R R A AN T
TRBAR™ 7 IS A5 ot R 3 o 3 SR B8 1 I [ SiE
IBAHURE, R Hr H AR B AOGHAE B AU i
SEECCA S S A T, RS
TR A o I, BT AR B i B A
REBIFAEIEEA | IS A v A A 55 05 T 0
PORSCH A A2 140 RE E BI7 A0 SR, X T ik R e
o SR RO SE I TR T I S o AL A
Al 2B H 2

1) Ay LR U O 0 1 22 V2 8 T3 TR 9 4
B, Bl AN TR X R BT AR ), T R L A
1o, Bt s A5 00 A X R B 8 07 1 I IR 2 T2
PRI 3P RE Ty, ik R 52 2 Bl A AL A B D2 BR T )
FiIO B M ) L, [ N R T BT AR A 5

2) BFE B AR 4528 R HE D M R i
G HES | 5 | A BT AN S RS, SERpAS R B A AR 55
P18 B 25 9 J5E K b ) 35K 2h i 1z, Sy 157 A0 Al 55 B 11



-8 (FE TR SR S AN S

547 %

R B R Bh A T AR L e i S

3) BlE 2 B A B SRy B 22 R M R
T, BIAPRR R R ™ ) S R g 1
I £ 10 A o B AR R 2 T B A O A
M=

4) A RS R B0k, I i ik A S B
AL M 28 P AR TR g e g 3 S
B o AT I B A5 AR B A ) A

4 RBERAWIESMK

T [6] ey S 26 6 4 RE AL TC A A IB I 3K, [ By
PR P20 R 28 58 T AR 33042 0 245 R -k
I, FERR I AR EIWUAG TR, FFITRE T Bk
5
4.1 HiEMEERREERA

TE W26 2835745 i 7 1T, R R 4% 170 H AR
B 1 4 08 B, SR FH 25 A7 7% 1/0 VTR
He 8 BRSO M R HAR AL ] CPU kY
PEFAAR T, RS EOA R BT, THER N
FRAF A7 AU AN ATk A 22 1) 2 3 K a4 15F 1] O
K R 2% 170 SR ALl 500 A 2= 20 60% il
30% , M) LB M 2% 170 AR

TE W28 5S4 75 T, H TR 2 T & il W R AT

VR

) e B BL R 44l iy, SR B R W, P8 A 4 4 SR ]
FEAG 23.7% 1 Horb 64 B 4] SCH KR & SERT Y
70.89 pso PRGN SCAE IR AH X [ S ] 2 5%,
D) L5 AR R 13. 2% o ARk L5 T , AT BA
L BIF AR S et 15 230 18 P A P S 85
ML, BERK HLATIA 20 Gb/ (s + W) 4%, M T
P9 IR 2 T R I 4% 56 B Ak L 3R T 3 A DL B
(27.5 Gb/(s - W) 57.5 Gb/(s - W))
4.2 HEEEREHENEENL RDMA HA

S e il B AL AT SR, AL BA A BT
itk RDMA TP, 3f:1f7 [ /6 i 1%l o T 42 B A
JEEUI, U 2 R, SE B T N 25 B i
PR BERBIIRE S P L o £ R
S 0 T 46 30 6285 RE b FRLES F BRI A6 DPACH ™ 11
VCULI8 JF & M4l . VCUL18 JF kA& [
AL RDMA 1P, 33813 100 Gb/s Y64 & i
5t (5. DPAC HT#E ik A= RDMA #X
1, BRI e AT AR )RR R 5 1R
U VCUL18 JF AR A R W&, VEULI8 JF &4
B AL RDMA 1P, ¥ 454 o 80 4% I 55 4% #l
#65y Atlas 3001 Pro™™ HEBE 5, T4 318 1T 47 v
RDMA H P25 A N S IR Sh R P, I 5¢ 5 15 J%
Uit ) A A LIRS I s ol o

CPU DPACHF
VCUl1s y — y gg
FFRR ARP | UDP| NACP e
ARP « ARP | Y. 4 SoE
HEHE « UDP | BEHAL «—Lr 4 VCULISHF &R
RoCEv2  RoCEv2 | < AT R I >
E 2 ik RDMA BFEF-&

Fig.2  Lightweight RDMA verification platform

i 3 (8 P Perftest™ PR AEMIA T B, , 72461 J7
T, 75 R GUIN B 38y 250 MHz B C T, 25 R
FHBAFRS (queue pair, QP) KRSy 1, R A% i 5
JG( maximum transmission unit, MTU ) i5% 52 048 B,
HEKNL N 256 B ], i — K A5 H , 2% Read |
Write Send = Ff A 20 22 Uil ik (45 R 40 &1 3 e
7)) Vi 3 s 1 i B 3R B fIR AR 4. 58 s

M vekE QP i MTU RH R B /N3 i
MR IETE . TE RGP 3, 250 MHz (1) 25 1F
T, 24 QP %Ry 30 MTU BEE A 4 096 B ji H K
INZR 1 MB B B R B ) B R 15 98. 04 Gb/s,
4.3 NG

A IR PO e ) R G 1 R

YRR REAS I — AR T 25 50 AE | JE IR S5 A% L
B Tl AL o i 25 o AT S A Y
FERFR . (EARE R AR, P SR E
R F M40 A0 R DL 5
Z-BIFE T RHRE o

5.902
5.900
5.898
» 5.896
% 5.804
% 5892
#5800
5.888
5.886
5.884

1 2 3 4

FWF5
(a) Read



5 6 1] W, A T B I 205 A 5 SRR I 5 T -9
470 YANG B F, ZHANG L, WANG W F. Network modelling and
4.68 performance analysis of unmanned combat equipment systems

3_ jgi based on mission processes [ J ]. Journal of Information
2 462 Engineering University, 2023, 24 (2). 243 - 248. (in
Y«HJ 4.60 Chinese)
jzz (4] ¥HA, XL, &0, & RRMIR R ELRT].
i 1 2 3 4 2R, 2014, 35(8) : 184 —197.
TS HUANG T, LIU J, HUO R, et al. Survey of research on
(b) Write future network architectures[ J]. Journal on Communications
408 2014, 35(8) : 184 —197. (in Chinese)
496 [5] LANGLEY A, RIDDOCH A, WILK A, et al. The QUIC
é 404 transport protocol ; design and Internet-scale deployment[ C]//
;3 . Proceedings of the Conference of the ACM Special Interest
Group on Data Communication, 2017 183 —196.
0 (6 HESCR. T 6] 10 2 54 A ¥ 4 6 B 0 91 25 F
B 2 3 4 GEID]. R e BHE R, 2024,
i 23 HUANG W R. Research on routing optimization algorithms for
(¢) Send distributed heterogeneous integrated networks [ D]. Wuhan
Huazhong University of Science and Technology, 2024. (in
B3 AR A o A A 8 a2 2 Chinese)

Fig.3 Delay test results of different transmission modes (7] VAN DUUNT, JENSEN P G, JENSEN J S, et al. Automata-

theoretic approach to verification of MPLS networks under link

5 lé\ %5%% failures[ J]. IEEE/ACM Transactions on Networking, 2022,

30(2): 766 -781.
BREAL TC AL B v 2 A AE B 1 s 2 B [8]  JHZerR. vt LHEBKZAY SDN i 2 3 QoS % th £ A BT
= N > FE[D]. Juat: JEatmpr K2, 2024.

$)ﬁ\ﬁj ’ IEE Zf{ﬁ jt %‘% ;‘k 74]:[] E jt E& H}%k % jj‘ IJEJ < ZHOU Y ]J. Research on end-to-end QoS routing technology in

o E f'EJ %%%%Té IE\F&%%H N iéﬁ_&ﬂ:ﬂfﬁ s Z'Kj( SDN driven by traffic engineering [ D ]. Beijing: Beijing

%,&H@y\%éb;&ﬁg \Tj}ﬁ(]‘&‘ﬁ‘ \%%ﬁﬁﬁ%gﬁ University of Posts and Telecommunications, 2024. ( in

RSB B LS MR R GE. Tel eedeied wid

X . N ], , L , et al. Software-defined wide area

M%ﬂﬂ;ﬁ%;‘%ﬁ ’ ;%;%? m éﬁ;ﬁﬁg% Yj’\%};ﬁ ’ 9§ network ( SD-WAN ). architecture, advances and

%@&*Eﬁgfﬁfﬁ? o /fg ﬂ:/; ﬁi—‘ % E % 5& N gg HTJ‘ N i opportunities [ C ]//Proceedings of the 28th International

Yﬁ . '—ﬁ:% E{Jj’%;j:}f IW éﬁ,;ﬂg*@ & HL ir‘ﬁ[‘l , 'ﬁalﬁ‘? %“ %E %mﬂ m Conference on Computer Communication and Networks

> N N N Mo St > (ICCCN), 2019: 1 -9.

}E\%%%%Mﬁiﬂ VA Ke o7 A i 57 4 45 T T T [10] Tepdump-group. Libmet [ EB/OL]. [2025 — 08 — 05 ].

%j(% ﬁﬂ: k ﬂ:‘n T %ij ﬂﬁ T 'ﬁf o T:E Jﬂ: % mﬂ s s ;%‘r #135 https://github. com/libnet/libnet.

28054 R A 3 BE AL TC A AL B v 35 45 1A & i [11] NGINX Team. NGINX [ EB/OL]. [2025 - 08 - 05 ].

U A BB HOR, B R E e oL (2025 08 05]

§ pache. Apache server . -08 - .

%E} ﬁ]:IJ Qﬁi iEjz %‘(ﬁ% Qﬁ%ﬁﬁ ﬁh °© https://github. com/apache/httpd.

. . [13] GAO X M, XUE K P, LI J, et al. IPSeQ: a security-
%%Kﬁjk ( ReferenceS) enhanced [PSec protocol integrated with quantum key
(] HUANG H M, MESSINA E, ALBUS J. Autonomy levels for distribution [ J ]. IEEE Communications Magazine, 2025,

unmanned systems ( ALFUS ) framework volume I : 63(9): 148 - 155.

framework models initial version 1.0[ M/OL]. Gaithersburg: [14] LIUMY, GOU G P, XIONG G, et al. Enhanced detection
National Institute of Standards and Technology, 20072025 — of obfuscated HTTPS tumnel traffic using heterogeneous
08 - 05]. https://nvlpubs. nist. gov/nistpubs/Legacy/SP/ information network [ J ] Computer Networks, 2025, 257:
nistspecialpublication1011 — IT — 1. 0. pdf. 110975.

[2] FHE MLy, WV, . A N TR e [15] KENT S, LYNN C, SEO K. Secure border gateway protocol
WAE ARG A . TUR S T]. SEE2R, 2024, (S-BGP) [ J]. IEEE Journal on Selected Areas in
45(1). 1 -17. Communications, 2000, 18(4) . 582 -592.

YIN H, WEI J B, ZHAO H T, et al. Intelligent [16] ROY A, ZENG H Y, BAGGA ], et al. Inside the social
communication and networking key technologies for manned/ networks ( datacenter ) network [ C]//Proceedings of the
unmanned cooperation; states-of-the-art and trends [ J ]. ACM  Conference on Special Interest Group on Data
Journal on Communications, 2024, 45(1): 1 - 17. (in Communication, 2015 123 - 137.

Chinese) [17] ALIZADEH M, GREENBERG A, MALTZ D A, et al. Data

(3] HRHWL. Bk, TESCUR ET (LRI AR f 1 center TCP (DCTCP) [ € 1//Proceedings of the ACM
AR R PERE M [T ]. (58 TR R4, 2023, SIGCOMM 2010 Conference, 2010: 63 —74.

24(2) . 243 -248. [18] MENON V, D’ESPOSITO M. The role of PFC networks in



(FE TR SR S AN S

547 %

[19]

[20]

[21]

[22]

[23]

[24]

[25]

(28]

[29]

[30]

[31]

[32]

cognitive  control  and  executive  function [ J ].

Neuropsychopharmacology, 2022, 47(1): 90 - 103.
ZHU Y B, ERAN H, FIRESTONE D, et al.
control for large-scale RDMA deployments| C ]//Proceedings of

Congestion

the 2015 ACM Conference on Special Interest Group on Data
Communication, 2015 523 -536.

MITTAL R, LAM V T, DUKKIPATI N, et al. TIMELY:
RTT-based congestion control for the datacenter[ J]. ACM
SIGCOMM Computer Communication Review, 2015, 45(4) .
537 -550.

RADOI A E, RINCU C 1. Integration of data center network
technologies VxLAN, BGP, EVPN[ C ]//Proceedings of the
14th International Conference on Communications ( COMM) ,
2022, 1-5.

ANDREYEV A, WANG X, ECKERT A. Reinventing
Facebook’s data center network [ EB/OL]. (2019 -03 - 14)
[2025 - 05 - 21]. https://engineering. fb. com/2019/03/
14/ data-center-engineering/f16-minipack/ .

DEAN J, GHEMAWAT S. MapReduce:
processing on large clusters [ J ]. Communications of the
ACM, 2008, 51(1). 107 -113.

i Spark 404 SIHFE G EEREILILAT L D). AR
RLTRHE R, 2024,

MA X. Research on performance optimization of Spark

simplified data

distributed computing platform [ D]. Chengdu; University of

Electronic Science and Technology of China, 2024. (in
Chinese)

ZREL, VRIS, Befl, 4. TR Apache Flink ji 253 A hii
MR A A AR [T]. B fFE 4, 2025, 36(7):
3184 -3208.

QIN Z, XU L J, CHEN W,
optimization technique for Apache Flink [ J].
Software, 2025, 36(7) : 3184 —3208. (in Chinese)
SINGH R K, GORE H, SINGH A, et al.
development simple & fast [ J].
Creative Research Thoughts, 2021, 9(5) : b808 — b815.
BUHAR. HET ceph I BTFE R SR BT SB[ D]. R
#: BFRHER, 2023,

JIA H C. Design and implementation of ceph-based cloud
storage system [ D ]. Chengdu:
Science and Technology of China, 2023. (in Chinese)

ROY A, BANSAL D, BRUMLEY D, et al. Cloud datacenter
challenges [ C ]//
Proceedings of the Internet Measurement Conference, 2018
464 -470.

ZHU S Q, YU T, XU T, et al. Intelligent computing: the
latest advances, challenges, and future [ J ].
Computing, 2023, 2. 0006.

NAUMOV M, KIM J, MUDIGERE D, et al. Deep learning
training in facebook data centers: design of scale-up and
scale-out systems[ EB/OL]. (2020 -03 -20) [2025 -05 -
21]. https://arxiv. org/abs/2003.09518.

HONG Y, ZHENG Y, YANG F, et al. Scaling out NUMA-
aware applications with RDMA-based distributed shared

et al. High throughput

Journal of

Django web

International Journal of

University of Electronic

SDN  monitoring: experiences and

Intelligent

memory[ J]. Journal of Computer Science and Technology,
2019, 34(1); 94 - 112.

LI A, SONG S L, CHENJ Y, et al. Evaluating modern GPU
interconnect; PCle, NVLink, NV-SLI, NVSwitch and
GPUDirect [ J ]. IEEE Transactions on Parallel and
Distributed Systems, 2020, 31(1): 94 -110.

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

PEARSON C. Interconnect bandwidth heterogeneity on AMD
MI250x and infinity fabric [ EB/OL]. (2023 - 02 - 28)
[2025 -05 -10]. https://arxiv. org/abs/2302. 14827.
e, B, HRAER. HPN. BT L 2 oA I 25 R 4 42
FLI]. HPOGHEIREIAR, 2024, 30(6) : 63 - 67.

QIAN K, ZHAI E N, CAO J M. HPN: Alibaba cloud’s data
center network architecture for large language model
training[ J]. ZTE Technology Journal, 2024, 30(6): 63 —
67. (in Chinese)

QIAN K, XI'Y Q, CAO J M, et al. Alibaba HPN: a data
center network for large language model training [ C ]//
Proceedings of the ACM SIGCOMM 2024 Conference, 2024 ;
691 -706.

iR, 20, M. BMUUCRMECAR IR SR ].
HOGEIEE A, 2024, 30(6) ; 48 —53.

LIJN, LIT, YANG H. Status and prospect of ultra-ethernet
technology[ J]. ZTE Technology Journal, 2024, 30 (6):
48 —=53. (in Chinese)

KOMORNICZAK J, KSIENIEWICZ P. torchosr; a PyTorch
extension package for Open Set Recognition models evaluation
in PyThon[ J]. Neurocomputing, 2024, 566 127047.
AUGER T, SAROYAN E. OpenAl
APIs[ M]//AUGER T, SAROYAN E. Generative Al for web
development. Berkeley: Apress, 2024 . 87 —116.

MAX P, LI X C, HE Y Y, et al. BDTM: bidirectional
detection and traceability mitigation of LDoS attacks in
SDN[ J].
Security, 2025, 20 6826 —6839.

P, TN, W, BB E M S BOR KR
FE[1]. AE TR, 2023, 25(6) : 39 -48.

LID, HU Y X, PAN H, et al. Development of intelligent
connection computing network technologies [ J ].
Study of CAE, 2023, 25(6) : 39 —48. (in Chinese)

EMS. i Tl B3 R B S A TS — T 4 0L Ak B A
FEID] MRS MR R, 2024,

WANG P. A real time computing network virtualization

Overview of the

IEEE Transactions on Information Forensics and

Strategic

integration platform for industrial field applications [ D ].
Harbin; Harbin Institute of Technology, 2024. (in Chinese)
RUBIO BENITO M D, FUERTESJ M, KAHORAHO E, et
al. Performance evaluation of four field buses [ C ]//
Proceedings of the 7th IEEE International Conference on
Emerging Technologies and Factory Automation, 1999 881 —
890.

AUSTERMANN C, FREI S.
enhancement and latency reduction in recurring disturbed
CAN FD networks [ C ]//Proceedings of the International
Compatibility—EMC

Concepts  for  bitrate

Symposium  on  Electromagnetic
EUROPE, 2020: 1 -6.

BEHNKE I, AUSTAD H. Real-time performance of industrial
IoT communication technologies: a review[J]. IEEE Internet
of Things Journal, 2024, 11(5) : 7399 -7410.

IEEE
metropolitan area networks: bridges and bridged networks:
IEEE Std 802.1Q™ -2018[ S]. New York: IEEE Standards
Association, 2018.

IEEE Computer Society. IEEE draft standard for local and
metropolitan area networks: timing and synchronization for
time-sensitive applications: IEEE Std 802. 1AS™ —2020[S].
New York: IEEE Standards Association, 2020.

VIJAYKUMAR S, SHIVA P T. A literature survey on various

IEEE Computer Society. standard for local and



56 ]

S B el D P S S o N Phwii s -11-

[48]

[51]

[52]

[55]

[56]

[58]

streaming protocol and compression techniques in multimedia
transmission with internet of things[ C]// Proceedings of the
International Conference on Computer Communication and
Informatics, 2021 1 - 6.
IEEE Computer Society. IEEE standard for local and
metropolitan area networks: frame replication and elimination
for reliability; TEEE Std 802. 1CB™ —2017[S]. New York:
IEEE Standards Association, 2017.

SERAMi, FRBL, R, SF. Tolk i Reda i Be fk Kok ok
KEREI]. PEBZE FRBE, 2025, 55(7):
1555 -1570.

CHAIT Y, ZHENG R, XING F X, et al. Intelligence for
industrial process control; development and prospects [ J].
Scientia Sinica ( Informations) , 2025, 55(7) : 1555 - 1570.
(in Chinese)

BIJ, WU RN, YUAN HT, et al. Ontology-based semantic
reasoning for multisource heterogeneous industrial devices
using OPC UA[J]. IEEE Internet of Things Journal, 2025,
12(13) : 25020 —25032.

ZE5EM. FET SDN [ e LT M 45 S ik 5 22 A Pk
FELDI. J7M . AR BT R, 2020.

LI J P. Research on real-time and security of smart factory
network based on SDN [ D ]. South China
University of Technology, 2020. (in Chinese)

VFICBL, AR W] 2024 4F 58 R 2% {5 o O oy
Hrid]. BORSHEOR, 2025(2) : 84 -91, 111

XU W Q, NIE C M. Analysis of US cyber warfare equipment

Guangzhou ;

domain development in 2024 [ J ]. Tactical Missile
Technology, 2025(2) : 84 -91, 111. (in Chinese)
SOSA®.  Technical standard for SOSA®  reference

architecture; edition 2. 0 [ S/OL]. [2024 - 08 - 23 ].
https://publications. opengroup. org/s221.

GSELLMANN P, STEINEGGER T, BUCHNER C, et al.
EtherCAT-enabled depth
collaboration [ C ]//Proceedings of the IEEE International
Conference on Advanced Intelligent Mechatronics ( AIM ) ,
2024 . 785 -790.

WAR, BT, B, & RANARGEAELSE: © L
K9] s EB Y FERS, 2023, 53(8):
1608 —1628.

PAN Q, GUO Y N, LYU Y, et al. Autonomous safety and
of UAV

camera for safe human-robot

modeling, and

2023,

security systems; definition,

gradation[ J]. Scientia Sinica ( Informations ),
53(8): 1608 —1628. (in Chinese)

INAT, R, BDOR, A CAN RGNS s I A — 1A
P HESR )], BfeZ 4, 2024(4) : 65 -71.

SUN K, LI Y F, XIE S R, et al. Vulnerability mining and
integrated
systems[ J|. Artificial Intelligence Security, 2024(4) ; 65 —
71. (in Chinese)

ey, R4 (IDN) [ & 45 [ EB/OL]. [2025 - 05 -

21]. http://carrier. huawei. com/minisite/pdf/intent-driven-

security protection framework for unmanned

network-unleashes. pdf.

Huawei. Intent-driven network ( IDN) white paper [ EB/
OL]. [2025 - 05 - 21].
minisite/ pdf/intent-driven-network-unleashes. pdf. (in Chinese)
FIR. BTM4s, B9 EB/OL]. (2024 -05 -23)
[2025 - 05 - 21]. hitps://www. zte. com. cn/china/about/
magazine/ zte-technologies/20230/5-cn/1/1. html.

WANG W B. Intent-driven network, intelligent connection of

http://carrier. huawei. com/

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

everything [ EB/OL]. (2024 -05 -23) [2025 -05 -21].
https :// www. zte. com. cn/china/ about/ magazine/ zte-technologies/
20230/5-cn/1/1. html. (in Chinese)

S, VMR, R, & T 2 B AR 1 6G B i [
KAL) ] LB AEEOR, 2024, 50(3) : 407 -412.
ZHANG P, XU C Q, LI K R, et al. 6G intellicise network
architecture for holographic communication [ J ]. Radio
Communications Technology, 2024, 50(3) . 407 -412. (in
Chinese)

WANG Z X, LIY, WU S H, et al. A survey on cybersecurity
attacks and defenses for unmanned aerial systems[ J]. Journal
of Systems Architecture, 2023, 138 102870.

LI C L, DONG D Z, YANG S Z, et al. CIB-HIER:
centralized input buffer design in hierarchical high-radix
routers [ J ]. ACM Transactions on Architecture and Code
Optimization, 2021, 18(4): 1 -21.

LICL, LIT, LIJ N, et al. DRA: ultra-low latency network
1/0 for TSN embedded end-systems[ C ]//Proceedings of the
TEEE/ACM 31st International Symposium on Quality of
Service (IWQoS), 2023; 1 -10.

FA Bk 3. GPU scale-up H B3 AR [ 2 35 [ EB/OL].
[2025 - 05 - 09 ]. https://www. vzkoo. com/document/
20250507171ba80491c111£c9154463f. html.

ByteDance. GPU scale-up interconnection technology white
paper[ EB/OL]. [2025 - 05 —09]. https;//www. vzkoo.
com/ document/20250507171ba80491c111£c9154463f. html.
(in Chinese)

DE SENSI D, DI GIROLAMO S, MCMAHON K H, et al. An
of the
Proceedings of the SC20: International Conference for High

in-depth analysis slingshot interconnect [ C ]//
Performance Computing, Networking, Storage and Analysis,
2020 1 -14.

AT, ALAE, DR, . R — e A

Dol HH M H A PLC 22435 . @R SRE[I]. HEN
4Rk, 2025, 48(3) : 738 -762.
WANG Y Z, REN L, FENG D G, et al. Security

enhancements for new-generation PLC of the industrial internet
integrating sensing, computing, control and intelligence:
trends and perspectives[ J]. Chinese Journal of Computers,
2025, 48(3): 738 —=762. (in Chinese)

FICH, SKHE, BRI, % T FPGA-RDMA Rl 1Y
R R e R g veit [J]. HdEms, 2025(3) .
17 -20.

LU W C, ZHANG C T, LYU J S, et al. Design of a remote
data acquisition and transmission system based on FPGA-
RDMA integration[ J ]. Technology Scheme, 2025(3): 17 -
20. (in Chinese)

YAN B D, ZHAO Y M, XU S, et al. LHCC: low-latency
and hi-precision congestion control in RDMA datacenter
networks [ C ]//Proceedings of the IEEE/ACM 32nd
International Symposium on Quality of Service, 2024 ; 1 - 10.
Klftg. RoCE BRSFEHR A 35 58 B8R 1F S5 LR OF
FE[D]. B - WL, 2023,

GUAN J T. Research on software implementation technology
of RoCE protocol in embedded system [ D ].
Zhejiang University, 2023. (in Chinese)
PP . T 1) B o0 RDMA 60 2% i) 1 28 422 1l S50
FID]. Abnt: Jeatlipss ke, 2024.

YANG Z T. Research on congestion control algorithms for
RDMA networks in data center [ D ].

Hangzhou ;

Beijing: Beijing



(FE TR SR S AN S

547 &

[71]

[72]

[73]

[74]

[75]

[77]

[78]

University of Posts and Telecommunications, 2024. (in Chinese )
TR, I, Bk, % BANRG L AMNLERT]. it
FIHLBl:, 2024, 51 (38T 1) . 876 —881.

WANG Z, ZHOU C, FAN Y W,
unmanned aerial vehicle systems security [ J ].
Science, 2024, 51 (Suppl 1) : 876 —881. (in Chinese)
AL-MADANI B, HASAN S, ABUALHASSAN A, et al.
Integrating data distribution service ( DDS) in smart traffic
Computer, 2025,

et al. Overview of

Computer

systems: a comprehensive review [ J].
58(2).25-34.

LUMPP F, PANATO M, BOMBIERI N, et al. A design flow
based on docker and Kubernetes for ROS-based robotic
software applications [ J]. ACM Transactions on Embedded
Computing Systems, 2024, 23(5) . 1 -24.

VAN TU N, YOO J H, WON-KI HONG J. Accelerating
virtual network functions with fast-slow path architecture using
eXpress data path [ J]. IEEE Transactions on Network and
Service Management, 2020, 17(3) : 1474 - 1486.
JIANG X Y, FU W W, YANG X R, et al.
scheduling from OS: enabling task-network co-schedule for
time-critical traffic [ C ]//Proceedings of the SIGCOMM ’21
Poster and Demo Sessions, 2021.

SERNA OLIVER R, CRACIUNAS S S, STEINER W. IEEE
802.1Qbv gate control list synthesis using array theory
encoding [ C ]//Proceedings of the IEEE Real-Time and
Embedded
(RTAS), 2018 13 -24.

SPECHT J, SAMII S. Urgency-based scheduler for time-
sensitive switched ethernet networks[ C]//Proceedings of the
28th Euromicro Conference on Real-Time Systems ( ECRTS) ,
2016 75 -85.

ZHAO L X, POP P, ZHENG Z, et al. Latency analysis of
multiple classes of AVB traffic in TSN with standard credit

Steal task

Technology and  Applications ~ Symposium

behavior using network calculus [ J]. IEEE Transactions on
Industrial Electronics, 2021, 68(10) : 10291 —10302.
QUAN W, FUW W, YAN J L, et al. OpenTSN: an open-
source project for time-sensitive networking system
development[ J ]. CCF Transactions on Networking, 2020,
3(1).:51-65.

Xk, AT, XIRIL, 55 FETRAR 2 250 HE ) M 2%
FA R R ()], G AE BOR, 2023, 56 (12):

1428 —1434.

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

LIU H, HUANG J T, LIU X J, et al. Cyber security incident

response  architecture  based on intelligent  security

orchestration [ J ]. Communications 2023,
56(12): 1428 —1434. (in Chinese)

BTz, BSF4r, Zom, 55 JE TR DR AR I i R AR
Hi2W vk (1], EBE: 5 8R4, 2025, 55(7)
1673 - 1686.

LU N Y, HUANG S J, JIANG B, et al.
inference for fault root cause diagnosis[ J]. Scientia Sinica
(Informations) , 2025, 55(7) : 1673 —1686. (in Chinese)
LYU M, FENG Z Q, YANG X H, et al. A method for

human-robot complementary collaborative assembly based on

Technology ,

Deep causal

knowledge graph [ J ]. CCF Transactions on Pervasive
Computing and Interaction, 2025, 7(1) : 70 - 86.

LI J X, PENG H P, LI L X. Sublinear smart semantic search
based on knowledge graph over encrypted database [ J].
Computers & Security, 2025, 151 104319.

TR, T PRI 22 I 2% 14 i A\ 2B D ) G 0 )
WIFE[D]. W% PERHEORY:, 2023.

MU T T. Research on embedded device firmware vulnerability
detection based on graph neural network[ D]. Xi’an: Xi’an
University of Science and Technology, 2023. (in Chinese)
W, 2, XRGRR, 5. 181100 B8 2l e s e 78 A BRI A
s s [T ], AL S & R, 2021, 58(6) :
1238 —1241.

YANG H, LIT, LIU R L, et al. YHHX agile switching chip
for mobile high-end equipment [ J .
Research and Development, 2021, 58(6) : 1238 —1241. (in
Chinese)

JIANG J. YOLOvV3 &3 e fs 4045 [ EB/OL]. [2025 -
06 — 17 ]. https://github. com/jjw-DL/YOLOV3-SORT/
blob/master/input/test_1. mp4.

JIANG J. YOLOV3 traffic monitoring test video [ EB/OL ].
[2025 - 06 - 17]. https://github. com/jjw-DL/YOLOV3-
SORT/blob/master/input/test_1. mp4. (in Chinese)

LI J N. FL-M32[ EB/OL]. [2025 - 05 —21]. https://
gitee. com/lixuan-abc/fl-m32.

Huawei. Atlas 3001 pro [ EB/OL]. [2025 - 05 - 21].
https://support. huawei. com/enterprise/es/ ascend-computing/
atlas-300i-pro-pid-251052354/tool.

Linux-RDMA. Perftest [ EB/OL ]. [2025 - 06 - 14 ].
https ;// github. com/linux-rdma/ perftest.

Journal of Computer



