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Research progress of almost perfect nonlinear functions

SHI Chenmiao, LI Kangquan, QU Longjiang”
(College of Science, National University of Defense Technology, Changsha 410073, China)

Abstract; APN (almost perfect nonlinear) functions, renowned for their optimal differential properties, have become a research focus in the

field of cryptographic functions. This paper systematically reviewed the research progress of APN functions: first, it summarized the general methods

for generating APN function examples; second, it refined the construction techniques of existing infinite families of APN functions and clarifies their

specific constructions; third, it introduced the equivalence classification results of APN function examples and infinite families; fourth, it combed

through the research conclusions on the cryptographic properties of APN functions, such as permutation property, algebraic degree, and

nonlinearity ; fifth, it reviewed some applications of APN functions in coding theory and combinatorial design; finally, the research prospects of

APN functions were prospected. Currently, the construction of APN functions is still dominated by quadratic ones, and no infinite families of

polynomials with higher algebraic degree have been found. Major challenges, such as the "big APN problem" , remain unsolved. Future research

may focus on constructing APN polynomials with non-classical Walsh spectra, discovering APN polynomials with higher degree, among others, and

exploring their applications in coding theory and combinatorial design.
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Tab.2 Known infinite families of quadratic APN polynomials over F,, in univariate form
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Tab.3 Known infinite families of quadratic APN polynomials over F,, in bivariate form
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Tab.4  Known infinite families of quadratic APN polynomials over F,, in trivariate form
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Tab.5 Differential spectra of the corresponding
ortho-derivatives of all instances from known infinite

families of quadratic APN functions over F,o

eS| B RN 22501

Gold — 1 [0 595 386, 2. 416 361, 6 35 805

{0: 713 031, 2. 211 761, 4. 92 070,

Gold -2
6:15345,8: 5115, 12: 10 230}
31 {0 629 331, 2. 330 336, 4. 72 540,
6. 13 020, 8. 2 325}
3o 10: 628 401, 2. 329 871, 4. 75 330,
6: 12 555, 8. 1395}
a1 {0 633 636, 2: 322701, 4. 75 045,
6: 13980, 8: 1905, 10: 285/
s [0: 630 216, 2: 327 081, 4: 76 215,
6. 12150, 8. 1665, 10; 195, 12: 30}
o 10: 636 306, 2: 315 018, 4 82 335,
6. 11715, 8.2 145, 10 33}
9 -2 {0. 637 701, 2. 313 131, 4. 80 910,
6: 14 415, 8; 1 395
93 10: 626 541, 2. 330 336, 4. 79 515,
6: 10230, 8: 930
10 640 491, 2. 304 296, 4. 89 280,
C10 -1
6: 13020, 8. 465!
10: 624 216, 2. 334 986, 4. 76 725,
C10 -2

6: 11160, 8. 465/

ek
25 IEARR SR 200
131 [0: 635314, 2; 317 626, 4. 80 290,
6. 11780, 8. 2480, 10: 62}
{0. 631 811, 2. 322617, 4. 80 197,
C13 -2
6: 11098, 8. 1674, 10: 155}
o133 {0: 633733, 2. 320 695, 4. 78 399,
6. 12803, 8. 1736, 10 186}
{0. 641 514, 2. 307 706, 4. 81 375,
C13 -4
6. 14 880, 8. 1705, 10 372}
13 s {0: 634260, 2. 321 036, 4. 76 353,
6:13 857, 8. 1767, 10: 279}
136 10 630 664, 2: 324 942, 4. 78 647, 6. 11 842,
8. 1364, 10. 31, 12 31, 14, 31}
{0. 637 701, 2. 313 131, 4. 80 910,
C15 -1
6: 14 415, 8. 1 395}
{0: 626 541, 2. 330 336, 4. 79 515,
C15 -2
6: 10230, 8. 930}
161 [0. 624 216, 2. 334 986, 4. 76 725,
6: 11160, 8. 465/
{0: 640 491, 2. 304 296, 4. 89 280,
Cl6 -2
6: 13020, 8. 465|
- [0: 634 041, 2 320 166, 4. 78 420,
6: 13020, 8. 1830, 10: 60, 12. 15!
1o 1 [0: 631911, 2; 323 421, 4, 78 495,
6. 11775, 8. 1725, 10: 210, 12. 15}
19 - [0. 632286, 2. 322 566, 4. 78 540,
6: 12675, 8. 1320, 10: 165}
{0: 636 591, 2. 316 371, 4. 78 720,
C19-3

6: 13740, 8. 1935, 10: 165, 12. 30}
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Tab.6 Extended Walsh spectra of the corresponding

ortho-derivatives of those instances from known infinite
families of quadratic APN functions over F,;, whose
corresponding ortho-derivatives share the same

differential spectra

®7 Fo LB APN BHEREFRE
O R ER SHHE DL
Tab.7 Differential spectra of the corresponding
ortho-derivatives of all instances from known infinite

families of quadratic APN functions over F,g

eSSl BRI 2250 1

el IEA TR Walsh i

{0. 111 135, 8. 193 068, 16: 184 605, 24. 158 100,
32. 126 232, 40. 104 253, 48. 65 193, 56. 45 105,
64 21 731, 72 17 670, 80: 12 090, 88: 3 720,
96. 2790, 104. 1395, 120. 465/

{0. 113460, 8. 194 928, 16. 184 605, 24. 154 845,
32 118 792, 40: 98 208, 48: 68 820, 56 52 545,
64 28 706, 72 18 135, 80. 7 905, 88. 3 720,
96. 930, 104: 1395, 112 558}

-3

{0: 93 000, 8: 212 040, 16. 182 280, 24. 158 565,

32. 139 717, 40. 83 793, 48. 66 123, 56. 51 150,

64 26 846, 72 15 345, 80. 12 090, 88 2 418,
96. 2325, 112. 1395, 120, 465/

C10 -

{0. 106 485, 8. 200 415, 16: 175 770, 24. 170 655,
32 115072, 40: 91 698, 48 77 283, 56 44 640,
64. 37 541, 72, 13 485, 80 8 370, 88. 1 953,
96. 2790, 104 930, 112. 465}

C10 -

{0. 111 135, 8. 193 068, 16: 184 605, 24. 158 100,
32. 126 232, 40. 104 253, 48. 65 193, 56. 45 105,
-l 64 21 731, 72 17 670, 80: 12 090, 88 3 720,
96. 2790, 104. 1 395, 120. 465/

{0. 113460, 8. 194 928, 16. 184 605, 24. 154 845,
Gis_ 323118792, 40: 98 208, 48 68 820, 56: 52 545,
64. 28 706, 72 18 135, 80. 7 905, 88. 3 720,
96. 930, 104. 1395, 112 558}

{0 106 485, 8. 200 415, 16: 175 770, 24. 170 655,
32. 115072, 40. 91 698, 48. 77 283, 56. 44 640,
clo-1 64. 37 541, 72 13 485, 80: 8 370, 88: 1 953,
96. 2790, 104. 930, 112. 465}

{0: 93 000, 8: 212 040, 16. 182 280, 24. 158 565,

32 139 717, 40 83 793, 48: 66 123, 56: 51 150,

64 26 846, 72 15 345, 80. 12 090, 88 2 418,
96: 2325, 112; 1395, 120; 465

Cl16 -

MR T BB T AR i, Gold pRi%k, APN
PRECICRRZE C4.C5.C6,C8 \C11,C20 J& T A [Fl Y
CCZ k.

Gold-1 {0. 153811, 2:96 579, 6. 10 731, 8. 511}

{0: 159943, 2. 78 183, 4. 18 396,

Gold -2
6:4599, 8. 511}

ca {0: 159 016, 2. 79 389, 4. 19 089, 6. 3 433,
8.493, 10. 144, 12 18}

Cs {0 159226, 2. 78 813, 4. 19 683, 6. 3 201,
8.529, 10. 162, 12 18}

6 {0: 160 525, 2. 77 058, 4. 19 467, 6: 3 792,

8. 589, 10: 126, 12: 45, 14 12, 16: 9}
cs {0: 160 097, 2. 79 128, 4. 17 808, 6: 3 269,

8. 700, 10. 357, 12. 231, 14, 42}

{0: 168 994, 2. 68 712, 4. 15 141, 6. 6 279,
Cll1-1 8.1659, 10: 336, 12: 21, 14. 21, 16 105,
18 147, 20. 189, 24. 21, 26 7}

{0: 169 022, 2. 68 341, 4. 16 093, 6: 5 621,
Cl1-2 8.1561,10. 364, 12: 91, 14. 63, 16: 140,
18: 196, 20. 84, 22. 35, 24. 7, 26. 14}

[0: 169 428, 2. 68 040, 4. 15 561, 6. 6 034,
Cl1-3 8.1533, 10; 420, 12 126, 14; 21, 16 84,
18, 189, 20. 126, 22. 63, 26 7}

10: 169 484, 2. 68 159, 4. 15 463, 6. 5 719,
Cll -4 8. 1736, 10: 420, 12 105, 14 63, 16; 133,
18, 175, 20. 126, 22. 28, 24 21|

{0: 170 079, 2. 66 297, 4. 16 737, 6. 6 160,
Cl1 -5 8:1407, 10; 420, 12; 21, 14 42, 16; 63,
18: 210, 20: 133, 22. 63}

10: 170 100, 2: 67 529, 4. 15232, 6. 5 628,
Cl1 -6 8.1848,10. 553, 12. 98, 14, 98, 16: 126,
18, 189, 20. 126, 22. 28, 24, 14}

{0: 170 667, 2. 66 297, 4. 15911, 6. 5 705,
Cl1 -7 8:1947, 10; 385, 12; 140, 14 84, 16; 168,
18. 147, 20 63, 22 63, 24. 21, 26, 7|

[0: 171 430, 2. 64 617, 4. 16 842, 6. 5 733,
Cl1-8 8.1932, 10 483, 12. 105, 14. 21, 16. 147,
18, 105, 20. 154, 22. 21, 24 42|

{0: 164 199, 2. 76 734, 4. 13 524, 6. 4 312,

€20 -1 8.2205, 12. 147, 16 294, 18 147,
20. 49, 22, 21}
10: 172 557, 2. 68 355, 4. 12 201, 6. 3 871,
€20 -2 8. 1638, 10: 735, 12. 1470, 14, 49,

16. 147, 18. 441, 20. 147, 42. 21}
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