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Enhancing adversarial robustness in object detection: a gradient
alignment approach

XUE Wei'”, L1 Jie!, DU Mingyang’
(1. School of Computer Science and Technology, Anhui University of Technology, Ma’anshan 243032, China;

2. College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China)

Abstract: To better address the problem of insufficient adversarial robustness of object detection models under adversarial

attacks, an adversarial robustness enhancement method for object detection models based on gradient alignment was proposed.

During the adversarial training phase, a composite loss function was constructed based on adversarial loss and alignment loss. By

introducing a gradient alignment strategy, the gradient differences between adversarial examples and clean examples were

constrained. Furthermore, with the supervisory signals of knowledge-distilled and the representational capability of self-supervised

learning being incorporated, the feature similarity between adversarial and clean examples was maximized. Experimental results

on the PASCAL VOC and MS COCO datasets demonstrate that the proposed method effectively improves the model's adversarial

robustness accuracy against adversarial examples.

Keywords: object detection; adversarial attack; adversarial robustness; adversarial training; gradient alignment
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Fig.1 Conceptual flowchart of the FA methodology
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Alg.1 Adversarial training method based on gradient
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for b =1 to ceil(|D|/B) do
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Fig.3 Partial visualisation results of the KDSS GA method on clean examples of the VOC dataset
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TEMER R S S F RO LML & RE

SEIGAE AR B D O G, X 4wy
43 S INRA [R5 B A A [R5 R/ INVA il
IS PREAR TR . 3R 4 I =MbY
SHIFEASKE 5% 3 1 v3+KDSS_GA ik T
VR REA ARG RS B HEAT X B, SRR S iAEAS
HIREFENS A R, BIE =R PibEAS B ARk
NIRIEE RN, HorR, 7F PGD-5 YI145 R X5t
1T PGD-3 IR, H mAP iA%] 0.361, LKk
/NA0.02 BHETF 60%. PGD-5 Il 255 R R 7 5
KN 0.005 IFxf H3E4T PGD-1 MR, H mAP A
0.460, T PGD-1 #1 PGD-10, ¥t sReidys
HI I B PR B . BB KR/
REB 7L ORI = TR REARE B I [RIE,  $R A
TEXHTUREAS L FAS I RS

TEARSZ B XS HUICTN,  AETY GRS HE AT HAG I
H#br, KDSS GA JiikilZRiBAIE T kEA L
A EZEWE 4 R, A RRS T em T
0.7, HERYBRAE IR B HAw . JRE X PLI
e FEA R TR, BERANREER NS
B A PR EAR R R — e I PERE, Rt —
ERTTIAE S . KDSS GA IR RL7E
WHHUREAR LA RIRWE 5 foR, 15K
INEEBL T, BB TS R AR, RES
TERR BN ORI ) 1 e

4 KDSS_GA HEAREHHLSHMLKK/NTH
MAP 3tk
Tab.4 Comparison of mAP for different attack steps and
step sizes for the KDSS_GA model
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