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Spatial-temporal normalizing flow for robust multivariate time
series anomaly detection

Dai Chaofan, Tang Qideng”, Yuan Wenbo, Ma Wubin, Zhou Haohao, Wu Yahui
(National University of Defense Technology, National Key Laboratory of Information Systems Engineering, Changsha 410073,
China)

Abstract: To address the susceptibility of existing MTS (multivariate time series) anomaly detection models to training set
contamination and their limited ability to capture complex spatial-temporal correlations in MTS, a novel anomaly detection
model based on spatial-temporal normalizing flow was proposed. This model employed the conditional normalizing flow to
estimate the density of patterns in MTS, enabling robust anomaly detection even in the presence of contaminated training data.
Additionally, a patched long short-term memory module was introduced to effectively learn long-term temporal dependencies
within MTS, and a dynamic graph learning module based on attention mechanisms was devised to model the evolving
correlations among different dimensions of MTS. Experimental results on three real-world cyber-physical system datasets
demonstrated that the proposed model significantly outperforms state-of-the-art baselines in both detection accuracy and
robustness.
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