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Network traffic classification method based on deep forest
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Abstract; With the rapid development of network applications, the Internet traffic classification has a profound impact on the research fields of

network resource allocation, traffic scheduling and network security. The traditional flow analysis method based on machine learning has strict

requirements for the feature selection and distribution of network flows, which makes it difficult to accurately and stably classify the complex and

changeable flow data in practical application. In order to solve the adverse impact of the complexity of sample features on the traffic classification, a

new classification method based on deep forest, which utilizes the cascade forest of decision trees and the multi-grained scanning mechanisms aiming

to improve classification performance in the case of limited scale of samples and features, was proposed. The machine learning algorithms including

support vector machine, random forest and deep forest were trained and tested by using Moore, which is a flow data set in public domain. The

experiment results show that the classification accuracy using deep forest model reaches 96.36% , which outperforms the other machine learning models.
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Tab.1 Application class distribution of TCP flow data set
VIS R A% N AU
WWW 18211  73.25 web
MAIL 4146 16.68  SMTP POP IMAP
FTP-CONTROL 149 0.60 FTP
FTP-PASV 43 0.17 FTP
ATTACK 122 0.49  Port scans,viruses
Pap 139 |36 GnuTella Napster ,
kazaa
DATABASE 238 0.96 MySQL. Oracle
FTP-DATA 1319 5.30 FTP
SERVICES 206 0.83  DNS.LDAP NTP
INTERACTIVE 3 0.01 SSH . TELNET
MULTIMEDIA 87 0.35 MediaPlayer Real
Ttunes
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Tab.2 Selected flow features and descriptions

Fe HRAE J 1 ik
server_port Ik 45 2% v 1
2 client_port P WL
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Fig.1 Constructure of gcForest
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Tab.3 Recall and precision of all kinds of samples

ZIES ALK AR
WwWw 1.000 O 0.958 5
MAIL 0.998 2 0.996 4
DATABASE 0.967 2 0.983 3
FTP-CONTROL 1.000 O 1.000 0
FTP-PASV 0.916 7 0.733 3
ATTACK 0.083 3 0.062 5
p2p 0.240 7 1.000 O
FTP-DATA 0.9930 1.000 O
SERVICES 0.9516 1.000 0
MULTIMEDIA 0.692 3 0.720 0
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TEARRIINIRSE b ff geForest 328 2 ] £ 48
[ SVM 1 RF 732 8% 75 73 28 1F 1 28 A1 32 1 i)
PN JT T HEAT 1 A, Ik 4 iR, S si R
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WNAF45 5 4.0 GB 195 bL, LI s B, T
RBF 1% R SVM (I UERR 3K 49. 14% 5 B T2k
PEAZ REL ) SVM [ HER 280 88. 17% ; RF HER
RIE96. 15% ; gcForest YEWR R, H 96.36% .,
IR, geForest 3 FEEAYFELL FI I 1000 2% 37t £t %L
PRSI R 0. 902 s, 573 BE AR T2 TR L% oRi
g SVM 73 245 M1 RF 9 28 8%, (Hg sy T 56T
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SRR A R W A AR 0 I ] Y 85 b
geForest 735 45 A 2 B0t 48 X (9 O 4, {H 3t A5
RGP R UERA M 5 , geForest I f 7» S8 2% 1L 5 T
fRGE ) SVM B 7p 285, L 28 1 H A A dc i
AR T R RE S PERE S 4F .

x4 TRSERBEERELLER
Tab.4 Performance comparison of different

classification models

1000 Z& i it

B W/ % BRI
At [R] /s
HF RBF %0 SVM 49, 14 1.000
FETLRME B SVM - 88.17 0.023
RF 96. 15 0.182
gcForest 96. 36 0.902
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Xk PO 245 R A R P 45 R S
TR0 245 2 2 DR o 11 T AR A0 , o2 i w8 I 45 10 ]
M55 B M E B T it R R A i
WU IE A PR FIAS S 1, 32 1 25 T geForest 1 14
U Ik, FHAE Moore FHE S AT T
SRR, e A 25 SRR W% 73 S A X ) 2% I 48
RV MER AL F] T 96.36% , M 44 3 B 73 2K
APERELF T 1L 58 SVM I RF #Las ) 102K T5k
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