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Effective Methods of Preventing the Attack
of Differential Cipher Analysis

Tang Chaojing
(Department of Electronic Technology)
Abstract
The method of differential clpher analysis was presented by E. biham and A. Shamir in 1990. It con-
stitutes a realistic threat to DES and DES —like systems, This paper deeply analyzes its principles and
presents seven methods to improve the performance of DES. It is then possible for DES to prevent the
attack of differential cipher analysis.
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