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The Information System Security Technology
Scheme Based on Genetic Algorithm

CHEN Guang KUANG Xing-hua
College of Information System and Management National Univ. of Defense Technology Changsha 410073 China
Abstract How can the organizations form optimum system security technology schemes to reduce the threat caused by vulnerabilities
of their information systems is the key problem in information security management field. On the basis of describing the multi-goal
decision-making model of the information system security technology scheme this paper presented a self-adaptive genetic algorithm for
security technology scheme of the information system enabling the organizations to choose the minimal-cost security technology scheme
that can address the maximum vulnerabilities. And examples are given to demonstrate the validity of the algorithm.
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Tab.2  Security technologies
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Tab.3 The ability of security technologies
$1 $2 S3 S4 Ss S6 $7 S8 S9 S10 S11 S12 $13
v 1 1 1 1 -1
v, 1 1 1 0.5 1 1 1 1
V3 -0.5 0.5 1 1 1 1 -1
vy -1 1 1 1 -1 1
vs 1 -1 0.5 1 -0.5
g -1 -1 0.5 1 -1 1 -1 -1
vy 1 1 1 -1 1 -0.5
vg -1 -1 1 1 0.5
g 1 1 1 0.5 0.5
Vo -1 1 0.5
vy -1 0.5
v 1 1 0.5 1 1 1 0.5 0.5
V3 1 0.5 0.5
m -1 -1 -1 1 -1 1 1 1 -0.5
Vs 0.5 -0.5 -1 1 1 -0.5 1 1
Vg 1 1 1 1 1 0.5 1
V7 1 1
Vg 1 1 1 1 1 1 1 0.5 1
Vg 1 1 1 1 1 1 1 0.5
Vo 1 1 1 1 1 1 -0.5 0.5
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Tab.4 The weights of vulnerabilities
vy Vs U3 Vg Vs Ve U7 vg Vg V1o V11 V12 V13 V14 Vis V16 V17 Vig V19 V20

0.05 0.09 0.005 0.06 0.11 0.0270.014 0.08 0.04 0.03 0.1 0.0150.04 0.06 0.02 0.14 0.0260.013 0.07 0.01

N =100
P,=40% P,=0.5 P,,=0.3 P,,=0.4 P, =0.2 300 50
S = 1000010000010 v, vy vy Vg Vo
Vio Vi2 V13 Vig Uig V19 St Se S12
5
Tab.5 The weights of security technologies’ cost
$1 $2 $3 S4 Ss S6 $7 S8 S9 S10 S11 S12 S13

0.08 0.04 0.1 0.03 0.13 0.06 0.17 0.05 0.12 0.07 0.04 0.09 0.02
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