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A Halffragile Space Watermarking Algorithm of Color
Images Based on Chaotic System

DIAN Wen2xia, LU Huar2 zhang, WANG Hao, XIE Jia2bin
(College of Electronic Science and Engieering, National Univ. of Defense Technology, Changsha 410073, China)

Abstract: Aimed far the copyright pratection and integrality authenticatin, a space significant watemarking algorthm of color
images cortrolled by chaotic binary keys which mainly use the Least Significant Bit (LSB) substitution operatins and regard the lightness
data of RGB layers as cover messages has been proposed in this paper. The experimental result shows that the algarithm is easy to
implement and has good transparence, high security and conformty. The algorithm can also realize blind detection, copyright protection,
sophigication detection and localization efficierntly. At the same time, t has good rdbustness for hostility attacks such as peppe2sak noise

wiping off, cutting and b@plane deleting. So it is a good hal2fragile watermarking algorithm.
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Fig.1 The watemarking embedding process schematic diagram of the algorthm
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Fig.2 The original carrier color images and binary watemmarking images

x01= 01356487, x02= 01756849, p= 31
, 3 ( 10"

4 RGB 1
NAD NMSE PSNR IF NC ,

2

|
B
11 |
i

(&) B KATTHARE (b) BKkAIF14 & (c) H4IERA RN KAE W1 (d) 61 IED MR A E E w2
=8 =5
FLREER
EG B
ES N [SIN
(e) H4ATEHRM R ) T4 ERAHRER (g) x01=0.3654870001 Bf (h) x02=0.7568490001 Bf
ek E w1 2HKE B w2 1R KEIE 71 1R Mk BN iE 2

3
Fig. 3 The single and whole watemmarking pickin@up effect of the watermarking embedded color images
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Fig.4 The comparison histogram of RGB lightness data of Lena ariginal image and watermarking embedded image
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Tab. 1 Part image quality testing values based on pixels of the blue layer of watemarking embedded image
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Fig.5 Results of robustness testing for bt plane hostility substtution of the algorithm
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Fig. 6 Results of robustness teging for sophistication detection and localization of the algorithm( W1 exampled)
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Fig. 7 Results of robustness testing for same image processing of the algarithm ( W2 exampled)
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