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Protocol Identification Research Based on Content Analysis
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Abstract: To solve the performance problem in Regular Expression matching of Protocol Identification, this paper introduces a
Mult+ pattem FSM (MPFSM) , which can use one FSM to match several Regular Expressons. Based on Thompson agorithm, an Epsilon
Compressed NFA Construction Algorithm is also put forward and implemented. This algorithm enhances the pefomance of conversion
from NFA to DFA by decreasing the epsilon edges and the corresponding states. A One-pass Multiple- pattem protocol identification
system is also implemernted using the Mulii- pattern FSM and corresponding algorithms. Fxperiments based on actual traffic are employed
to show that the compile speed would be 7 times faster than the usual transfer process, and the Matching speed would be 20 times faser
than the LZFilter.
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Fig. 8 Example of One-Pass scanning process
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Tab.1 State nunber and time of transfer from NFA to DFA
Thompson NFA ECNFA
NFA NFA DFA NFA NFA  DFA
HTTP 643 19. 23¢ 75 0 22
DNS 679 124. 72s 24 0 1ls
QQ 15 0. 01s 7 < 0. 01s
Telnet 31 0. 02s 9 < 0. 01s
Edonkey 517 95. 1s 29 0 83s
MTP 251 0. 29 21 < 0. 01s
6 2136 1738. 5s 155 201. 67
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Tab.2 Matching performance comparison

L7 Filter MPDFA One-Pass Scan
(s) (MB's) (s) (MB's)
HTTP 7. 95 96. 60 3.98 192. 96
DNS 26 61 28. 89 3.56 215.73
QQ 26 78 28. 67 4.91 156. 41
Telnet 7. 83 98. 08 4.92 156. 09
Edonkey 6. 48 118 51 3.74 205. 34
MTP 7. 92 96. 96 3. 61 21274
6 75 65 10. 15 314 244. 58
5
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