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A note on the Tu-Deng function
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Abstract; In 2009, based on a combinatorial conjecture, Tu and Deng constructed a class of Boolean functions in even variables with optimal
algebraic immunity, optimal algebraic degree and good nonlinearity. This class of functions is called the Tu-Deng function. Based on the same
conjecture, they also proposed a class of resilient functions in even variables with suboptimal algebraic immunity, optimal algebraic degree and good
nonlinearity. By studying the cryptographic properties of the concatenation of two Boolean functions derived from the Tu-Deng function, based on
Tu-Dengs conjecture, a class of resilient Boolean functions in odd variables is proposed. This class of functions has suboptimal algebraic immunity,
optimal algebraic degree and good nonlinearity.

Key words: stream cipher; Boolean function; algebraic immunity; nonlinearity; resiliency

N T HRARARE I, 8 AR U B ) A R
PR 1% B R AR e e v L S JLAE
K, M AT B AR S e PE R A R BB 3 T
S ES S

1 2009 4E , Tu 1 Deng 3 i B 5% Dillon 5] A
(R 43 B H” (Partial Spread ) pREL ) —
KRB B, 7E— DB S5 T 1)
HEfl b M3 T RN AT e e RS e v R AR
FOR BOR e AR 2Pk B — 28 10 BT A R B
B X — R B FR A Tu-Deng BR%L, iX—
FERBEFR A Tu-Deng SEAL , HeTax — S5 AL, (A7)
wes T —RAEBOTHY 1 - Bk ek R, I HL [
I AT Y AR S e M B AR B BN A i

«  UgFmBEHE2011 -07 -28

Tk

5 JE 1 Tu-Deng pRAIC: H A4 P51 7K BRBAY
IR R o, A B DL A B — e R oT i)

1 — Bk s, I H B S e AR B B 4 )
ARGt B A P A szt . A H TR IR
CRE— A R BRI, LI RE 1 5 =X n] R T v4 45 3
—REAE BB BN 1 - BrofbE g 1
&, W2 Tu-Deng K5 AE AT, T LAFR 31— 245 50T
() 2A R AR B T 3 M L e D AR B BIORN 44 17
JELRPEREN 1 — B spE s g

1 F&HiR
wnE—PNIERE. H B, XA n oo

EETR:ER A AR 4RI H (61070168, 10971246, 61003244, 60803135 ) ; [ 4% 42 415 A0 H AT 1845 i AL TR A 5236

F JFRCRATYE B2 H (2011008 )

TEEFG N A E(1982—) 3 JHLAR, )5 , E-mail : ydu8Oh@ 163. com;
ko5 E GRIEMEE) 8, 80%, it 1144 S0, E-mail ; isszhfg@ mail. sysu. edu. cn



42 4

FEF R, 55 - 6T Tu-Deng pRELAY— I S 19

IR BRI S X T AT /R eKEL fe B, 1]
deg (/) 7w fREBER, T AL (f) Fm f B4R
BORPERE . Q2R AL (f) =n/2p, WIFR &£ f B A
AR RENE, IR AL (f) =n/2p -1, WIFRER
B BA WAz

X feB,, (1% f(x) = 1(AHRHE f(x) =0)
E/‘J}iﬁﬁx = (xl 3 Xy "',xn) € F; 2ﬂ&ﬁg%%%%
A A HBFR R N 1, (AR BT 0,) 3
MRo BRELS B Hamming HHERISN 1, 970 R AL,
F wt (f)

B n =2k, R4 Fy=F, x Fy , 3 H—14> n JC
AR RS PT VAR e Faor B R — XA B 2 101

2k-1 2k-1

K fxy) = Y Y b’y K by e Foo FEX

AR Z IR N, AT R BB f e By, BRI AL
HIH AL Dy, 70 BB KRBER s = wt, (1) +wt, () 45
X e, () J2 1 B kR s AR R R AW
I ATIRBRELS(x,y) € By i) Walsh 2246 I
Wf(a,b) — 2 ( _ 1)f(m>+tr<ax+by) élﬁ\'ilj ’/ﬂ\:

(%,y) € FokxFok

Hia,b e Fy T tr L0 A%, BLAh, Wo(a,b)
=-2 Y (=D X TR (a,b) # 0K

(x,y) ely

Mo

SUEBE b S IEREAL, o A PRI Py —
AAETC, I Hono=2ke k TCATIR BRI S Fu—F,
FEASCH U 8 UK supp (f) = 1o, 0™, e,
o TN Hi 0<s <2" =1, Tu-Deng %] LU
B n TCAIRRELF :Fy x Fy—F, Bl Fy I
A — XU Z I, 5 SN

f(x/y)  xy7#0
F(x,y):{ 1 x=0,yeA,
0 HoAt

XHA={ai=2"" =12 2 -2 AR
Tu-Deng 5§48 %37, Tu-Deng pRECHEIE B HA fe
IRBpe e AR E SR
, (x/y) x-y#0
meﬂzyoy s

1) n JCAT IR BREL F' : Fy x Fy—F, J2 bent pRELT)
F5, [FIREAESCHRL 7 -8 ] 1, Tu-Deng b B Uk B
HARL M R F el S5+ 277" -2 - 2" kIn2
-1,

2 FEHZR

1t Tu-Deng pRELIYE L H 18 B A A
ANZ:5ZA Tu-Deng pREL Y 25 A% ~FVE 5T
5178 1 X TFAEEBE e 0=<t<2" -1,

£ Tu-Deng BRELMIE XL, A A=A={a"":i=0,
Lo, 270 =1 FJ2 deg(f) =n - 1, JF H AR
Tu-Deng A8 87, W AL (F) =k,

SIEB 2 &k JTARREL g: Fou—F, JE SN
supp(g) =1a’,a'"" ,--',a”zk_l'” S Ho<ss<2"
~1, 7E g BIEAL b ,n JTATREREL G Fow X Fr—
F, & LH

g(x/y) x - y#0
1 x=0,yeB
G(x’y) = 1 * _ ’
xerk,y—O
0 HoAth

XH BCF,HIBI =2"" TR G &P,
I H AR Tu-Deng KA, N AL (G) =k -1,

UERR TEBAG R 5 SCHR[ 9 ] A 3. 11 3%
. HH W GE B, &’ Gx,y) =

2k-1 2k-1

> D by EEREC A REBORBCR S &

COMEALT K CEAL G IR H des(C) <k -2,
FELIT T wt, (i) +wt, (¢ —i) <k -2,1<t<?2

2k-2

=2My e supp(g) A G (y) = X by’ =0
So XEW G, (y) 1E Fyu 1A 27 -1 AL

Ho A4 BCH B, G, (y) M9EE R B $0 %
KRFETF 2" ARYE Tu-Deng 548 A1 SCHK 9]
TSI 3. 10 AL G, (y) AR R B A 500
BNT 2N PG, T G =0, 25, AR ¥ BCH
B, AT RAEB AR G (x,y) 02 G + 1 19— Rk
WA k-1 T, 0 6 =0, Hitk, nH
Tu-Deng F5RUSAT, W AL (G) =k -1,

Mgl & FeB, 2531 frE Layk
B, G e B, NG # 2 fr e U eREL, W e B =
Fy\\A, 8 F 1G5 F [ x, 2y, x, ] EYH
A n AR Z IR X (n+ 1) TG R EREH (x,
Xy,ax,,%,,,) =(L+x,, VF+x,,,G, Bl HEF
GBIk R

AT ANt IE 1 v SR R 2 H AR
et i B BCRIEAE LM

KT WIS 7K 2R B G 1 AR B B i
Dalai 2580 — N EAM R

SIE 3 B f,g WA k oA R BEE, WAL
AIk(f) =d, i A]k(g) =d,, wh EBk+13“JFE_ h =
(1 +x,, ) f+x,,,8€B, 0 B4, WR d, #d,, N
Al (h) =min{d, ,d,} +1, 0% d, =d, N d, <
Al,,, (h)<d, +1,

FR R R H 12 ORI 513 3, v] DL B #4531



$20 - [ B B 4K ¥ it o34 %
AT 4, B4 H RS B
I B He B, RIS | FFE X nl(H) 2% -2 —, - 22!
I H F, IF BN Tu-Deng 5 48 1% o 20y S, 11
E,DIIJAI,L+1<H) Bko 3 6 “/37 6W/7

EE2 W HeB,, W 1 e SCH R
BB H 21 - e,
WERR A UEWIA K e L H Y Walsh 22 4
{ﬁﬁEW (a,b,e) =W,(a,b) +(-1)" - W,.(a,
b) K a,beFyulli ce F,, F4 H V-, i
DARFGE Wy (a,b,c) TELATR 3 R B0 4 BB L 1%
7o NHEMITHE FEET LU R

z (_1>lr(/\x) _ {2" A= O‘
xelyk 0 ;H\:,fm
HH 1 a=0,b=0,c=1
W,(a,b,c) =W,(0,0) -W.(0,0) =0-0=0
B2 a#0,6=0,c=0
WH(a’bsC> = WF(a,b> + Wc(a,b)
= - 2 ( —_ 1)"'(’1’”1’)') _ 2 ( _ l)n'(ax+b)/)
(%;GIF (x,;el(’v
=_2 2 ( _ 1)"'((“’/”1)}‘) _9 2 ( _ 1)“.(17”
yesupp(f) ,ye F;k yed
-2 2 (_ 1)1r(<a~y+b)y> -2 2 (_ 1>1r(ux)
yesupp(g) yeFy, ek,
-2 z ( _ l)tr(by)
yeB
=-2 2 z (- 1)n<aw> _ 1) ) z (- 1>1r(b}‘)
yesupp(f)  ye oy yeAUB
_2 2 z ( l)lr(uw) _ 1) _2 Z (_ l)lr((w)
yebuPP(é) )EFZA .reFF;;(

= 2wi(f) +2wt(g) -2 x2" +2

=202 422" - 1) =2 x2" +2
=0
B3 a=0,b#0,c=0
W,(a,b,c)

=2 Y (T (-0 )23 (-

yesupp(f)  ye by yeAUB

(X (-0 -1)-23 (D"

vesupp(g) ye by veFy
=2(2"") +202"" -1) -2(2*-1) +0
=0

FETFLLE 3 AP O, AXEHESE H & 1 - [Frsif

Bk deg (H) =deg (F) =n - 1, R4
Siegenthaler A28, 7] IR E H BOCEOREL

EHE3 WHeB,, WG 1 e XK
B B2 deg(H) =n —1,

EE4 WHeB,, S5 1 e XK

R A nl(H) =al(F) +nl(G), % &
nl(F) M nl(G) o FIFIZEMISCHRI8 ] il S. 4 1)
— MBS EE F G A

nl(F) = p2h=1 _ okl _ max, ;> Z (- 1>n(b;,)
yed
Gl
nl(G) =27 = 2" — maxuienS, ,
(a,b) #0
:/H\:EP Sa b =
‘ z (_l)tr (ay+b)y) + z (_1>tr(m) + z (_1>tr(lry) .
yyeky, weky, veB
R Zeng S57ESCHRL10] HhoE 3 2 25 ik
N TFAEEO# N e Fu B
2k-1_1
‘2( Ir)ux)‘< .zk/z_l_]
i =1“2(k-1) 2y Ly b papm
>N y“k 6 \/7 \/7

i A By LR B = Fyu\\A {352, w] DURHIE
<2"+¢ 2" -1

maXaerd, ,

BEH
nl(H)y =2 =2 —¢, - 2" -1 - I?aé(s ,
2 22k _ 2k+l —c, . 2k/2+l

HERHSE

AIDUE B 4 45 0 B ARG PR BE R 5 b SCRik
(4] e B 3 FSCHRL6 ] il 6 45 iy dE 2otk
JET FARELT
3 FHig

TE Tu-Deng J& A8 B 7 Y BE Al |, 25 Y — 284
ooy 1 - By A R i 80, 9 B IR i B s
AR K iﬁ?%‘ﬁ‘]#%‘@ﬁ*ﬂ?ﬁ(?%%ﬁﬁ%

PPk A TR TEX Z AT IR IR — KX PRI A 8K
TG AT 7R PRER R [R] B i 2 3 e 2 M I
S % 3k ( References)

[1] Courtois N, Meier W. Algebraic attacks on stream ciphers with
linear feedback [ C] // Proc of Advances in Cryptology-
EUROCRYPT 2003, LNCS 2729 345 -359.

[2] Meier W, Pasalic E, Carlet C. Algebraic attacks and
decomposition of Boolean functions [ C] // Proc of Advances

in Cryptology-EUROCRYPT 2004, LNCS 3027 474 —491.

(T#% 28 )



.28 -

(FE TR SR S AN S

534 &

VT B I ) 2 Galbraith 2550 48 1 — 4
GLV J7i%H9 0. 70 F10.73.,

2 % 3Lk ( References)

(1]

Gallant R P, Lambert R J, Vanstone S A. Faster point
multiplication on elliptic curves with efficient endomorphisms,
[C]// Proc of CRYPTO 2001, LNCS 2139, Springer,
Heidelberg,2001 : 190 —200.

Park Y H, Jeong S, Kim C H, et al. An alternate
decomposition of an integer for faster ponit multiplication on
certain elliptic curves[ C]// Proc of PKC 2002, LNCS 2274,
Springer, Heidelberg, 2001 :323 —334.

Sica F, Ciet M, Quisquater J J. Analysis of gallant-lambert-
vanstone method based on efficient endomophisms: elliptic and
hyperelliptic curves. [ C]// Proc of SAC 2002, LNCS 2595,
Springer, Heidelberg, 2003 :21 —36.

Tijma T, Matsuo K, Chao J, et al. Construction of frobenius
maps of twist elliptic curves and its application to elliptic scalar

multiplication. [ C]// Proc of SCIS 2002, IEICE, Japan,

(b5 20 )

(3]

Li N, Qi W. Construction and analysis of Boolean functions of
2t + 1 variables with maximum algebraic immunity[ C] // Proc
of Advances in Cryptology-ASIACRYPT 2006, LNCS 4284 ; 84
-98.

Carlet C, Feng K. An infinite class of balanced functions with
optimal Algebraic immunity, good immunity to fast algebraic
attacks and good nonlinearity [ C] // Proc of Advances in
Cryptology-ASIACRYPT 2008, LNCS 5350 425 -440.

Qu L, Feng K, Liu F, et al.. Constructing symmetric Boolean
functions with maximum algebraic immunity [ J ]. IEEE
Transactions on Information Theory, 2009, 55 (5). 2406
-2412.
Wang Q, Peng J, Kan H, et al. Constructions of
cryptographically significant Boolean functions using primitive
polynomials [ J]. IEEE Transactions on Information Theory,
2010, 56(6) : 3048 —3053.

TuZ R, Deng Y P. A conjecture on binary string and its
applications on constructing Boolean functions of optimal

algebraic Immunity [ EB/OL]. [2011 - 05 - 12 ]. Cryptology

(5]

(7]

(8]

(9]

[10]

(8]

[9]

[10]

[11]

[12]

2002 :699 -1702.

Galbraith S D, Lin X B, Scott M. Endomorphisms for faster
elliptic curve cryptogrpahy on a large class of curves. [ C]//
Proc of EUROCRYPT 2009, LNCS 5479,
Heidelberg, 2009 ;518 —535.

Zhou Z H, HuZ, Xu M Z, et al. Efficient 3-dimensional GLV

Springer,

method for faster point multiplication on some GLS elliptic
curves [ J |. Information Processing Letters, 2010, 110, 1003
- 1006

Cohen H. A course in computational algebraic number
theory[ M].
Hankerson D, Menezes A J, Vanstone S. Guide to elliptic

Springer, Heidelberg, 2004.

Springer-Verlag, 1996.

curve cryptography[ M.
Ireland K, Rosen M. A classical introduction to modern
number theory [ M ]. 2nd ed. GTM, New
York, 1990.

Galbraith S D, Lin X B, Scott M. Endomorphisms for faster

Springer,

elliptic curve cryptogrpahy on a large class of curves[J]. J.

Cryptol ,2010.

ePrint Archive, Report 2009/272, http://eprint. lacr. org.
TuZ R, Deng Y P. A conjecture about binary strings and its
applications on constructing Boolean functions with optimal
algebraic immunity [ J]. Designs, Codes and Cryptography,
2011, 60(1): 1 -14.
Tu Z R, Deng Y P. Boolean functions with all main
cryptographic properties [ EB/OL]. [ 2011 - 06 - 05 ].
Cryptology ePrint Archive, Report 2010/518, hitp://eprint.
iacr. org.
Zeng X, Carlet C, Shan J, et al. More balanced Boolean
functions with optimal algebraic immunity and good
nonlinearity and resistance to fast algebraic attacks [ J]. IEEE
Transactions on Information Theory, 2011, 57 (9). 6310
-6320.
Dillon J F. Elementary hadamard difference sets [ D ].
Baltimore University of Maryland, 1974.
Carlet C, Dalai D K, Gupta K C, et al.. Algebraic immunity
for cryptographically significant Boolean functions; analysis
and construction [ J]. IEEE Transactions on Information

Theory, 2006, 52(7) : 3105 -3121.



