EORE -t
2012 4F 4 J

/IS B A NI S
JOURNAL OF NATIONAL UNIVERSITY OF DEFENSE TECHNOLOGY

Vol. 34 No.2
Apr. 2012

JVBE MISTY1 BRI XERAY K CRESFHE
LY

(FEIBXF BEIEFR, M HM 450002 )

B EEYYREES AR R 2B R E R, FATAS R T R BOR MOGTE B 1A R AR . il
P AT AR L P R AL LRI A R, TP Ee T IR HES ) SR8 MISTYT 53k — A & 27 45
WHINY TN TARSR I ROk R Al i s WIS . RS EYIAYIERS b, T HREN W AR L S AR
KEPIZEor kAR, IITAGIE T — L 48 MISTYL BE RG99 R ROR LR X, HEmisi Bl 1 xh /A4
MISTY1 3 ( Rillfa FLJZ ) WASCESIY KOk Rl Bl 2 2 A FE 03, dab it s
ZRPESE 2" . BBGH RS AR A IS FL 2 MISTY1 S0k S ety HS WIZRGh g, ek s

JRCTE T I ids ZEAAR S B A BR Al 2 F

KHIR: MISTY 1 555k MG BT 4 ROk 2288 554

HhE 425 TP309 XHkFRERD: A

XEHS 1001 -2486(2012)02 - 0029 - 05

Related-key amplified boomerang attack on 8-round MISTY1
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Abstract: The key schedule algorithm plays a crucial role in the block cipher, thus many attacks pay more attention to it at present. Through

analyzing the non-linear function FI and the key schedule algorithm of MISTY1, and observing the distribution of subkeys as well, a weak-key class

of MISTY1 was found, which encompasses 2% weak keys that are vulnerable to related-key amplified boomerang attack. Based on the weak-key

class, two related-key differential characteristics were found. Then, the research presented a 7-round related-key amplified boomerang distinguisher

of MISTY1, which can accomplish an attack on the 8-round MISTY1 without the last FL lay. The attack requires 2%* chosen plaintexts, and the

time complexity of the attack is 2. The attack is the first attack on MISTY1 without the last FL lay. Besides, compared with the similar attacks,

the limit of the related-key of our attack is released.
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Fig.1  Outline of MISTY1
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Tab.2 The key schedule algorithm of MISTY1
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Fig.2 Related-key amplified boomerang attack
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