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Construction of rotation symmetric Boolean function with

maximum algebraic immunity
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Abstract; Algebraic Immunity has been considered as one of significant cryptographic properties for Boolean functions. In order to resist

algebraic attack, high algebraic immunity is necessary for those Boolean functions used in symmetric cipher algorithms. Based on “orbit exchange”

technique, this research presents a construction of rotation symmetric Boolean functions with the maximum algebraic immunity on even number of

variables. These functions have strong resistance against algebraic attacks. These functions also have much better nonlinearity and optimal algebraic

degree.

Key words: algebraic immunity ;rotation symmetric ; nonlinearity ; algebraic degree

ARBTG5 H A WA g S I AT A S
I BOR B E Y S 2 — AR BE L
T A PR AR A R 1 — A BE AR, Al i
PR JEE S DL 1) pR R (TRTAR MAT pRi80) B 48
SEAEAB ST — AT AU X B A
IR BB (TRTAR RotS pREI) T AP IS5 A RFE
TEF AT Iz B, PR i A QR S e
JE frefit H A HoAth RAF S 22V TR RotS pR %L
HAREZE S SCIRL10 1245 T — QR fe e
JE R AJER RotS pR B A4 38 7 vk, A SR Bh i
SCHHAR M T — FRAVER B L B RotS
PRE, T4 T Il i R B AR R R S, 53
BRL10 J R ZE SRR L, 44 T s A AR LR A 3 T
—EARTT, R IAORHOA B e L

1 &R

T« eF,(1<isn), M 0<ksn-1,
X

«  YgFS HER.2011 -07 -28

EEWE : }R A AREE SR I (61070215,61103191)

i Xivhs MR i+k<n,
“”J:hww oA
o BRISE SCAT AHES S i o = (0, 20,00 ,,) e S
L opn(xy 2,0,
(x,)).

EX 1 WX T x = (2,5, ,x,)
e, , K O0<k<n-1,%F

Fph (%) 2y, %,) ) =f(x, 3y, ,x,)
TR Sy sy - 26, ) SR IRERS SR A 4K R A

B G, (2,0, ,0,) = {p)(x,,%,,,x,)
0<k<n -1}, B0 (%, ,%,,,x,) 1 p, YEF T
. RS oA 5 AR [ B
WG, (x, %y, 0,2,) | =0, F8 G, (x,,5,, 0 ,,)
A 1= B, BB IRAE ¢ 0 10— T

itx=(x, +1,20, +1,--,x, +1), 5% G, (%)
=G, (%), G, (x) FKWBLIE G, (x) (3EHERLE .
6,(x) =6,(2) ,UFR 6, () g FILHEHLIE

x,,,) = (Pﬁ,(xl),Pi(xz),'“,Pf,

YEE B 2/ (1966—) , 5 I IHS N, #4821+, £ S, E-mail : lichao_nudt@ sina. com



42 4 7, A AR BE fec I R X AR A K R S A 1 35

EX2 X feB, W fHAERBESEE (IEHN
AI(f) ) FEAEHAT fg =0 Bl (f+1) g =0 ML AR
TR KB g 1 B/ MUBOREL, BV AL(f) = min
{deg(g) 107#g e Ann(f) UAnn(1 +f) | o ATLLIE

WAL <T 51 BRITHR AL =[5 17 K A
S ARB G BERAR 1 (MAT)
2 —KREYEZERN RotS HHHIMIS

TESCHRL 10 ] o, da s S Pt 1T — Al QR e
JE oL sREIA G 78 . & n A% IFIE

W<? = {x xel, ,w(x) <%},

W%:{x

xEF;,’W(Z)C) _%}’

W = {x

xeFlw(x) >§}

A T,U,S FlV HF, BIAFAS T8, H
T={a, 0, }CW?,

U={u,,u,}CW,
S=1{B, ,...,Bh}gwﬁ,

V="{v,, 0, }CW2.
WHL L <L LU 58 CR BB F, PR
A= (aij)lth% B = (bij)l4><l3 AR
(D) XMEER 1<i<l,, 1 <j<[,, 10 supp(a;)
Csupp(u;) ,UE X a; =1, FNE L a; =0,
Q)AMEER 1<i<l,, | <j<ly, 115 supp(v,)
Csupp(B,) ,JUE L b; =1, EN5E XL b, =0,

5311 ¥ feB,  H
1, W< USUU\T,
f(x) ={a(x), W2\(UUV),
0, W>2 UTUW\S.

Horf a(x) AT —E XAE w? \(UUV) BT R
{E@ﬁo ﬁﬂ%ﬁtﬁ%)‘(ﬂ’ﬂ%ﬁ[@ A= (aij)lth% B
= (by) . YIRIVHERRAERE IR 4 f BA B AR
BN
FRATXS LRy i A7 e, 0 R E n 05 12
n=12,% N:L%J -1,% A, eFy(1<p<N)
T 2 -
n
(122305 0},
supp(A,) = . .
(122 -130{ 5 w0}, S
iLT= U G,(A,) XFI<p<N,Ekty, cF,
T 2

E?ﬂﬁ’ﬁl;

supp(v,) = {1 ,2,-~-,%—1}U{% +p}
LU= U (6,(3)U6,(1,)).

T alx) @ XAE W FEIGE:

(Da(x) =a(x);

(2)a(x) =a(ph(x));

(3)a(x) =1,YxeU;

(4)a(x)TE W* -7, 808 a(x) 76 W2 L3%
A B | [ ECa(x) =1) | = |E(a(x) =0) | | <n,
it

1, W<2\T,
fx) ={a(x), Wﬁ, (1)
0, W>>UT.

W] ) AR S8 3 R P R
ER e o (x) RAEER ., B
e W2, |G, (x) [FTRERIBUE R 1,2, -k, -,

2om B A =G, (x) UG (%), B =

N
(xeW |G, (x) ] :k}:_L;lAm,jzik\n,)ﬂlJ W
= U B RAPEHIE a(x) M, 2 b =n 1,

LA, =A, B, a7y Ak A 3P (L, ) M1 A 3E5E
(Lo = (L, =L)A) PIES , AWEE

In1
B, £ UA,,G,(x) #6,(3) ,weA,

n

Iy
Bn2é U Ai’Gn<x) :Gn<’£) 5xEA[

i=ly +1

ZifL, #0,1, 70,10
C,={xeB, la(x) =1}| - [{xeB, la(x) =0}
TFHEAMES TS -
(1) 1, , L, gt 4>
L

a(x) =1,xeAi,i=1,---,7,

a(x)=1,xed,,i=L, +1,--,1, +7,

l
a(x) =0,xeAi,i=L'+l,---,lnl,

2
. Ly
a(x)=0,xed,,i=1, +?+1,---,l”,I +1,,
C,=0;
(2) 25 1, W% L, Jyar s, 4>
l
a(x) =1,xeAi,i=l,---,§l,
l,+1
a(x)=l,xed, i=1,+1,- 1 + "22 ,
oLy
a(x) :0,xeAi,L:?+1,---,l”1,
l,+3
a(x) =0,xed,,i=1, +2= e+,

2 ’



.36 - B BE K 2= 2 i

534 &

C,=n;
(3) 28 1, A, L, s g, 4
[, +1
a(x) :15xEAi,’i:15“.’"177
2
a(x) =1l,xedA,,i=L,+1,- 1, +

L, +3
a(x) =0,xeA,,i= "12+ ,

o 5lul ’

o~

7

a(x) =0,xeA, 1=, + o +1,,C =0;

2
2 b 9
(4)Y4 1,1, Rar g, 4
L, +1
2 9’

a(x) =1l,xed,,i=1,-,

a(x) =l,xedA;,i=1,+1,- 1, +

l

nl

+3

a(x) =O7xEAi’i= 2 ’ “’lnl’

. [, +1
a(x) =0,xeA,,i=1, +T,---,lnl +1,,

C,=n;
k= 5B R AR AL BT ¥, (7 Cy

= —n(ley HAR, 12, =0),C0 = —%ﬁ%‘ Co =
0; ......
%/lck #07k = n’%"”92’1,k‘nﬁj‘,ck IEILZEE/'JZ\'

ZEEW, [|ECa(x) = 1)]= [E(a(x) =0) || =
3 C, | < n,BRE RATHAF TR (1) . (2)
kln
(4) 1 a(x) JAE U AR B, BAR/N—845, BT
S0k(3) 2550 L, I BN FE W6 S S 1 o (x) 2
TEAERY FEIE f(x) o PR B Bt B

S L (N

T={A, ,"’,Pn_l(/\| ) ,"',A},,"',Pn_l()\p) b,
Us=1{v,p" (1), 0,0 (),
v],---,p"‘l(vl),---,vl,,---,p"'l(vl,)}
TR A = (@), (IR np 175&—1> np x np
N =MAHE., A= (a’i,j)llel ST, UM S, 5
HMa,=1(1<i<np), [EIFf
a; =lesupp(a;) Csupp(u,)
M0 < W, o, PTREM BT A P .
(Do =pk2()\],) L =pk'(vp) ,0<k, <k, <n,

o (ky, = k) +%+p$n,ﬂlﬂ supp(pkz(/\p))Csupp

(ky ~hy) +5 +pesupp(p™(A,)),
(p" (1)) 5 .
(ky —ky) +5-+p &supp(v, ).

EOLE
Hilhy =h) + 5 +p>n Mk k) +p>

%,ﬁtﬁ# supp(p"(A,)) Csupp(p" (v,)) 5

{ [(ky k) +2p,(ky —k,) +2p -1} gsupp(ﬂkz_kl (/\p))’
[(ky =k,) +2p,(ky k) +2p ~1} Esupp(v, ).
T o
(2)a; =p"(A,) o =p" (v,) , 1<p, <p, <
N,0<k, bk, <n, W0k -k, =0,/
supp(p(A,,)) Zsupp(p" (v, ))
esupp(A,,) Esupp(p" (v, ));
ﬁn% kl _kz <O9ﬁ
supp(p(A,,)) Zsupp(p" (v, ))
esupp(A,,) Esupp(p" =" (v,)).

A, o, B AT 1.2, +p, | Csupp(A,,)

MTAEREAG £, 11,2, +p | Esupp(p' (v,)) A

ifii supp(A,,) @supp(p' (v, ) XHFAERH b #BK
3o UL supp(p™ (A,,)) @supp(p™(A,)) .
M i <jif,a; =00 EHMUEH] T A = (a;),,., 1
HI np 470 — np x np PF = fHFE, W A =
(ay) 0, HOVHBRIERE . B51 32 A7 15 f(x) RAR
Bt B B A R AR

A I SR E ] /(o) R S sie
A RREL
3 FiEREMIAELEE

HAEAHELI B, R ) B G, 1T X,
A

5|2 XFl1spsN,H

(D #5 AR 6,(1,) | =n;
(2) # RABEC T4
6, [ =5 1Y p=1 16, (1) | =n
Buel; JFH wp) =k %
Kk = 3 (o= 3 -o(B)(r T,
w(x) =i j=0

JAt =]
XH K;(k,n) J& Krawtchouk ZIji=,
B3 3'*  Krawtchouk 2104 LI M -

<1>(Z)1<,-<k,n> = (j)Km,n);
(2) AHEE n,
0, i FE

<—1>”(’,‘//22), i AL

12

K,(%,n) = {



42 4 2z

S A QR B B DG I e T kAT 7 R

B R " 37

SEE R 1 A T Y PR A, IR
)Jrg(n2 —16n +12)

TEE2 & flx)

/ n-1 _ n_l
ZN(f) =2 (
/) n/2 -1

ER H G, (v,) ME, 5H G, (v,) &
B ILHEEE , AT W2 TR A .
G(v) CAAUA =W HANA = @&.

W/(M) — Z(_l)ﬂx)@u'*
reFy
=2<4VW DI PR
Z( 1)1(0@;”_'_z‘(_l)#ﬁ'+z“(_1)ﬂt

—2Ks (¢ - 1n—1)+22< DA ao(u) AA4K,

Z( DR +22( D w(u) AEEL
frj’%ﬁZ(—l)" '?Z( 1) @O 5|
3 n[15
(Dw(w) =0m,H
2 (== 3 (;(—1)‘”—1 e
i N-n, Zjﬂﬁ‘?&,
(N—l)-n+%, ijﬂ%ﬁt

(Dw(p) =18,
(== 3 3 (=D

I<psNxeG,(A))

IZJn—%—2%~—J%i213ﬁ%ﬁ
i (4 -2y
7 T ()= o O

(3>w(u) = n B, FEE]
(-D* =n-2w(x),

&0,
%u%”aﬁﬁ
n’/2 = 3n,

2( n-l )—L(n2—8n+12),
n/2 -1/ 4

2( -1 )—(71/2—2)2,
n/2 -1

“2K ,(t-1,n-1) +2 D)<
‘Wf(u)‘:\ (=L =1) +23 (= 1)

2"4 (=) O 42N (-1 | s
w2 T

( n
n/2

n~ —6n
s

23 (-1 <

n-1

(n/Z)( n )
t/2/\n/2 n’ —4n
— + s

31 -

1\

iy A
DA gf—w”
= + Z (n —4p)
= ? + (N — 1)n
(4) B2 <w(p) <n-1H0,8
DAL YN E M A
T IspsNwxeG,(A,

B a(x) fE W2 PR g,
3 (e < i -

w2
S -0 = W= K () |
Vi

(2 (2l

. K,(i,n)$(nn) "
1 R W

%MMfw%L$¥@mmw%wﬁwft

= ‘W%‘_

B R ECH. | o’ (x) sﬁa(x)\< INI]
‘2(_1)a<>®w < ‘z(_l) @ ()@ e ‘+n
\W%—\2<4w“+n

n/2 n
$( n )_ (t/Z)(n/Z) .
n/2 n
()
LiEFT R, 4 a(x) 72 WE B g i B 5
i, A

w(u) =0,
w(u) = 1,n/2 NEE

w(u) = 1,n/2 FBEL

n -1 n* —6n N "
( )+7, 2 <wlu) <n-1,0/2 K25
n/2 -1 2

2 <w(u) <n-1,n/2 FEH

0

w(w) =n



.38 . B BE K 2= 2 i

534 &

n

n/2
TE W2 b AFA
(W) | < (an
NI
Mﬂ>2“—(

Ewaw\s( )—i«#-8n+mpgaw>

)—%(n2 -8n+12) +n,

n-1

n/2 -1

R TRl TR 2 e B T A 1Y

FRGEIATT B % n R, SRR 10]
n-1

PG TR 2 (T ) -1k

e R, A SO R A Bk AR

1 RESRESRAHRIBIELEEILR
Tab. 1

)+é—(n2 ~12n +12)

Comparison of nonlinearity of MAI functions

BEIE w () R AR, degf = n, BIARECR AR 5
e maIH2 Lo 1 515 2) AUk
JE S R R, [l ey T R R T — A AR
JEEZWA 1,

5 &FRiE

JHEHH X A % R IO 5 T e AL He A P A
AR, eR BB AN 1 — AR A 2K eR R, IR
PRBCRAT AR 2V BT . ASSCIESE 1 e ns
A 2K eR RS 3 [, BT i 1 — AU
PEE AL AIHEOT RotS pR%L, 5 3CHR[ 10 ] 4k
PO, AR LR A T $ T, AR RO Bt ml 3k 3 i
oo SR, FATTHE 3 PO A7 2K BR BN F-5 114 , [
WBAT SR FAEER, Ay Ay 5 = AR 2k I B
AL AR BRI A R BB AT R — 22 TS
HAo

n CHR[10] THL2
13 13

14 2”-( )-1 2”-( )+5
6 6
15 15

16 2" - -1 2" - LD
7 7] 2
1 1

20 2" - ’ -1 2" - ’ B
9 9) 2
27 27

28 227—( )—1 2”—( )+£
13 13) 2
59 59

60 25"—( )—1 259—( )+E
29 29) 2
79 79

80 279-( )-1 279-( ) 1363
39 39 2

4 Fr¥nsEEREHIREURE
AT ATHE & R EAREORE . XA
IREREL S, degf =n B HALY f T & NETEL W
R 1 A E R w(f) AAE W degf =n, B f
FAECR BRI B, 75 00, HFs X f RS VE A& e B
i AR K R BOA B e it HERR 1 f a9
W AEAE yo e WU, a(y,) =0 H G, (y,) A
JHiHE, 4
1,  WUl(l,1,-,1)\T,
f(x) = a(x), W<l271,
0, WUT\{(1,1,-,1)}.
(2)

22 3k ( References)

(1]

(2]

(3]

[4]

(5]

(6]

(7]

(8]

(9]

[10]

Carlet C. A method of construction of balanced functions with
optimum algebraic Immunity [ C ] // Proceedings of the
International Workshop on Coding and Cryptography, Wuyi
Mountain, Fujian, China, June 11 —15, 2007.

Carlet C, Zeng X Y, et al. Further properties of several classes
of boolean functions with optimum algebraic immunity [ J].
Designs, Codes and Cryptography, 2009,52(3) : 303 -338.
Carlet C, Dalai D K, Gupta K C, et al. Algebraic immunity
for cryptographically significant boolean functions: analysis and
construction[ J ]. TEEE Trans. Inf. Theory, 2006,52(7):
3105 -3121.

Dalai D K, Gupta K C, et al. Cryptographically significant
construction and analysis in terms of
algebraic immunity [ G]. FSE, 2005 ,LNCS 355798 —111

Li N, Qu L J, et al. On the construction of boolean functions

boolean functions:

with optimal algebraic immunity [ J ]. IEEE Trans. on

Information Theory,2008,54(3) :1330 - 1334.

Qu L J, Feng K Q, et al. Construction symmetric boolean

functions with maximum algebraic immunity[ J]. IEEE Trans.

on Information Theory, 2009,55(5) ;2406 —2412.

Stanicd P, Maitra S. Rotation symmetric boolean functions-

count and cryptographic properties [ J ]. Discrete Applied

Mathematics, 2008,156(10) :1567 —1580.

Tu Z R, Deng Y P. A Class of 1-resilient function with high

nonlinearity and algebraic immunity[ EB/OL]. [2011 - 05 -

03 ] Cryptography ePrint. Archive, Report 2010/179, 2010.

http : //eprint. iacr. org.

Zeng X Y, Carlet C, Shan J Y, et al. Balanced boolean

functions  with and  high

nonlinearity[ EB/OL]. [2011 - 08 - 15 ] Cryptology ePrint

Archive, Report 2010/534, 2010. http ://eprint. iacr. org.
R PR A A D5 . — AR S B2 T B e (L ) A UK
PRECAIMIEL ], BRPFeAR,2010,21(7) ) 1758 - 1767.
MENG Qiang, CHEN Lusheng, FU Fangwei. Construction of
Boolean functions with maximum algebraic immunity [ J].
Journal of software, 2010, 21 (7). 1758 - 1767. (in
Chinese)

optimum  algebraic  immunity



