EORE -t
2012 4F 4 J

/IS B A NI S
JOURNAL OF NATIONAL UNIVERSITY OF DEFENSE TECHNOLOGY

Vol. 34 No.2
Apr. 2012

ETRABAMNRNIE

B e L MTRmR

(BEFA#KRF ¥R, #d Ky 410073)

B B AXFREHEFER BT, IR E RAFRY R BT — B R SORBOR I AL e

BTGRP RS AL A7 Bz A 2 1

AR TS BACR B, E

SAERZEM L P BCR AL, Ao 4 0

SMS4 ‘HIGHT, Hash pg % SHA -2 MD6 5§, AL, Ui SRE VAR X & (9, 18 N i Al 107 . T 12k

TARIOAL (LN m BT A R MR e, 25 T X AR A TR

A AR BN SR BN 4,

HiiE TR R LB RS 40 SR T 6, T 3T S B RO P S 8 T B e
SEERR PR s R A 4 S8 IR RS 5 ok

HESES TN TEFRERD:A

XEHHS 1001 -2486(2012)02 - 0046 - 05

Research on involutional linear transformations based on
rotation and XOR
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Abstract ; Linear transformation with good branch number plays a significant role in designing components of symmetric key primitives. Linear

transformation based on XOR of several rotations can be efficiently implemented, and has been widely used in the block ciphers such as SM$4,

HIGHT and the hash functions SHA-2, MD6. Besides, if the linear transformation is involutional, it will facilitate the decryption process. In view

of this, a kind of involutional linear transformation based on the XOR of several rotations was studied,

the numeration of this kind of linear

transformation was given and the branch number was shown to be upper bounded by 4. Meanwhile, the relationship between the parameters of the

rotations and the branch number was discussed, which provides a theoretical basis for the design.
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Tab.1 Rotation parameters for several involutional linear transformations with branch number 4
4 4 3 10412}
4 4 s 014912} {015913} {0241012} {02610 14} {03411 12}
10351113} {0371115} {0451213} {0461214} {047 12 15}
8 4 3 {0 824}
10181724} {0191725) {0281824} {02101826f {03819 24}
(03111927 (0482024} {04122028} [0582124} {0592125]
8 4 5 105132129} {0682224} {06102226} {06 142230} {07 82324
107923250 {07112327} {07152331| {0892425} {081024 26}
108112427} {08122428} {08132429| {08 142430} {08 1524 31}
3 4 3 {039}
3 4 5 {01379} {014710} {02389} {0258 11f {034910} {0359 11}
5 4 3 10,5,15¢
{0151115} {0161116} {0251215} {0271217} { 0351315}
5 4 5 0381318} { 0451415 {0491419} { 0561516} {057 1517}
10581518} { 0591519
7 4 3 10,7,21}
0171521} {0181522f {0271621} {0291623f {03717 21}
. 4 s 103101724} (0471821} {04111825} {0571921} {051219 26}

10672021} {06132027} {0782122} {0792123] {07 102124}
{07 112125} {07 122126} {07 132127}

Zhang W T, Wu W L, Feng D G, et al. Some new observations
on the SMS4 block cipher in the Chinese WAPI standard
[C]// Proc of ISPEC 2009, LNCS 5451, Springer, 2009 : 324
-335.

FaW. FETMABAMERILLN AR [ Cl// H Y
2222007 448 3CHE, 2007 ;306 —307.

WANG Jinbo. The optimal permutation in cryptography based
on cyclic-shift linear transform [ C]// Proc of Chinacrypt 2007 ,

2007 ; 306 —307. (in Chinese)

[ 7 P A8 BN A 58 TGk Jay 30 7 it i 11 SMs4
A [ EB/OL]. [2011 — 06 — 15 ]. http;//www. oscca.
gov. cn/ UpFile/200622026423297990. pdf.

Office of state commercial cipher administration. Block cipher
for WLAN products-SMS4 [ EB/OL]. [2011 - 06 - 15].
http://www. oscca. gov. cn/UpFile/200622026423297990.
pdf. (in Chinese)



