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An authentication scheme based on fair equality-determination

protocol in cloud computing
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(1. Information Engineering University, Zhengzhou 450012, China; 2. Unit 61660, Beijing 100840, China)

Abstract; Mutual authentication between the user and the cloud is an essential requirement for the user to access the public cloud in cloud

computing. In order to solve the problems of password-based identity authentication scheme in the cloud computing environment and to improve the

efficiency of authentication in the environments of mass users, a fair equality-determination protocol was presented by developing an equality-

determination protocol of constant complexity. The protocol proposed can compare the passwords between the user and the cloud fairly and secretly.

Based on the protocol, a two-party privacy-protected identity authentication scheme based on semantically secure algorithm-Bresson algorithm was

further presented. Finally, the correctness of the scheme was proved and its security was analyzed.
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1) EARHENIE

FAARFFENIEZ S5 A A AR AEFEA T IAE R
I BEARENL e, BRCA NI ke
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ANHVEZ A8 BT A B A& 2 A
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Fos T AT E F a8 % Alice, Bob 433l
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KO TEOL ) , AT A B AN T 68 B 4% iy A M5 EL T L
Bl a,b A,
1.3 Bresson &%
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1) 18 SCEAME AT PIANEE my,m, e M,
AL AL X E(my) JE(m,) ;

2) AR S AT E my ,m, e M AT
keZ,Zm +m,eM,H km, e M, 1) D(E(m,)
E(my)) =m, +m, H.D(E(m)") =km,
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4> Alice JZINUETT , AT TA R 2 2 v 45 B0, 17
Bob M IAUETT, Al IA N = o Alice i3 55 1iE
Bob [ 1142 A IE 8, A A IR = ik 55 55 5%
IR

SCHRLS 1 STHR [ 2 ] vh iy — > 502 2 M)
T & S OMSUS T IR HE 1R AR B AL
T3 H5E R AF UL

WNESE E 35k D Wi e 5 715 &%
AR R S

i Alice 47 B % i AN a; Bob #47 i}
RN by

Bt ca =b B ab;
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Stepl : Alice HAC W AHITHE c =E(a) &
%5 Bob;

Step2: Bob [ifi #L % 5% B 8 u,, vy, w,, fH
v, —w, | <u, H u, >0, Alice [A$HTE X,
=c"E(v,),Y, =E(ub +w,) Kik25 Alice;

Step3 : Alice f#% D(X,) =u,a +v,,D(Y,) =
wb+w, , 4 D(X,) >D(Y,), W a=b, HFN|, %
D(X,) <D(Y,)) M a<b;

Step4 : Alice i# %1 Bob F FEHLIEFEEEL u,,
vy w0y AF oy, —wy | <uy,u, >0 H (v, —w,) (v, —
w,) <0, [ Alice FJ AT X, =2 E(v,) .Y,
=E(u,b +w,) Kik%; Alice;

Step5 : Alice f#%% D(X,) =u,a +v,,D(Y,) =
w,b+w,, & D(X,) >D(Y,), W a=b,{FN, &
D(X,) <D(Y;) M a<b;

Step6 : Alice Z3 IR LLER A ZE S, #7 (D (X))
=D(Y,))D(D(X,) =D(Y,)) =1, a=b;
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Step7 : Alice I8 FLAZE R 151 Bob.,

I HER PP BGL R AT, Alice SEBR
ERAAPEIHR—T5, B SCHR [ 8 JHER] T PpX
AT 2 A, (H R AR Alice EPA H £ (1) %
SCHFUE; IR =i BB Alice A1 E, 4 &
FH ™ Bob BEAGA B IE A 19 45 2R , 3% 22 X5 T Bob >k
YERAL VM i, BT 30k [ 8 ] 45 R iy i,
A SCHGHAF B — A A1 22 4807 ) AR A B
wr, PRSP = P A

Stepl’ :Alice /1A C WA c =E(a) &
74 Bob;

Step2': Bob Fifi 1L ¥& 4% B £ w,, vy, w,, fF
‘”1 —w, ‘ <uy H U >0’3‘_J':JEH Alice E/‘J/A\\%Hﬂ»g Xl
=c"E(v,),Y, =E(ub +w,) Kik% Alice;

Step3’: Alice fi# % D(X,) =u,a +v,,D(Y,) =
ub+w, , & D(X,) >D(Y,), M a=b, HN, %
D(X,) <D(Y,) N a<b;

Stepd’: Alice FLREHLIEBEREEL u,, v, , w, , il
lv, —w, | <u,,u, >0 H v, —w, <0, F Bob 12
A X, =c?E(v,), Y, = E(uyb +w,) K%
%4 Bob;

Step5’: Bob f#% D(X,) =u,a +v,,D(Y,) =
wb +10,, 47 D(X,) >D(Y,), M a=b, &N, 4
D(X,) <D(Y,) MM a<b;

Step6’: Alice ¥ D(X,) = D(Y,) ] Bob /%
AN J5 K 3% %5 Boby;

Step7’:Bob ¥ D(X,) - D(Y,) Fl [ Alice /v
BN J5 Kk 4 Alice;

Step8': Alice F1 Bob 4 il fif %5 43 M Lb 4 1 25
R A (D(X) =D(Y))D(D(X,) -D(Y,)) =
L 0= b, 850 ab;
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N T A TE R MG R, B
PR I 4 BB, SR SR 2 3t A
S P S AR S IR, T LA 2 b G DA IE 5 B A
Iy i MR DR € N 1B i3 = € NI i}
o B TR AR 0] R B — 5 k) Fo
Ef T AT AR B £ T AT LAAE S — NS5 BRI H
A — SR A A A LU . AR Ay
DA 00 A A D SCR Jily, SE L T — T
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X HAE PR A2 AT T IRAIE
3.1 ET Bresson EERBRARPHFMINER R

ik Alice JENUEE , 1A HI H 44 a; Bob

SEPONER AR 2 b;
Stepl : Bob 1] Alice & & AIFIEK ;
Step2 : Alice [ #L b 356 U A~ Eb 45K 1 2 4L

P.q N =pq,p=2p, +1,q =29, +1,py,q,

NEREL G BN 1) K FIRAGIRE, Alice TR

Wikt acZnfMBe[l,0rd(G) ] (HH :a#kN,k

FEH) ,FHE g, = @’ modNT b, = g8 modN; | Alice

(N g h ) EN B BIAHATE, 4 B, AE T

L RABH RAF o
Step3 : Bob A4 Bresson 2355k B EL (N, ,

g, ho ) VE A C IR ATT B B, MR I Y AL

PIRAE
Stepd : Alice 7 Zy2 FFRENLEFERL r 715 ¢ =

(g'modN; b7 (1 +aN,)modN;) , Alice ¥ ¢ k3%

# Bob;

Step5 : Bob FHMLIEEIEE u, v, , w0, ,fH v, —w,

<u, Hu, >0,v, —w, >0,Bob FL-FEHLEEEL r,,

F Alice A AR : X, = ("™ mod N7, h7"™ (1

+(uya+v,)N,)modN;) Y, = (gPmodN; ,h2 (1 +

(u,b +w1)N1)m0de) SR EL Alice;
Step6 : Alice %% .

by 1+ (u,a +v, ) N; JmodV;

[ g P mod VY

D(X,) = - l]mode/Nl

=u,a +v,modN;
hy*[ 1+ (u,b +w, )N, JmodN;
g modV;
=u,b +w,modV;

A D(X) >D(Y,) W a=b, B, 4 D(X,)
<D(Y,) W a<b;

Step7 : Alice F Fifi L 3% 2R 0w, , vy, w,, fff
v, —w, | <uy,u, >0 H v, —w, <0, Alice FRfiHL
EIE ry , ] Bob BYAEHTTEL

X, = (g 2modN; , K" (1 + (uya +v,) N, )
modN3) , Y, = (g8modN,” A% (1 + (u,b +w,) N, )
modN3 ) , Alice ¥ X, ,Y, & i%% Bob;

Step8: Bob f# % : D (X,) = u,a + v, modN;,
D(Y,) =u,b +w,modN: ;%5 D(X,) >D(Y,) , W a
=b, BN, % D(X,) <D(Y,) W a<b;

Step9 : Alice ¥ D(X,) —=D(Y,) =a, | Bob
I I Rk 45 Boby

A, =gy modN,” B, =hy (1 +a,N,)modN;

Stepl0:Bob ¥ D(X,) - D(Y,) =a, FIH
Alice NBINEE J5 &ik 45 Alice;

A, =gPmodN,” B, =h?*(1 +a,N, ) modN,’

Stepl1 ; Alice F1 Bob 435l fi %

D(Y,) = [ - 1]moowf/N1
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B,/A" — 1modN,
a, = N,
B,/A% — 1modN;

a, = N,

BT AR i a) D ay, =1, a =b;

Stepl2 : Alice 73 ¥, # a, @ a, =1 AL1F Bob
ViRl BE IR, 5 0, R Ze 510
3.2 EmMMESH
if D(X,) >D(Y,) ,then a=b
if D(X,) <D(Y,), then a<b

JERA D(X,) =uja+v,,D(Y,) =ub+
wy, HA vy —w, | <uy,u, >0, FA] 13

(D(X,) =D(Y,))/u;=(a=b) +(v, —w,)/
w | (v, =w,)/u, | <1,

FIFLAYS a#b,a,b FHE 0 [a b | =1, I

Fra-b=1>00D(X,)>D(Y,)

Fa-b<s-1<0, M D(X,)<D(Y,)

Y =b W D(X,) ~D(Y,) 5 v, -,
e

RE2 i (D(X,) -D(¥,)@D(D(X,) -
D(Y,)) =1, then a=b,

EB H(D(X,) -D(Y,)®(D(X,) -
D(Yz)) =1

mD(X,) =uwa+v,,D(Y,) =ub +w,,
D(X,) =u,a +v,,D(Y,) =u,b +w, A]15
(D(X,) ~D(Y,)B(D(X,) ~D(Y,))
=[u,(a-b) +v, —w, |®lu,(a-b) +v, —w, |

Frazb T (o ) (v, —w,) <O T,
(D(X,) ~D(Y,)®(D(X,) ~D(Y,)) =1

HF(D(X,) ~D(Y,))@(D(X,) ~D(Y,))
S LIS D(X,) > DOV B, D(X,) <D(Y,) 324
D(X,) <D(Y,).D(X,) >D(Y,). I D(X,) >
D(Y,) . a>bska=b:D(X,) <D(Y,), A
a<biia=b,2E FHl a=b,
3.3 FEIPVNAFRBHEMNEATRNLZEME

S

AT R RSO T BRI B 3 IAIE 7 2R B
VA PR UERY

(1) Bob, RIFAIE I 28 F] ¢ = E(a) )7,
4 Bresson BIEANE B R AETE LA, LA Bob
ToE M IRTHTAT A O a IE D, XA Rl sk
B T HOAUEDT AR YR, (R L af O] 1 807
H A LE M 28 AL i R P A2 42 o

(2) Alice, FIIETT 5 WOF 4% D(X,) =ua
+0,,D(Y,) =u b +w,, HE AHIE o, MREC

T 1 {

A AN b W IUE; RO D(X,)
=u,a +v,,D(Y,) =u,b +w, JGHAHE b HEL
ERZ /D R Alice K P YIS 2 A9 {5 BB 7
KA 6 ARG, KA 4 MBS, Brid
HN R b A, PR IR TR B AE T 4
F R AR

(3) 5 &1+ Step4 , Step5 , Step7 ., Step9 . Step10
v 22 YR T AL B0 25, 7T LA R 1k P A
Bidio

(4) T5 B H T — A2 F B 22 4 AH 55 1) 5E Py
W, A7 W] LA A A i 14 2 — 2, HAAOAIE
JEAREIE B, IR & A EIE A, = g modN,?, B,
=17 (1 +a,N, ) modN; (Stepl0) &% 45 INIETT , K
KT B IREE F 5T 0 A TAUER AR P i)
frsdor sk N
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