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An extensible description model of cyber war system

DENG Zhihong, LAO Songyang, BAI Liang, YANG Zheng
(College of Information System and Management, National University of Defense Technology, Changsha 410073, China)

Abstract : The research is focused on the modeling technology of cyber war system. A new idea is proposed for cyber war simulation, based on

which an integrated logical evolving network model of cyber war system is proposed. The model regards all of the entities which belong to different

forces as components of a whole system, and represents them with verticals of the network, all kinds of interactive behaviors between distinct entities

which include the cooperative behaviors, parallel behaviors and confrontational behaviors are represented with edges of the network uniformly. An

entity description model based on ontology and a behavior description model based on O0-LAMBDA language are built to describe the verticals and

the edges respectively. Finally, a simulation experiment is conducted by using a scenario of a real operation, the results of the experiment validate

that our methods are validity and advantage.
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Object LAV
Physical_Assets: WY
Fuselage: §2 78 4
Argl (type Int) (default 0)
Arg2(type Int) (default 0)
Logical_Assets: £z 5
HostName(type string) (default “*) $EHE

IPAdress(type string) (default “?) %EH IP H4F
SEHETTHIRE
Sev_name(type string) (default “*) BIRE L
Sev_protocol(type string) (default “*) SR EFAIHI
Sev_port(type int) (default 0) HIRE (EF I O
Sev_leak: SR BT
Leak_id(type int) (default 0) SIS

Leak_type(type string) (default “?) SHFITEE
LogicalWeapons: BEHEE
Feaponl(type Malware) (default virus) b2 -3
Feapon2(type Malware) (default Trojan) f= =22
Information_Assets HfEBFH =
InforOFOb ject_RADS ( S EERRIEE
Physical_Assets: ...
Logical_Assets:...
Information_Assets:...)
InforOFObject HVI( B IEIE T REBIER

Physical_Assets:...
Logical_Assets:
Information_Assets:...)
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Behavior_Faculties_Set: T HENE
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Location = new_Location(Location, speed, direction, time)
Precondition:

Fuselage. normal
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Effectiveness:

Linkases. 4dd( new Linkage ( ObjTarget. IPAdress,
ObjTaget Sev_protocol, Objlaget. Sev_port) )
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Precondition:
ObjTarget. [Pidress != null
ObjTarget. Sev_protocol != null
ObjTarget. Sev_port != null
Mabware_Attack( ObjTarget, logical weapon): % BEERFRTES
Effect iveness:
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Precondi tion:
Linkages. ObjectLinklo. IPAdress. Contain (ObjTaget. IPAdress) = True
Authorities. Contain(ObjTarget. IPAdress, access) = True
Information_Assets_Tamper( ObjTaget, ObjProtect):

Effectiveness:

% 15 BERES

ormation (ObjTarget. InforOFObjProtect)

b jectLinklo. IPAdress. Contain (ObjTwget. IPidress) = True
Authorities. Contain(ObjTarget IPAdress, root) = True
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Fig. 10  Description data of UAV
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