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Unified identity management method for large organizations
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Abstract:In order to solve the problems of unified identity management in large organizations’ information systems, a new identity

management alliance for large organizations is proposed. Through consulting the Liberty Framework raised by the Liberty Alliance Organization, as

well as reforming its structure and its pattern of building trust relationships among IDPs, the new identity management alliance is more suitable than

the Liberty Framework for large organizations, which are distributed, autonomous, globally unified, and coordinated. In terms of physical

structure,, the new identity management alliance can be regarded as a tree consisting of multiple IDP nodes while each node must and can only

develop trust relationships with its father node and child nodes. This is totally in line with the tree-like hierarchy of every large organization in the

real world. In the system realization, based on the tree-like structure of the new identity management alliance, a hierarchical storage of the

authentication data is achieved by adopting LDAP. In addition, the user access control was conducted by a security authentication gateway at the

network layer, which consequently makes it possible to support B/S and C/S application systems at the same time.
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