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Invulnerability analysis of anti-air communication system

CHENG Guangquan ,HUANG Jincai,ZHAO Feng ,CHEN Saran
(Key Laboratory of Information System Engineering, National University of Defense Technology, Changsha 410073, China)
Abstract : The invulnerability characteristic of communication system is an important element in the study of military combat system. According
to the organization structure and countermeasure of anti-air communication system, performance evaluation process algebra( PEPA) was introduced
to describe the evolution process of anti-aircraft communication system by the state. PEPA-based invulnerability analysis method of communication
system was proposed. A case study was given to testify the organization structure and the capacity against soft destruction or hard destruction of
communication system by modeling and simulating. Experimental results show that PEPA is available for anti-aircraft communication systems ”
modeling and analyzing, which can realize the structural modeling in antagonistic process of anti-air communication system. The different elements

of communication system have different influence on the invulnerability. Effective strategies can be taken to enhance the invulnerability of anti-

aircraft communication system.
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(Radar ) | i {5 77 & ( SignalStation ) | 1§ 4% Jif
( Commander) S8 4 (Missile) , 41N A7
Radar = (radar_search_success,rss) . Radarl ;
Radarl = (information_wait,T). Radar;
SignalStation = ( information_wait , siw ).
SignalStationl + (order,sow ). SignalStation ;
SignalStationl = ( information_transfer,T)).
SignalStation ;
Commander = ( information_wait, T ). Commanderl ;
Commanderl = (information_transfer,cit) .
Commander?2 ;
Commander2 = (estimate , ce ) . Commander3 ;
Commander3 = (order,T). Commander;
Missile = (order,T) . Missilel ;
Missilel = (attack ,ma) . Missile;
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FRR ) PEPA BRI
Commander [ i ] < information _ wait, information _
transfer, order > ( Radar[ r] < information _ wait >
SignalStation[ j | < order > Missile[ k] )
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Fig.1 The system capacity against the number

of communication nodes
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Fig.3 The number of communication nodes

in different suppressions
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