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Abstract: Aiming at the difficulty in analysis of binary program vulnerabilities, an approach for software vulnerable spots localization based on

taint analysis was proposed, and a corresponding tool named SwordChecker was implemented. This method is based on dynamic taint tracing.

Software vulnerable spots were localized by character matching according to vulnerability patterns, and sensitive bytes which affected the vulnerable

spots were localized by binary-search. Experiment results show that SwordChecker can accurately identify and localize three types of software

vulnerable spots fast, has successfully analyzed the causes of multiple open vulnerabilities, and has assisted mining several undisclosed

vulnerabilities.
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Fig.2 Code fragment including a division by zero
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Fig.3 Code fragment including an integer overflow
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BE AL — a5 A, WG BT Pin ) API
“RTN_ AddInstrumentFunction” 3¢ 5 Jife pK £% 2% I
BE 4l A ST DT ACRS KA R A A SRR & 0TS
A, LA strepy BRI BCA B, HCJEUHY O < extern
char * strepy( char * dest, const char * src)” , H.If)
RESEAEM sre bl FF 46 H & A NULL 45 45 /9
FFER AT B DL dest TFUR A b HE 2 W] o FE46H A Y
O3 T ARAS T ZEAG AT dest Fl size B bHE DL K AT
8 0] () N A k2 TS5 G o
3.3 “HBERNERFVEM

B2 H BRI A A E 55 A
SEBRF o A A\ SR A G R TS
OB ER, RIG AT 2 5 A & A U R MR
SO . AR b2 A A 55 ST, 4
IR — 2D L A SO PR i e A R
o N, & 2 thAR g o 1D MESZ IS 2 17K
T P BRI ARAE A BR B, W 4 A ST o Al
b AR 71 30 2 o W BB 1

SwordChecker i Ff] — 73 4% 55012 8 & 1o Uk
T SR shell AR, FE AL
Bl 5 B, R IRAE

Stepl : AR ASTHF RIS Size , 17 83 A ST
& Low =0, High = Size, Low {3 T [R, High 1%,
# BR8N BURF T AL EAE Low 5 High
ZIE) (— R 4 D) o

WA MESSAA AR VName, HiRREF
[HefePProg, I ASU: B8 HEPFile

}

| et A rbsize

Low=0, High=Size

BHETE
Low5Mid= [5?

( . Low High >~

Bl 5 HURTFIH) o e fi ik

Fig.5 Binary search algorithm for sensitive

bytes localization

Step2 : A% J2 75 1 2 & 1R 451 Low > High -
3, Qs s Y Low , High o

Step3 : 1155 Low , High Z [8] i) Hr [R5 & Mid =
(Low + High ) /2 , 6 £ BURT 15 2 AE [ Low, Mid ]
ZIAIE TR [ Mid, High ] 22 [a] (73 550 4 B A S
X P DX ]38 S V5 A8, B 75 A 38 A 1) i 55
& VName 1 30) , AR BUSF W AE Low, Mid]Z
], W) High = Mid , fi R BURT 15 18 [ Mid, High ]
Z 8], W) Low = Mid

Step4 : T4 Step2 , Step3 .

4 LWHMH

SRy 2, —J2 F SwordChecker 2k 73
SENLE AT 1 e 58 A, 322 PR B4 1Y
N T P2 v g B2 S S P R A R D0 45
—J2 1] SwordChecker 4t Bl 47 4 A 23 T I i ( B
Oday Jill ) , 32— 2L B 4T 7E Linux E Y H]
FLSE A AR S I X . B A LI TR
Ubuntu 12. 04 32 {if 248 i f7,

4.1 BExFRREESEREL

B, WEPBR |2 44 12 IF A 22 Common
Vulnerabilities and Exposures ( CVE ) (20} Open
Source Vulnerability Database (OSVDB) "', Exploit



- 146 - EZ VIS AN 4

537 &

Database ( EDB) " HL 6 Bt 1" — %6 ¥ 52 1 2 1R I
TR X SwordChecker #4732, 52 56 45 I UL 3¢
1, WEHCH & U W # 72 EDB HLAA — 4~ POC
(Proof of Concept) S F] it 2k , RV B i) 454
U TR AT DL p 6 Rz 9 POC SOl o 36 1 1926

— 3 J2& U 3 AE U T R g S5, 4n CVE-2014-
1684 & CVE % 2 4 2014-1684 1y I i,
OSVDB-ID-88610 & OSVDB H 4 2 %y 88610 [
Ui , EDB-ID-7812 4& EBD 4y 2 % 7812 1Yy
RIS

x1 AHRRESREM
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R4 ﬁgi% e o 5 ;f;if T
CVE-2014-1684 VLC 2.12 %0 div ASF 9 900 966B 123 ~ 126
OSVDB-ID-88610 Totem 3.4.3 %0 div, idiv AVI 1149 900B 17 ~20, 4423 ~4424
CVE-2012-5470 VLC 2.0.3 22 1 X 35 memcpy, malloc  PNG 11 077B 1~4,84 ~87
CVE-2007-4938 MPlayer 1.0 RS calloc AVI 46 956 236B 169 ~ 172, 225 ~228
EDB-ID-7812 MPlayer 1. Orc2 LR S memepy VQF 120 132B 13 ~16

L OSVDB-1D-88610 il 9 | #4753 Mo %
Uil J 22 AR i Totem Movie Player (— &1
2 Unix #4/F R 5 LBt i) 2 B ods , d 2
Ubuntu RZEATIBCHE A1 iltds ) b 19— 4R 0 I
T B RAS 5 0 3. 4.3, i BL gL 1Al 6 froi,
%A (RE ¥ 45 4 totem ) T JF POC 3L AfF:
pocl. avilif A 4E 17 SAUBI AN R H

(] cj@phoenix: ~/SwordChecker/tools
cj@phoenix:~/SwordChecker/tools$ /home/cj/totem/bin/totem /home/cj/poci.avi

(totem:4102): Clutter-WARNING **: Whoever translated default:LTR did so wrongly.

FRBBIS ZDEME)
cj@phoenix:~/Swordchecker/toolss I

& 6 OSVDB-ID-88610 ifiFEl 4
Fig.6  Phenomenon of OSVDB-ID-88610

HI SwordChecker X 3% s 1l i 17 53 B 1) 25 SR
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0x952¢8372) , — 4~ 4& “idiv ecx” 354 (Huhik K
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CVE-2007-4938 A Jifi 55 /i N calloc, LR T K
169 ~ 172,225 ~ 228 ; EDB-ID-7812 ¥ }f5 55 5N
memcp , BUBF N 13 ~16 Y, FAM AESE
By I A B — A LA, B0 T 2 A SR

dword ptr

insert: /home/cj/pocil.avi, 0x14
introduce: 0x8a37088, 0Oxc
introduce: 0x8a37088, 0x8
introduce: 0x8f195d8, 0x2268

The divisor is tainted
0x952c8372: div dword ptr [esp+0xic]

Integer Division By zero
0x8c594e12: idiv ecx

The divisor is tainted
0x8c594e12: idiv ecx
cj@phoenix:~/SwordChecker /toolss I

K17  OSVDB-ID-88610 Ji i[9 447 44 5t

Fig.7 Analysis result of OSVDB-ID-88610
AIAR/N—3 43 (4 CVE-2007- 4938 it POC 14
K/NHy 46 956 236B (HEURF T HA 8 1), H
— AL TSR SRR, RAKAEHT 1000 > 75 LA
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phoenix@Lenovo-E4430:~/workspace/SwordChecker /tools$S hd input.png
89 50 4e 47 od 0a 1a 6a 00 00 00 6d 49 48 44 52 |.PNG
00 00 66 61 60 00 60 61 ©68 02 00 00 60 90 77 53 |....
de 60 00 00 1b 74 45 58 74 54 69 74 6C 65 00 54
68 69 73 20 69 73 20 6d 79 20 74 65 73 74 20 69 |his is my test i|
AT

6d 61 67 65 72 d5 4e 17 00 00 00 Oc 49 44 41 54 |mage
08 99 63 60 60 60 00 600 00 04 00 01 a3 0a 15 e3
6 00 00 00 00 49 45 4e 44 ae 42 60 82

phoenix@Lenovo-E4430: ~/workspace/swordchecker /tools$ [l

8  Input. png [+ 7Skl X

Fig. 8 Hexadecimal format of input. png
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phoenix@Lenovo-E4430:~/workspace/SwordChecker/tools$ zzuf -s ©:1000 -r 1 -b 11 /
home /phoenix/swftools-6.9.2/src/png2swf input.png

input.png is not a PNG file!

Error opening input file: input.png

No png files found in arguments

input.png is not a PNG file!

Error opening input file: input.png

No png files found in arguments

input.png is not a PNG file

Error opening input file: input.png

No png files found in arguments

input.png is not a PNG file!

Error opening input file: input.png

No png files found in arguments

zzuf[s=4,r=1]: signal 9 (memory exceeded?)
Phoenix@Lenovo-E4430: ~/workspace/swordchecker /toolss [l

B9 zzuf X png2swi SEATHUIM L
Fig.9 Using zzuf fuzzing png2swi

phoenix@Lenovo-E4430:~/workspace/SwordChecker/tools$ hd new.png
00000000 89 50 4e 47 ©d Oa 1a Ga 00 00 00 2d 49 48 44 52 |.

00000010 00 60 60 01 06 00 00 61 08 62 60 00 00 90 77 53 .

00000020 de 00 00 00 1b 74 45 58 74 54 69 74 6C 65 00 54 |. e.T|
00000030 68 69 73 20 69 73 20 6d 79 20 74 65 73 74 20 69 |his is my test i|
00000040 6d 61 67 65 72 d5 4e 17 00 00 00 Oc 49 44 41 54 |mager.N..... IDAT|
00000050 ©8 99 63 60 60 60 60 00 00 04 00 01 a3 0a 15 e3 |..c " |
00000060 00 00 00 00 49 45 4e 44 ae 42 60 82

0000006C

phoenix@Lenovo-E4430:~/workspace/swordchecker /tools$ Il

K 10  New. png A9+ 7Sk filA% =

Fig. 10 Hexadecimal format of new. png

phoenix@Lenovo-E4430:~/workspace/SwordChecker/tools$ /home/phoenix/swftools-6.9.
2/src/png2swf new.png

ERHR (RILE5fE)
phoenix@Lenovo-E4430:~/workspace/Swordchecker /tools$ i

B 11  Swftools-0.9.2 png2swf JFiF 5

Fig. 11  Phenomenon of switools-0.9.2 png2swf vulnerability

5 4 SwordChecker 58 7 3| input. png )55
T AT 0x0d” S0 A A7) BT B £ malloc, $2
TR zzaf WIS PR AT AR RS
SERAOIIN L A I T — . W9 Fr,
zouf 4 =ABH s EMEHUEFNF,s 4 0 = 1000 J&
FERT M0 3] 1000 24k r BB HA, r Ry 1 R
T IrZ F LS 0 52 B 5u L by 11 FRoR5+
ZANFI N0 TR ) o I 9 TLLE B 2
s=4,r=1 BHAGM 2] T “memory exceeded” , [ s =
4,r =1 MERSEUE R — BT S new. png ((zzuf
e FHAR TR A 2880 B SR A TR ) o 4Rl 10
Jezs AT LATE B85+ AT AR T 0x2d”
new. png V£ png2swi (%5 AR & T IR , I
MEME 11 Fros, AT EBIARLE 7B R, i —
] SwordChecker 73-#7 J5UA, 45 21 £ 73 B 45 R 4
B 12 F7R , AT LA E % 2 F malloe 285050 K
(n =0x61676572, 5 new. png {5 66 ~69 ~F5
XF I ) 5 7S ) R 5 T T

fdset insert: new.png, 0x6
Taint introduce: 0x958f2000, 0x6¢C
Malloc: n= 0x2d, 0xbfeeledo®

Taint introduce: 0x958f2000, 0x2b
Malloc: n= 0x61676572, Oxbfeeled®
phoenix@Lenovo-E4430:~/workspace/SwordCheck/tools$ [

12 Switools-0.9.2 png2swi Jiildl 4> H7 4% 5
Fig. 12 Analysis result of swftools-0.9.2 png2swf vulnerability
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HE IR P10 8 553 25K, 38 BB A 57 s A S HR o i)
i 55 A A RIURR 4T 5 AMELRE RS By 23 B T 1 14 B A
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