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A GNSS anti-spoofing technique based on dual-receiver

XIAO Ling, TANG Xiaomei, LI Baiyu, SUN Guangfu
(College of Electronic Science and Engineering, National University of Defense Technology, Changsha 410073, China)

Abstract ; The spoofing interference can mislead target receiver in resulting in wrong position and time, which is a serious threat to the security

of GNSS applications. An anti-spoofing method using the pseudo-range single-differences of two receivers was proposed. Using the variance analysis

technique, the optimal spoofing detection variable based on the pseudo-range single-differences was deduced and the statistical character of the

detection variable was analyzed. After analyzing, the parameters such as the receiver noise, the receiver baseline, and the satellite number have a

large influence on the detection performance; as the receiver noise and satellite number are uncertain, the detection performance can be improved

by increasing the length of baseline. When the length of baseline is 10 meters, the simulation results illustrate that the spoofing detecting probability

is up to 98% if the false alarm rate is 0. 01.
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Fig.1 Illustration of the real signal geometry distribution and

dual-receiver spoofing detection system
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Fig.2 Illustration of the spoofing satellite signal geometry

distribution and dual-receiver spoofing detection system

2 HRESKNE

HIC (D) MIEC(2) AT, B85 AN R LA Y
DL B2 LN B 14 B (L AN [ 1, TS8R £ 5 A
[Fi) A2 A DA B 2 ORI 6 ) 22 R AR TR 7Y, X2
HIAR 5 555 Z 18—~ 22 1225, g
AT DU X — R e R A ISR 55

ANOVA J&—F X I3 A [F] 56 A 3 {E 22 57 1 45
AR AR SOHE AR B 15 5 K 1



3 ]

U, 25 : GNSS BRI LTI g H A - 47

P 382 R A2 AR 43 A DR BE A 2 UL 5 1) 34
AR SR A I S 0 T4 . T 1T T 2 26 ANOVA
R, #E 37 XL SR L & Wl ( Generalized
Likelihood Ratio Test, GLRT ) ¥ 0~ /1% & {5 46 I
i, T2 T O R 2 I 15 5 A DU 4
2.1 ANOVA HAREHN
ik B K A4 I B A A an=ti (4)
PR :
Pij =M U,
i=0,1,- ,K-1; j=0,1,--- N, -1
KN, 0 ARG, R RS
IIAME 50, LI R 7 22 L7 ANOVA F AR
WS oy i v, HA G MR
C1)o, MR O S8 oA, BP .
vi‘j~N(0,a?) (5)
Kb, o! W i BB 2.
(1) v, A B A S H OB A7 58 & /7 25 4
&R

(4)

ol=0",Vie 0,1, K-1} (6)
E F R AR, ANOVA |1 H i) & X 43 i
(7)) s R R 5 [ 85 ¢

HO:Vi’k’ Mi =M (7)
{H1:3i9k9 /-Li;é/l’k
AT WL p, BRI S 8 031 -
1 1 K-1 Ni-1 ,
f(P) = @Tz)\/z -eXp{_f._g; /Z‘o (pi,f _/"Li) }
(8)

Ap UM P = (p,, | N AT I
HIARLN = YN,
R GLRT e F (6 R A 4

max, . ... Jf(P|H)
maxj(p ‘ Ho)

I(p) = (9)

2, g
K-1 Ni-1

p) = 33 (=) = L 3 (=)’

| (10)
A W BT L A e =

1 A Y Y N ~
NE N pijss HEE L EAWEEMS T E L =
iz=0 j=0
Ni-1

1
N, &P
2.2 HERNGITE

HIzC (1) A (2) 1, AR TR ) Pl B A

W (4) BB, H RSV 2 ANOVA Z5R
30(5) \2(6) i, H G B/ A5 H i f U
M (10) ] B T A o

TERET Do B 223 155 Kl (9 ANOVA )i
FIH BT X B — N, B B
B 1,0 (10) P @, = Apyy, ATTRAR

Ao AR

Z(APBA) = Z(,) (AP;A _,&)2 (11)
ﬁq:‘aApBA = {APIBA} ’l&‘ = %;Apiﬂo
3 SIHEESR

T FARTE,E d = E(Apy, - p) o FIfISY
B Hy H, 50 R0 (11) Bt g i gk .

FEHy 50T ORIRT48) , h=0(2) GAid, =
0,Vie {0,1,--,K-1},0I(Apy,) /0" TRMH
HEE R K = 1Rt x* 50 Ai (B =X (11) e 1]
gy FECL A B BRI  HAR R B R AR
ﬂ‘j:

fpr(—gﬁ

sl = EL)

0, <0
Refr T () NI B ST H, Sl
[ Apoy) BRI 0
s, = ELI(8py0) [H,] = (K = 1)o?
Lg=mumw>m1=uK—ww
(13)
T H, S 0FF (R st (1) 1 3i e
0,1, K = 1] d, # 0,1 1 Apyy ) /o TEMK E o
E%KFJJH%D§EA==2dﬁW$¢®f§}
R Ty
i [ A . 2
0, xr <0
(14)
Rt L () WE K n BT B SR AL 25
AT H, ST 1 Apyy) BRI 20
s = E[I(Apy0) [H,] = (K=1)o" + A
{a'i,l = D[U(Apyy) |H, ] =2(K - 1)o" +4A0”°
(15)
ASCR AT Neyman-Pearson HEW 4 #1

x >0

(12)



- 48 - Gl R RPN

5538 &

MR, ETfx | 1) PRAES TERAMERK, ATT
FEIFEE T S | Hy) RS HEAHLR IR A O,
T BT IE R Hy 0 T AR Skt e TR, 4
X (16) fs:

P[I(Apy) > T|H,] = «a (16)
X, o g Hy WTRAHESR YR /N T T i, 42
% Ho (BPA e S A/iT F2 AL S ) 5 75 WIHE 48 H,
ez H, (BDFIAE 5 0 BIHE S ) T {5 = ki
WEAR AN B R N (17) s

P, = ff(x\go)dx -1 -a

. (17)
{Pf = fof(x |H,)dx

4 HEWIESHH

TE SR RAE Hy  Hy 250 T A R e S
=X (18) JraR , S MR, WS I 4k RE Ay
Sz(MH,_C"H1>_(MHO+0'H0) (18)
B (13) S (15) LA (18) W] £

s=a-0'[ AE-T 4 k-1 4]
g

(19)

H X (19) AT L F2 288 =4 280 me ks I 1k
At : DI )5 22 o s QEIHLZ IR BER K d
SHEEAEP LS R VO ENMIK,

R TR ST BT bR 2 O A P R 1 5
FSAE R I BT 5 TAFESECT L
£ ( Receiver Operation Character, ROC) ik, %I
XX EABEBET T = A5 RE, B 410 E A
SR EME 1 PR,

®1 HESHEE

Tab.1 Simulation parameter configurations

A= o /m’ d/m K
1 1,2,49 10 6
2 2 5,10,15 6
3 2 10 4,68

VI (DY B UL 52 U , Dl BE IO 0 0 f e 38 5
H J 5 T AAT K GPS LI C/A 5576 38 dB-Ha 1 F it
2 1wl R AS L H 5 AR, B S o
PR 1,2,4 SR BIBEILE B T RTBAT I B2 L

D5 L o 5 L SR 1 07 FL OB 10° 5 BB W
AR Z BT R KA ypn = [1 00,00

<Y ,Yus > = cosg,cos, (20)

X, e Mo 23 5 9 A SAS 5 189 77 057 A AR A

filo HACTLRE S S I & 55 nl REREALIY
s E e, | JB[0,360°] B35 45
i, o | ARO[ 0,90° ] BTE 9515340

MOTESRE 3 K4 K5 afUMSH LT
458

1) 7 [ 2 HoAh 250 H 2% 18— S5, T
7RI HZISCHTLIE B0 K | T A5 22 D S
REBRAT ;

2) o P RS R TR A K B 5 R A ] A
b, AR E (A, P T DL i B Rk K
JEE DR 2 i A I i

3) f & 4 A7 Y FERIOHLER B 10 m i
EHEAE N 0. 01 BRI AE 2 W] 3k 98%

10°

o 2=1 m?(]

—8— =2 mY]
o =4 m?]
10-1 F
o
102}
10-3 Lol Lol Ll Ll Ll L
10 105 10+ 103 102 10 10°

4

K3 SHICE | iR4ER

Fig.3 Simulation result of parameter configuration 1

10°

101

o 1020

1031

106 10° 10+ 103 102 10 10°

K4 ZHICHE 2 i HE R

Fig.4 Simulation result of parameter configuration 2

5 #e

S T GNSS k55 22 4 (i i — A~ 5
JEUE , B8R HH — o M) SR MR £ B PR 22 B T
BB A K A SO T — A5l Y



U, 25 : GNSS BRI LTI g H A - 49

Q_f 10-2E

101}

v aaas )
=4
—8— 6
—A— =8
103 E E
10 " 1 1 " L
10¢ 10° 10 10 102 10t 10°
Pf

Kls ZHCE 3 U5 HE

Fig.5 Simulation result of parameter configuration 3

B3 (2910 m) BVl A3 S5 A OO 155 o IR
A AR FH Bl £ R ) 2% 55 i 8T GNSS
I [0) i 55 19 22 4= By 47, o AT LA T 8 K BEAS
/N 10 m Y S 5 i BT T 9 GNSS S I 55
R SIS

2 % 3wk ( References)

(1]

(2]

Humphreys T. UAVs vulnerable to civil GPS spoofing[ EB/OL].
[2014 =12 =11]. http://www. insidegnds. com/node/3131.
Ble, SR, ARHELE, SF. FIXT GNSS S EHL Y % &k
A TP BARBE 1], B B 5 7 2 4, 2013,
35(4): 93 -96.

HUANG Long, GONG Hang,
Research of reradiating spoofing technique to GNSS timing

ZHU Xiangwei, et al.

receiver [ J ]. Journal of National University of Defense
Technology, 2013, 35(4) : 93 -96. (in Chinese)
Zhang 7, Gong S, A D, et al
synchronization attack in smart grid; impact and analysis[ J].
IEEE Transactions on Smart Grid, 2013, 4(1): 87 —98.
Akos D M. Who's afraid of the spoofer? GPS/GNSS spoofing
detection via automatic gain control (AGC) [J]. Journal of the
Institute of Navigation, 2012, 59(4) . 281 —290.

Dimitrovski Time

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

Jafarnia-Jahromi A, Broumandan A, Nielsen J, et al. Pre-
despreading authenticity verification for GPS L1 C/A signals[J].
Journal of the Institute of Navigation, 2014, 61 (1):
1-11.

Cavaleri A, Pini M, Presti L L, et al.
monitoring applied to spoofing detection| C]// Proceedings of

Signal quality

the 24th International Technical Meeting of the Satellite
Division of the Institute of Navigation, 2011, 1888 —1896.

Kuusniemi H, Bhuiyan M Z H, Kroger T. Signal quality
indicators and reliability testing for spoof-resistant GNSS
receivers [ J ]. 2013,

11(2): 12-19.
Montgomery P Y, Humphreys T E, Ledvina B M. Receiver-

European Journal of Navigation,

autonomous spoofing detection:; experimental results of a
multi-antenna receiver defense against a portable civil GPS
spoofer [ C ]//Proceedings of the International Technical
Meeting of the Institute of Navigation, 2009 ; 124 —130.

Trinkle M, Zhang Z, Li H, et al.

techniques for smart grid applications| C]//Proceedings of the

GPS  anti-spoofing

25th International Technical Meeting of the Satellite Division
of the Institute of Navigation, 2012 1270 - 1278.

Borio D.  PANOVA tests and their application to GNSS
spoofing detection [ J].
Electronic Systems, 2013, 49(1) . 381 —394.

Swaszek P F, Hartnett R J, Kempe M V, et al. Analysis of a

IEEE Transactions on Aerospace and

simple, multi-receiver GPS spoof detector| C ]//Proceedings
of the International Technical Meeting of the Institute of
Navigation, 2013 ; 884 —892.

Heng L, Makela J J, Dominguez-Garcia A D, et al. Reliable
GPS-based timing for power systems: a multi-layered multi-
receiver architecture [ C ]//Proceedings of Power and Energy
Conference at Illinois (PECI) , 2014 1 -7.

Barnard G A. Comparing the means of two independent
samples[ J]. Journal of the Royal Statistical Society, 1984,
33(3): 266 -271.

ik, BAMLEREIM]. deat: ARMEHL AL, 2009
199 -201.

He Xuansen. Stochastic processes [ M ].
Telecom Press, 2009 : 199 —201. (in Chinese)

Kaplan E D, Hegarty C J. Understanding GPS: principles
and applications[ M ]. 2nd ed. USA ; Artech House, 2006.

Beijing: Posts &



