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Analysis of carry phase difference detection for satellite

navigation receivers anti-spoofing

HUANG Long, YONG Ling, XU Bo, WANG Feixue

(College of Electronic Science and Engineering, National University of Defense Technology, Changsha 410073, China)

Abstract: For the fact that the spoofer has no way to simulate the space distribution characteristic of the authentic GNSS ( global navigation

satellite system) signals, a detection technique based on carry phase difference was proposed. All errors of the detection were analyzed, and the

multiple hypotheses testing the spoofing detection were built. Through theoretical analysis and simulation tests, the proposed spoofing detection

method is verified. Results show that the longer the baseline of the array is, the smaller angle of incidence is, which leads to a better spoofing

detection performance of the proposed method.
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Fig.2  Spoofing detection performance when b =12
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Fig.3  Spoofing detection performance when b =32
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Fig.4 Spoofing detection performance when b =5A
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