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CacheFI. micro-architectural-level fault injection based fault-tolerant
evaluation tool for on-chip Caches
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Abstract; Architectural solutions of on-chip Cache fault tolerance are considered as effective means for high persistent failure probabilities.
However, less fault injection tools for on-chip Caches are available. Therefore, the CacheFI, a fault injection tool based on the full-system simulator
Simics was proposed. A separate mechanism of the fault generation and injection was employed. Fault generation consists of stochastic distribution
control, failure patterns and explosive timing. Fault injection was designed to focus on the requirement of repeatability and modularity. According
to the experiments based on Simics and 15 benchmarks from SPEC CPU2000, it evaluates typical micro-architectural fault mechanisms, such as

Buddy, MAEP( matching access and error pattern) etc. by injecting Cache faults with CacheFI. Consequently, it presents the weakness and issues

of these typical mechanisms.

Key words: fault injection; on-chip Cache; micro-architectural simulators; Simics

BEE FHN R e 0 24, b BEER S B M D) FE
B A GBI 2 R 2 — o AR i H AN
S RSO O R PRI B P R BT
B, TEMUBIET , L2280 22 2 ™ &, dhik
EH s AR R SR B RB A
FeRlE—RAT  —RTATE B Z S 1) L
MBS, H I A e 1%
ARt e, Rt , 8% b B AEx ik
L R BRI, B BTG i SRR AL Bt i g v
R ) —

T AS B LA 4% 2% ( Static Random  Access

«  WrFs HHE:2015 05 -30

Memory, SRAM) 77 [ 51 ) {37 ik B 3= 2 W] 1A 43
oL N /N R B | /N &N
AR HL LA B I , SR, A B AIK 500 mV,
T AL AW 22T 10 253t T i
B FHHERR A K A B R 2 S B L R
AR o AR R A s T A RS B R 37
B, [FAFEREAG 500 mV, B R A3 KR Hf
2.5 ~3 A% B/ NF AR A BURR [ . A e
{37 B B 5 K i B R LA — 5 1 E )
ZU BT 110, T ARG R, B
H R AR 2] 650 mV 2 J5 , 7K A0 RIS B 2 i

E&WE v E W5 R TR H (2014M550662 ) 3 F4 I & B3 E 5 1 5255 % 5T B 5 H (SKLSDE - 2014KF - 04) ; 8 il
{FHA 5 Z B AR AT E e SRR 5 BE BT H (1TSM201303 )
EHE RN EHW(1978—) , I, WIHLBONTT A, B0, 18-+, E-mail ; huangzb@ bupt. edu. cn



%5 4

PR, 55 : Cache T B FAU G IR IE A R L A7 AR A T2 "33

Rt A O R R 10 7 A, K
PR ARACE A LA B A BB AR 7
SN XT A R ) A i B R ) KPR

PL, b2 Ar A s pL i A 0T 58 i H RiT e
RRES AL S5 AL BEAR S AT B N Z —
FEINAMIBEFEN AR T R AT R EOR,
RECT LAY J PR : DHL B GRA A SR, 2
R FH 22 HL FE IR T S e P A PR L
X7 VRS B ITE AR T RS AAS , 2 A M T ok R
A AN A i EL A R R s Y
R EEAER . Q%P A5 HOR , B2 NXT 4K
BRI RCTBE, Bz R 3 AT B
AbFRES ., B0, Power AR ESTE L1 ZEAE Pl
FA T AR B |, AR 2 A 3R 7 A L S T
IR, 2 7 S8R, 2 i A 5 2 1Y A
BITHIR . O REH BRI FZAFREHOR, FH
Y S 18 R G A AR B A 2 5 4 S IR il e
MR E AL . OREGAEMEA, BBk =%
JREMZEE R

IR R LRI TAT A RO HRTOETE OB
IR, AT LA DA DA S IO 0 g K A B R A A Ak T B
Z—o XSCPERTHLH LA T LR B A R 454
SRR ZE AL FCPE BE , 40 Simics™ A1 GemS %,

RPERPEAS BRI A 5853 o B X5 I A4S [R] A 3L
P2 T CacheFl, & J& — Bt T 4 RG24
Simics I RETE NS, SCHEXF R B2 A7 1 25 Fh
ZEEEHLHI B P PPAL LS 7

1 BEFENNHEIHAR

R E A — R PEAG A RS AL 19 A RO %,
I IBM SER S 15 20 fih2d 70 AR(CHR s
TEAMIEEATT SRR RS DLy g =2
T BRRE A AR A, 5 T AR S R A R 1
I T B A SRR A

BT BB 2 B A OB T A LR L
BRI AR rp 0 e A R R i O O i
BEiEA BAR R GL. BRI T AP P22, RG
Y2 KO MA R G i HERBERERIE
B, ER R G IE 2 )5 520

ST AT S B R T A E EGa i B BN A
B A A B, ASEDURE Pl o o oL PR A7 140
Wi o A e A\ 1) P 0 12805 , s A I
WhTai#H IR PE R S, R T
Tl R GE AN HTEA (4 AT SEPE RV AR BRRE T,
P 2 B 55 R R A 2 R, o B 2 W 1Y

SERMELIET W, B0 B AE . A T R
AL B2 R ) T, — 0 B ] 4 () g B e A 7 58
B BIANZR E 25 $2 AT 3T TA64 B A4 Y e i
AT, I s G 2 4 1 4R B CPU R
MR B I AR R CPU H, 3X S5 A |
W J& T AR AR o AR AR
REVF Al CPU PN FRAE (i BBt B B O 25 s MLt o

T 05 BB B AR B R H
PRIZU, AT LAY Ry B TR ARl R o 5 1 7 B
B AR R A SRS A8 AR BT A i
ST MBS A R (R AR 5 AT AR i 4
Pty L B A B BE A, T A A7 o SR ) 52
Mo XA EAR T HARM BRI U R, B
SR BE AT, HASAOURG BE vy, (L0 BL4 15 BUAE IR
K, 0 T RE AR TE 5 i BRI, SO A BT
i 0 A S T 2 IR, % R B R AR R A
SRR D, EEAR TR ARV AE AR LB o AT
FE5F o T Ay B ARl A, A 2 T Hi
it FPGA Jings, 4 FuSE™"

J5 MM R A AU AT o R
B RAR RGP EE HE TH R
SR IANTTE A B SRR . R R IR AR R B
B AR H R RICRE TE AE9 0BT B, X A
1A 22 45 #0415 55 K] 7 ( Architecture Vulnerability
Factor, AVF) MR R M 28 5E AL H AT T2
Vel W5 S $ T LT Simics 1 &b T 25 it
RIGEAKERAE R, BB XS 50T ki
ARG AR E H BOC M AT A . FSFIY 2
— AT IR A R G R A LR, &
LR AR IR IC SE A P AE A HE AL AR
SRR ICEE , FIMSIM! i —ANJEF MS A48 2% 1Y
BB A TR, FEE X A dn i AR 2
I NG g v gy GO B RS . H T E N A
TR AR G B R R EA T B TP XA T
PRGBS TR AT, i 2 fr
IR A CH M A Z

FI b, B B AR A S WA R B
FrER AR B T A B R AR TR, T H A B SR
AN AL R 2 B R, X AL B2 TS 1 o8 i 23R 5 i B
KR BZEAF R SRAM A7fitf B IC A B, T HL X 26
FERBEA UL G I T AR BB R SR TT, anbricd 4k
Il G AT AP ARV R AR AT
PG5 o X R A2 B BT B 2 B
AT ABEIE T TAE. ASCHR A CacheFl 5573 7%
BT AT A& A 2 U B8 BT 1% R A
o3



£ 54 - Gl R RPN

5538 &

2 CacheFI ByZE44

CacheFI 2T 4> R & Simics 19 1 |
GAER A T, S840 A T Simics /) C 15 F
NIRRT, S0 75 08 T AT DRI 2
PATT, SCRF P A XN 22 Bl A 1 HL iy
JERTHAL,, AT LSBT 2% i 92 A7 45 A8 25 S AL 1Y)
A B UERUE K. & 1 /R T CacheFI %
fREEg, B =4 OFEF XML #5201
BC B S B @ CacheFI-Gen , i i A= B 4 5 B
CacheFI-Load , Bt B i A% o

FT XML A8 X B S 8O 5 i H2k
SR, B : CPU K%L B G A7 2R A I ]

SR SRR BRI K- S8, S5 S
T LR H IR XA, R S E IR
B vE A B B B, CacheFT 328 F 5 3E 17 i i 25
BEBIL AR 4 36 R AN B A A RE T B I K
FAYANIR] , A= 7 B A 7 55 Y00 B 0 0 G2 77 4% 2 IR
AR AL A SORE AT 5 B T AN, R K
SR BRI AR B SRAM £7-6ik BT 45 # (e
Gik) 6T, s TT/14T 4544 8T B 10T 45) 7EA
[ ) L S 7K B 25 R R S il e e, e
s T LUK [ B~ SR HOR 3 78 (International
Technology Roadmap for Semiconductors, ITRS) [
IS HORG SRAM 2 BT BSR4k

T i |,

| R |

A el wmEEa | aee

HHLH

C/C++/Fortrani g 1217 &

& PHARIE RS (N Solaris)

SimicstE{LIZE

\

e B 2 (XML )

— Rz
— CPUBRBSH —
—ZHENEE 2>
— HUERARE —
— frkhE AR B —

- e S HCanert Load] AR |

/ e T < R R A A

3 ERN
! .

N CacheFI-Gen

S R s

ha
S| SRR AN S R
(EBEHNAES)

Kl 1 CacheFI i L ZEA7 B A T H A4 &
Fig. 1  Architecture of CacheFI

CPU #ZBL & G2 A7 S AL T AN ) 2 8
FARAZ B Simics 4 RGAA AR AIZATIIAS

CacheFI-Gen Hy = #7341 i, : Bl ML 43 A A= il
g S PR A s A R e A A

BEBL I3 A A B 32257 R BOE 1 H AR
FIKN MR S A7 S8R, ]I 225 TR A7 1Y) %
AS R E A R A2 R ST (NG AT P
GEAEAT KSR 5, 2 A 21 DL R At 5 32
SERRHOC Y BT AE AL 55 ) |, A U R AT o MK
R TE A H A TR], BEAIL 3 A1 A sl e i 7 =X
W], AR R T AR Sy T S e R A R AL
il , BEATL A A K T P A1 B 8234 I A 1Y)
Pk, LG BEITPAL 2R B BE o A SRR i AN
T BEASAERE T B i, D) DA R S
A5 A A5 A o 17 00 P B A, 3k 3 S A g e
EAE G ASEIE . CacheFI-Gen il it 42 )7)

3¢ G-Table {0 SERAFA A B IR 45 F9 F12 B IT Y
NI A3 A 0L o

BEATL 53 A5 A= A DA G2 A7 41 R Sl 38 30 41 G
1 SID, A7 4T N F 4w iy WID, DL K 7 N A f 7%
BID, 2k U 43 A . SID, WID A1 BID Hy Bl #L4%
ORISR K, A UL R 1R A T 5 A ) 4 SR R
G-Table , 145 i b5 57 T 8 119 45 32 i 405 40 32
BATT W 5 R A e A T

IR A A R B — R 1)
Wk R AR, SRAM it BT 1 e 22253
K AR FIAR 7 IR 7K AR AT LAy
BRI R o 0 A B 7 AR H
AR R R AEAE . AR A AL 5
VIR G, L A BAT BEATLME RSB s | (R s
KA IG S FRAEE , LR R TR 0 i
REA SR, B BRIE BRI AR, G R



%5 4

PR, 55 : Cache T B FAU G IR IE A R L A7 AR A T2 " 55

DEABIR S AR R U8, B W 5 e, A RS0 01 55
KRR, R A ] BRSO o PRI, 507 i e
SR < KA R R AN A S I S 3 ]
W, 55— 7 T, SRAM 7k B0 I 1 g s w1,
BV 2K R L R R AR AT )
Bt b s Il R R, AR R
oty =Rl B Ben b . Bl Bk — 2 ] LA
ORI R AR O 1H 1, B .l TR R A5
OLAS ME LA RO UL G A7 D5 1) K 2k B LI Ty
DRI A5 T b e xR R il e A U, i O AN
Wi CacheFT R A SR FIRS S A7 2 S AL i 35
R SCRF o B2, B — AR YR A A s
SR JE PE AR v, BRI 1

®1 MEEXHTE

Tab.1 Classification of failure patterns

DEEFE MORTREE MR
‘ L

= 160,16 1, %

Ao 0L
CEMETH

N l—‘—’\L oy | 0,1'—1’ ]

Rt U L

ComRRE—K, L

B 5.0, 4 1, Bk

- e
mach POVRERIC ) e e
[Zding

H1 TR AR =2 A1 8 Al = 2k b 1) A=
ISP AILAER IR A BB, W5 il 70 ) B B < 8 ks
(i) 5 ., i L[] Rt B 2 22 IR AL & A, PR G T
CacheFI-Gen & [ iR E TR F R4 4. 1E
H A3 A LR 38 22 0, DAL A S B0 A A g s
[A] B G (3 T Simics 19 API 8 %% SIM _ cycle _
count ) , 38 2 £F B BB HLEL , B e & A 1 I 2
OXof ik ol ., 30 5 S 18 A R 8 P ], 2 SR
WA SEAF R 193X BN ], A G A7 SR Ui )% A
)25t BRAA I, 5 U], 32 o B R LD B e, (H 1%
AT S R

Xof AL B s B AL & AR 22 U, B R S I
(] RN ELBEAIL o 2 WX I] BICHAC s 2 A= B 20 1) Bk (1] 1]
B i N3850 3 A 48 053 A A Weibull 73 Afi o 3%
B oA JE P S A A B AL B S

CacheFI-Gen 2347 B8 {5 5L A= Bk B oL
Ao IR S AR AT 9 S A A7 A, B —
TR — LR 2 B A P S AP
IR Z — & AT AAEBE T Simics #4714 REIF A
10 e S 1 v el B S R R U T R

ST ES SRR ZE R . NIRRT
S g 3k B A A B, R A B T R A A AL Y
B9iE

CacheFI-Load J& N & T Simics ZEA7- 13 i H1L
], 325 TS B 5 7 [T SO i v o7 i e g
P, B X Y £ 3 B 50 AR 0 B 2 A R
CacheFI-Load 3= % iy SCH i Afr A B 70 A ok 50AE
JEASEHR LA B AL B ARSI B, CacheFI-Load
LA Simics { G-cache #E5 2Ll , TR 1B Bl T H:
HH ) struct cache_line 25 #4) F1 struct generic_cache
S50 IR RAF UG ) R AT T A B e, 322
AR IER X B Lookup_line () B A7 Tl b
R ge_operate () (3217 [] %X handle_read ()
NG 15 1) & £ handle_write (1) DL K 24748 PO I
W 4R 1L R update_config () 45

30 b o R 118 £ e AR RS S PR A
5385, CacheFT AN AN AT R0 S B 1 4% Fofr g I A5 =
AR A 8, 3 A A% ) PR A 5 A T o SO S 3
(] S T L AT DU RO SRR A R A7
LTV e O] 4R AN W s a2 S s I Nl B

3 LG

SIS0 W10 4 RGBT 2 Simics
T —A 16 BB . B — DB S
H£T UlwaSPARC IV + BYRBCE, BRS R 2,
BRI A R GL 2 Solaris10, 322 i I 172
i H SPEC CPU2000,

R2 ZIEREMEARE

Tab.2 Baseline configuration

i JEE(E

16 4%, F:A% 45 0 1 AR A, HIRUT 30175
PR 1.5 GHz; BRI E A AA I L %K
PEGEATM L1 152 54T A 10 32 KB, A7
FIR/INJg 64 74T, 210 4 %, fiv AR O 3
ASFAE, R LRU B 45

st
%

pr— AE2M, ZAATRANN 6i?*ﬁ;8 LA
12 557 ﬁ,fﬁ*ﬁi’iﬁﬁllﬁ\{%ﬁﬂ,ﬁéfﬁ LRU e 55
B SR MESI Zef7— 2tk il
WA DilRlAEIR g 200 4> FE
164. gzip, 168. wupwise, 171. swim, 172. mgrid,
Wik 173. applu, 175. vpr, 177. mesa, 179. art,
B 181. mef, 183. equake, 188. ammp, 197. parser,

200. sixtrack ,255. vortex,256. bzip2

CacheFT £ J§ 3| Simics FE U e P I iy, I 2



.56 - B BE K 2= 2 i

5538 &

F G-cache #i Ht, 52 Bl T ZerehCache' #I
Archipelago' ™' | Buddy'™*' ( fj F Salvage' "' ZZ 7L
il 5 Buddy ZE oL, H ¥ A ARG 2L i),
Macho' '’ LI 2 MAEP ( Matching Access and Error
Patterns) 7 GEA7 25 B WL

ZerehCache" "' | i el Y (0 B0 70 40 U A%
#751), Archipelago ™! i FH—Fft [ 35 I3 14 ¢ /s P
oA, W B R /MU E S AP AT  (H X Ry
AR NP X R, XE LA Bk o A AL, HeES
KA 2l & ¥ IBSC ( Incomplete Backtracking
Sequential Coloring) F1 DSATUR K f#., Buddy''"',
Salvage' " il Macho''®’ Ji: 3 - 2% 17 41 94 ) JC v 5¢
THe(chunk) BHMY ZAF A DB . MAEP' J2
TR Ty 58, 3 3k I R b I S AR R
(A BRI 3 o s e

7 CacheFT, 32 B A5 7 T80 /Y 55 5«
(DCacheF T ZE A7 24520 1 B 1E RE g , I AT Y
I RAFASAE SR 25 RE ) 0 40 BT, 45 X SE 7
ZRAE Y ) &8 ; @ CacheFT 5 Simics 4 PR T, X
SO AT AR AR R PERE DA

HEFTSEBGVEAG I, 3 BT =k A7
(pFail) 137 5%, BRI AL BB 32 43 331k 0. 001,
0. 002 F1 0. 004 , 3 CrRk [ 1] Ao i ik e 710 15 41
HLHL JE Vee B9 F, Vee 23 51X Iy 470 mV,
450 mV 1420 mV, X53CHRL ] FISCHRRE 17 ]9
SRR . AN E (7 R R T A R
BOE BICHR  H @ eI e &, g i 12 10, |
BER A 10 DIR AN 25 KA T A AN E DL
Bt R RO 107, O T AL SR L A,
AL Ik IRt o 8 PR A AN ) B 5 B P o e
R, WYX LS HL, CacheFT 52 Bk f /Y 21
BFITEA

TG, X G AF A P AR RE ) A T SR BIE
MR R (KT 0.002) i}, ZerehCache (1)
Group DA f Archipelago %) H 5 & (islands ) B2 i
F AR W A AT RO B B 2 0 K AL
W 2k 0. 004 B}, ZerehCache-Group )% 34 {H
210 12. 4 A 1F74T , Archipelago-Tslands fi{) /N
B2 16.7T DEAAT . M HIEAFAE—LE P AR ]
(%% 17 17, ZerehCache [1) 25 I Hb ] 2 23. 6% ,
Archipelago (25 F LU 27 14. 9%

I S R, B T AT H R TP R T
(chunk) B MY S AE 558 284, 4N Buddy, Salvage
1l Macho FE7EH 2 1Y 1) &, 45 01| A& G2 A7 2H O HK 2
BN, T LA Buddy ZE4F A AL Y 5256
HATU]

3T CacheFI i ARLFE, #4100 Ff A [A] iy
R A B2 A7, I AL Buddy 7848 7 RIEE
GEAF R (AP E R R 4) o Xk
T, X B GEAF Th BT A G2 A 20 1 52 B O HK B2 1Y
Geit &I, 18 pFail =0.001 1}, HA 1 A 52 4F
GATATHI AT LU Ry 1. 16% 904 2 DAY
TR b e 23.77% 306 3 NRAFEITIN
GIAFALG LR 63.12% , BT G A7 4T 4 58 3 1 2%
AR 11.95% . #Aa HHNEF1T7
AR RS RE GE AE 2, i A 9 A7 4 DI B2 1 JLAm]
SEF(E A 2.86, WA 2 fFR. 24 pFail =0.002
A, 3 88 X 07 ) 28 A7 20 9 LE 9 43 90 R 9. 44%
56.80% ,31.98% ,1.36% 1 0.42% . ki,
FETE 0. 42% W A4, A N T A SR AA A T34 8k
SN X S A A R R A i S e 2
UM RALIFEAREIE W TAE . T E AT B
AU FEAME S 2. 24, Y pFail =0. 004 [}, X 4k
XTIV 98 A 20 B L g3 A 5. T8% , 42.43%
49.27% ,2.51% F1 0. 01% . i % 28 15 28 1) 1L 191
WERINE] 5. 78% o P A G A7 4 I B 1) JLAn]
SEEE N 1.49,

70

60 ] _pFail:().OOl
50 1 pFail=0.002]
1 | ™% pF6il=0.004

40
301 é
201 I

104 \

0 g —|_| » I‘—\

4=0 41 42 43 A=4
[eeaiolon 75 935

K2 Buddy 2247 A7 PR AFAT R B A A 175 00
Fig.2 Practical Associativity of Cache sets in Buddy

B 3 JoR T ARG A, Ge it 100 FeR
RIS A B, B2 T Buddy [EAMILHIREIE F TAF
M2 A7 L. WKL 3 Hh AT LUE Y, Y pFail =
0.001 [}, fif 4 19 Buddy 2% 77 ¥ g 1IE % T4E, 4
pFail =0.002 B}, B A 48.28% () Buddy Z2 47 ]
TEH TAE, 4 pFail =0.004 15}, BTG 1Y Buddy 22173

XXX

B/ %

. Normal
120 == Defect

100

80 1

B/ %

60

40 -

pFail=0.001  pFail=0.002  pFail=0.004

kR

P13 100 FlA [a] (i B 2 A1 i 1E 5 1) Buddy 2247 HL 1
Fig.3 Ratio of normal Buddy Cache for
100 failure distributions



%5 4

PR, 55 : Cache T B FAU G IR IE A R L A7 AR A T2

.57

AREIEH AR, S Arh I S iR A 20 5
TR PX SE A7, Buddy Z2A7 A BEIEH AR
Buddy Z& #4) v i Bl i) 3X £ [n] B, Salvage Fl
Macho ZEA4 Hh-t, [) B 778 , R 31 o i P 22 A 2H 1Y)
[/, JE i BT CacheFl BB A P-4, % B
X SO SRS S B AR A7 B o ) SR B AT ) R
FOR, T MR T AR Simics #2400 85 IR 5T
VA X S A EAS R AR A B PR RE , 2 2Pk e 1 Tk
P2 1A 356 T 5 0T ¢ A R i ( Least Recently Used
LRU) L4 B 2247, Buddy 277 #l MAEP 2277
=R I E) L1 Bl S A7 i L1 454 247
HATYEREVEAL , Qi &l 4 FNIE S s, BT Buddy
GEAFAEALHRE R KT 0. 002 1], 23 H 30 e s 9% 7
41, PR, TE P REIEAl I, 4 Y 2 18 20 Buddy
TR 4 T X WU % A 2 1 G A SR LS 3 AR

R

(i ] CacheFI 13 A¥fE R}, Buddy il MAEP
B PR AR, JH Al 98 57 30 0 R A 2] e
R FI N o ok LUl e e 38 N — 7 RO DT RN RE IR
MIE 4 &S Hha] LA, ZEAF 28 sE AL i T
TR , S EULT B i I R e Y ol 2k
AREAT W A, L2 L R AR R
FIGIZ . Buddy &M AL ] Y 14 BE 2 B
BT MAEP 72 20 e rg AL o 72 15 S
PP, 24 pFail =0.001 i, L1 ¥4l S 7 eh Bk 1
188. ammp 4, 75 Buddy HHAt 14 SRR e 4 Bk
KA EART MAEP A7 15 0L 24 pFail =
0.002 B, f& T 177. mesa, 179. art £ 188. ammp 2
Hb, HAt 12 SR AE Buddy HRBLELL .

TEMRHL IR, 5 ) 2 L IR FE IR E) 650 mV 2
J&i 7K KRB AN B 2 Aoty Sy 6 2R
AR 10~ (R fF, 35 5 R R 26K 2R
A7 SRR R MRS A B SR Y 2 2 S R 22—, T
HLIA R B G 1) AT AR BARPEN IR LS 7R A
R R AR A S T B o (HR AR R A2 Fr
AT AL B SR U AN T A 2 L,
Wi 1 XA R GGG Fr b ZEAF AR S AL A 5

0.5
W LRU/pFail=0
0.4 ! == Buddy/pFail=0.001
iNi Buddy/pFail=0.002
Bil | R=X) Buddy/pFail~0.004
031 BME! | womm MAEP/pFaif=0.001
%@. H : H wti MAEP/pFail=0.002
£ 02 i
1 I i H 147 P Y { .
Bl ! f i j PR ||| MO 24 Ellied i i
Do om0 W R oo
0.0 | L A peflt? HiKe? gafld? i Hife HAKIE Hif .&i ,E_: off il i
164.gzip 168.wupwise 171.swim 172.mgrid 173.applu 175.vpr  177.mese 179.art  181.mef 183.equake 188.ammp 197.parser 200.sictrack 255.vorex 256.bzip2
AR
5t 7 P et ¥ 5% %7
K4 AR B L1 B S A7 i Bk 3
Fig.4 Miss rates of different L1 data Cache architectures
e | RU/pFai}=0
0.25 [SSN Buddy/pFaii=0.001
q %% Buddy/pFail=0.002
0.20 1 E= Buddy/pFail=0.004
H N MAEP/pFail=0.001
s 015 i M AEP/pFail=0.002
#
& 010
0.00 D| > | y I I . ng kil ] Rl il 2 ! Al
164.gzip 168 wupwise 171.swim 172.mgrid 173.applu 175.vpr  177.mese 179.art  181.mef 183.equake 188.ammp 197 parser 200.sictrack 255.vorex 256.bzip2
WA
=1 U5 A7 5% b AN\ %2
KIS RIFZAF A Y LI 452 ZAF R Bk 3
Fig.5 Miss rates of different L1 instruction Cache architectures
R N N ‘1H =
4 i EFIPEAL o S XX AN )R, A SCHE T CacheFl,
Zale

ER—NIET 2 RGBS Simics 197 15 7F
ORI A TR, AT LA R0 SCHRF R B A7 1
B FA BRI AIBOAR B9PEAL LS T

£ 2% 3Lk ( References )

[1]  Chishti Z, Alameldeen A R, Wilkerson C, et al. Improving
Cache lifetime reliability at ultralow voltages [ C ]//
Proceedings of the 42th Annual IEEE/ACM International
Symposium on Micro-architecture, 2009 : 89 -99.

[2]  Kulkami J P, Kim K, Roy K. A 160 mV robust schmitt trigger



- 58 -

(FE TR SR S AN S

5538 &

based subthreshold SRAM[ J]. IEEE Journal of Solid-State
Circuits, 2007, 42(10) ; 2303 -2313.

Starke W J, Stuecheli J, Daly D M, et al. The Cache and
memory subsystems of the IBM POWERS processor[ J]. IBM
Journal of Research and Development, 2015, 59(1): 1 —13.
Magnusson P S, Christensson M, Eskilson J, et al. Simics: a
full system simulator platform[ J]. Computer, 2002, 35(2) :
50 -58.

Li D, Vetter ] S, Yu W. Classifying soft error vulnerabilities
in extreme-scale scientific applications using a binary
instrumentation tool [ C ]// Proceedings of the International
Conference for High Performance Computing, Networking,
Storage and Analysis (SC), 2012, 1 -11.

Zedh, EARBY, wRRg, 55, TAG4 [ {2 A0 PRAS SO TE AT,
ARLCT//75575 8 EMRAEAR 2 WSS, 2010.

QIN Lei, PANG Donghe, ZHANG Zhan, et al. TA64 firmware
implemented  processor technique [ C ]//
Proceedings of 6th China Test Conference, 2010. ( in
Chinese)

Jeitler M, Delvai M, Reich S. FuSE-A hardware accelerated
HDL fault injection tool [ C]// Proceedings of Southern

fault  injection

Conference on Programmable Logic, 2009 . 89 —-94.

MG, B, F¥E, % BT Simics I RGHMEEITA
FEI]. AT/, 2015, 41(2) : 57 -62,75.

HU Qian, WANG Chao, WANG Haixia, et al. Simics-based
system level fault
Engineering, 2015, 41(2) ; 57 —62,75. (in Chinese)

Chao W, Fu Z C, Chen H S, et al. FSFI: a full system

simulator-based fault injection tool [ C]//Proceedings of the

injection platform [ J ]. Computer

1st International Conference on Instrumentation, Measurement ,
Computer, Communication and Control (IMCCC'11), 2011
326 -329.

Yalcin G, Unsal O S, Cristal A, et al. FIMSIM: a fault
injection simulators

infrastructure for micro-architectural

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[ C]//Proceedings of the IEEE 29th International Conference
on Computer Design (ICCD), 2011 431 —432.
Mukhopadhyay S, Mahmoodi H, Roy K. Modeling of failure
probability and statistical design of SRAM array for yield
enhancement in nanoscaled CMOS[ J]. IEEE Transaction on
Computer-Aided Design Integrated Circuits, 2005, 24 (12) .
1859 - 1880.

Ansari A, Gupta S, Feng S G, et al. Zerehcache; armoring
Cache architectures in high defect density technologies[ C]//
Proceedings of the 42th Annual IEEE/ACM International
Symposium on Micro-architecture ( MICRO - 42), 2009
100 -110.

Ansari A, Feng S G, Gupta S, et al.
polymorphic Cache design for enabling robust near-threshold

Archipelago: a

operation [ C]// Proceedings of the IEEE 17th International
Symposium on High Performance Computer Architecture
(HPCA -17), 2011 539 -550.

Koh C K, Wong W I, Chen Y R, et al. Tolerating process
Caches; the buddy

ACM Transactions on Architecture and Code

variations in large set associative
Cache[ J].
Optimization (TACO), 2009, 6(2) . 116 —123.

Koh C K, Wong W F, Chen Y R, et al. The salvage Cache:
a fault-tolerant Cache architecture for next-generation memory
technologies [ C]// Proceedings of the IEEE International
Conference on Computer Design, 2009 ; 268 —274.

Mahmood T, Hong S, Kim S. Ensuring Cache reliability and
energy scaling at near-threshold voltage with Macho [ J ].
IEEE Transactions on Computers, 2015,64 (6): 1694 —
1706.

Choi Y, Yoo S, Lee S, et al. MAEPER: matching access
and error patterns with error-free resource for low Vee Ll
Cache[ J]. TEEE Transactions on Very Large Scale Integration
(VLSI) Systems, 2013, 21(6) : 1013 —1026.



