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Parallel algorithm for extending Merkle-Damgard Hash construction
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Abstract; Relaxed encryption framework which extends hash functions of Merkle-Damgérd construction to a parallel construction can improve
Hash performance by multi-core processor. A proving process was given to show that relaxed encryption framework has no property of collision
resistance when processing messages of different size. A new parallel extending algorithm was proposed base on the design of relaxed encryption
framework , which remedies the security flaws of the relaxed encryption framework, and the security of the new parallel Hash construction was also
discussed. The cryptanalysis shows that the property of collision resistance of the new parallel construction is not weaker than the hash function of

Merkle-Damgéard construction. Experimental results indicate that the new Hash construction performs better when processing messages of large size.
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Fig.1 Merkle-Damgérd Hash construction
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Fig.2 Parallel Hash construction
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Fig.3 Performance of new construction
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Tab.1 Experimental results 1

SHA-l  p=2 p=3 p=4
64 B 0.000 008 0.000 030 0.000 035 0.000 043
128 B 0.000 009 0.000 031 0.000 036 0.000 043
256 B 0.000 010 0.000 033 0.000 038 0.000 043
512 B 0.000 012 0.000 034 0.000 039 0.000 045
1 KB 0.000 016 0.000 036 0.000 040 0.000 046
2 KB 0.000 023 0.000 042 0.000 040 0.000 048
4 KB 0.000 039 0.000 052 0.000 051 0.000 051
8 KB 0.000 078 0.000 079 0.000 076 0.000 075
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SHA-I p:2 p:3 p:4

32 MB 0.293 620 0.157 358 0.112 166 0.099 028

64 MB 0.584 113 0.317 113 0.224 237 0.198 560

128 MB 1.172 372 0.632 714 0.447 954 0.391 997

256 MB 2.346 699 1.270 856 0.893 883 0.791 761

512 MB 4.681 760 2.533 936 1.783 803 1.560 241

1 GB 9.388636 5.111 856 3.568 136 3.122 568
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