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High-efficiency IQ convolutional network structure for

radio frequency fingerprint identification
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Abstract ; Existing convolutional neural networks, which are used for radio frequency fingerprints recognition, process time-sequenced 1Q ( in-

phase and quadrature) signals as images directly, resulting in low recognition accuracy and high computation complexity. IQCNet ( convolutional

neural network structure based on 1Q correlation features) , an efficient convolutional network structure, was proposed. IQCNet firstly extracted 1Q

correlation features and time domain features, then obtained the average value of each channel features through adaptive average pooling, and finally

used only one fully connected layer for classification. Experimental results under a variety of channel conditions show that IQCNet improves

recognition accuracy greatly with lower computation complexity compared with traditional convolutional neural networks.
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Fig. 1 RF fingerprint identification processing flow
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Tab.1 IQCNet(4,32,3) network structure
JE#FR WARSE Rop o gt BRI
Conv2d — 1 600 x2 1x2 1xl1 32
BatchNorm2d -1 600 x 1 32
MaxPool2d - 1 600x1 2x1 2x1 32
Conv2d -2 300x1 1x3 1xl1 32
BatchNorm2d -2 300 x 1 32
Conv2d -3 300x1 1x3  1xl1 32
BatchNorm2d -3 300 x 1 32
MaxPool2d -2 300x1 2x1  2x1 32
Conv2d -4 150 x 1 1x3 1xl1 32
BatchNorm2d -4 150 x 1 32
AdaptiveAvgPool2d 150 x 1 32
Linear — 1 32
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R4 R WMARST Rob it BB
Conv2d -1 600 x2 1x1 1x1 32
BatchNorm2d -1 600 x2 32
MaxPool2d -1 600 x2 2x1 2 x1 32
Conv2d -2 3002 1x3  1x1 32
BatchNorm2d -2 300 x2 32
Conv2d -3 3002 1x3  1Ixl1 32
BatchNorm2d -3 300 x2 32
MaxPool2d -2 300x2  2x1  2x1 32
Conv2d -4 150 x2  1x3 1x1 32
BatchNorm2d -4 150 x2 32
AdaptiveAvgPool2d 150 x 2 32
Linear — 1 32
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Tab.3 CNN-DRID network structure
JE £ PR AR Rop it BB
Conv2d -1 600 x2  7x1 1x1 128
Conv2d -2 594 x2  5x1 1x1 128
MaxPool2d - 1 590x2 2x1 2x1 128
Conv2d -3 295 x2 7x1 1x1 128
Conv2d -4 289 x2  S5x1 1x1 128
MaxPool2d -2 285 x2  2x1 2x1 128
Conv2d -5 142x2  7x1 1xl1 128
Conv2d -6 136 x2 5x1 1x1 128
MaxPool2d -3 132x2  2x1 2xl1 128
Conv2d -7 66 x2 7x1 1xl1 128
Conv2d -8 60 x2 5x1 1x1 128
MaxPool2d -3 56 x2 2x1 2xl1 128
flatten 128 x28 x2
Linear — 1 7 168
Linear -2 256
Linear -3 128
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Conv2d -1 600 x2 19x1 1x1 128
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Conv2d -3 291 x2  15x1 1x1 32
MaxPool2d -2 277 x2  2x1  2x1 32
Conv2d -5 138 x2  11x1 1x1 16
MaxPool2d -3 128 x2  2x1 2x1 16
flatten 16 x64 x2
Linear — 1 2 048
Linear -2 128
Linear -3 16
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Fig.5 Overall experiment process
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