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Analysis of anti-spoofing performance of GNSS multi-beam

anti-jamming receiver

NI Shaojie' , REN Binbin' , CHEN Feigiang' , GAO Lichao® , FENG Xiaochao
(1. College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China;

2. Beijing Research Institute of Telemetry, Beijing 100076, China; 3. Beijing Satellite Navigation Center, Beijing 100094, China)

Abstract; In order to analyze the anti-spoofing performance of the GNSS multi-beam anti-jamming receiver under spoofing interference

scenario, a performance metric named deception suppression ratio was put forward. The theoretical formula for the power of the authentic and

spoofed signal was deduced considering the anti-jamming receiver using the MVDR ( minimum variance distortionless response ) algorithm with

limited number of snapshots. And the influence of the power of the spoofed signal arriving at the antenna array on the output power of the authentic

and spoofed signal was analyzed in detail. The analysis shows that even if the power of the spoofed signal is below the noise level, the multi-beam

anti-jamming receiver using the MVDR algorithm can still suppress the spoofing interference. And when the spoofed signal-to-noise ratio is high,

the suppression is more effective. The conclusion was verified by simulation and hardware platform test.

Keywords : spoofing interference; MVDR ; anti-spoofing performance; deception suppression ratio
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