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Intelligent detection method of ROP chain using two-dimensional
feature of byte pattern
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(College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China)

Abstract: ROP( return oriented programming) attack is an important method for network attackers to break through the protection of operating
system and realize vulnerability attacks, and ROP chain is the main component of ROP attack. In order to detect the ROP chain in network traffic,
an intelligent detection method that can automatically extract the characteristics of ROP chain and has good generalization performance was
proposed. The sequential extraction method was adopted to divide the measured network traffic into multiple sequences, one-dimensional traffic data
was converted into two-dimensional feature vectors by using sliding window and numerical quantization, and the detection of ROP chain was realized
based on the convolution neural network model. Different from the existing static detection methods, the proposed method did not rely on the context
information of the program memory address, was simple to implement, easy to deploy, and had excellent detection performance. The experimental

results show that the highest accuracy rate of the model is 99. 4% , the false negative rate is 0. 6% , the false positive rate 1s 0. 4% , the time cost

is within 0. 1 s, and the false negative rate for the real ROP attack traffic is 0. 2% .

Keywords: return oriented programming; static detection; sequence extraction; image feature

BoPE AT 48 3 (data execution prevention,
DEP) Huhil-=5 [6] 45 5 FE AL (address space layout
randomization , ASLR ) £ P 7% 55 37 AL il 5% 35 3 1
IR IR s R AV O N L a i (R DN Y ¢
Shacham"" $% 4 T 1 4] 3% 1] 4t #2 ( return oriented
programming , ROP) R4 /&, T AL 1 1% 58 T8 A Mo
T LETEASPER AT PAT ARG Y Jay B, 368 2ok 326 B PF
P HAR R G A =5 1) b g A7 AU B (B
Z K Gadget) >k SEHUEEHIRE, Gadget 52 H brfe
J¥ A28 0] CAEAE I LUK G 48 4 S 45 R A0S
BT VSN AR RS RIH AL B L 2R 8 0 A R

«  rFS HER 2023 -02 -23

EETE  JH B E B S RHIFE 4 ¥ B H (MCM20200103)

BRI DIRE. Gadget &4 i ROP (1) B A 5
7T, ROP f i i $f 4 Z 1> Gadget, 52 0% & Bk
SRR ERRE. T ROP B H Bk
AN IRE AR R AT L2 DEP (94, ROP
TR S B Y 1) e ol A S A AR Y E
R 4y, W AE £ X CVE - 2014 - 0322, CVE -
2016 — 10190 2021 —22555 .CVE —2022 - 0995 %
IR S B RS 240 5 T ROP 4

ROP #1600 53 SAy 2l 25 A6 T -5 e A A )

SIS Ik N T VDA S HAR A X
A A EAT S AT W4, RIS Ay

YEB® N £81(1975—) , 55 IR HBIHN , B8 , B, B2 320, E-mail ; jwang@ nudt. edu. cn



%5 4

EB, 55 M7 T ERAIE R ROP BER AR I 75 74 - 185 -

fiE, NZFAE A5 B AR H8 2 TR (R O
SEREEAF, SR FAT AR DEE BT RS T
BT D3 A7 bR 285 4 8 45 T 1k SIC X ROP g A6
DROP Bt 278 — sl AR X ARG 45 4 i A 71
BLIHEAT WA, 38 3 4G A ret” 45 4> [A] B A 45 2 2L,
W A7 AE ROP I REAUHS B 5 et (il
3T N % 89 & ML ( kernel-based virtual
machine , KVM) , FI| F1 2l &4 4% , 45 & B 53 )2
g, i E R ROP Brifi . SCRAP 7£ DROP 5k
fili EAREFE 2 48 5 A Bk AT o LT A&
%, FI 1% 4% DC K ROP Xl . Ropecker 3
TR I ) R 3 S s, L RO TR 422 43 5
WEEE (9 4 R 92 B X ROP 1 iy 9 A =
ROPdefender 38 13 15 511414 4 i it 2 75 30 5 4%
A ROP etz CFIMon ) RS 2446 B 1) J7
Py CPU 54 $0A T, G A PR 42 ol 3k 50 8 1k 1)
o Bk % 3 (4. ROPDetector'®  FlI
MIBChecker" '™ 7] FH A8 41k i 5 2200 A 3 12 fih
SRR, SR T 2% L) 53 3R AT 52 ) ROP A6
I, ROPStop i 2 % ] 42 3 S Wk S 9 e 1
B, A 0 A R 4 ) O S o 4, 1 T 1 ROP
Tt . ROPscan i 4 i 8K 5l H AR #E 72 4 41k
23 [E) Hh E A AE ARSI A T, AR IS 17 B A
ROP fURS A PAT ™ o S A 7 vk RE 615 31 45
SR AT AR 45 S (H LG EEA 8 H bR sl
BT I PA TAEA I S S R AE , £ 7 PR ) 2
PRIXE VL TFES R N PR B 4 A5 i s
AR 45 ROP 7545 4i 22 1 b () BB
BRI R B ) HEAR Y | 2 T A AERS VT T
TG AT LI T HE T S VR AR AT
AR AL ROP Bk A . EavesROP # ]
T BN B 1 U T TR Y AT B B, I8 P R A
B I 80 DG S R 1 7 0T I 2% ke v Y BELL
HHE S B AR S Y Gadget b hik{E 747 VR,
LA B ROP B Strop #4iE Gadget H ik 11y

|

: HiEdR

| i—
|

|

|

|

|

|

r (8x365) (A%
| ﬁ
|

|

|

|

GEVTRHE, QN S Hh bk 0 | F A bk BE B8 A (R
M hE £ i Hb hE S S, 2B ROP B (1)
M, DeepReturn 2R FI B2 I 4 19 77 5 40 Hr ] %€
ROP Mt i , K H g it s A 2146 B 28 ) 45 vp
PEATAR 2RI . ROPminer 5 3t 76 H ARG 5 B
B U AT BB Gadget, 2% 2] ROP 4]
PR BUE AR AL R, 9148 Rt TR
T SRR IR Sz B A A RO S R I . Code-
Stop 3 2 LA T B8 H () F] BE Gadget Hbhk, XF
bl I TE SCR A 2UA B Windows 4 % BRI X 2F
FEa ) (BB =X, DATTT H4) BB I 5 £ 7 ROP 1%
T BRSO vk 2 sh A I Oy s B T
B /IS R TR R AR AR A ELR T A
AN Ty 3 — 7 T RORE Y N A b ik i | R SUfs
B AR A eR B0 FE M {5 B B 2 Rt
PR AEHLIEE B, ik iz R 2 55— i
AETER I 4CRAIG L L5 ROP M i 0 1 g 2% 4%
[

A — P T A R
ROP #ERN J5 1% o 1% 7 1556 T ROP £ (1715 )%
SNRHE , 30 L B I8 S 4 BB AR R A
A — 3 B e 0 o R ) & R T
B2 B 15 L, ISR T 46 BR800 2% 55 31 %
ROP SEM RN . 1% 5 ¥k M e 7 B J s bk 9
A5 BRI [ 8, o225 18 H bR R G, 4G
BAER G | HAREAERRAS , HEA 58 A
HERR R AR I B TR AR G T4

1 ROP & M&EEY

1.1 &ELZT

ARSCHR S AR YT T 32 A 64 (i AE &
i NETHAE, THLL4 B Hihkas (] fy 32 {4k
VEZRGE g B AT ek o G 0 A5 TR ) S AR 5 58
VI 7R B35 5l v el T Ak A6 091
ABEIIAGIN DU~ o v sg 22 a7 ROP

. ———
H‘— —- |

‘- -

e

\
\
\
\
Dropout | |
L

I
\ WILE BRI WR L e R
B BREG Tl i ot BT Do |
| ____ (IR B2X2 2@E  M2X2 RIS |

N Eill e YL I S
Fig.1 General design program of the model



- 186 - B BE K 2= 2 i

5545 &

it B AR A AR ROP it 5 B4 46 5 H54is 7o b 3t
I A3 i et S 0 1) A I A B 4 Ry 21 R B
5B 2 501 A I 5 5 I 2 4 o 8 ik i A
PR P RSO0 R Iy A\ 300 o 22 O 28 62 80 e ik A I
G5 RERLAG DU B 434 D0 3 25 A T 4k 3L A A 3
DA Y o, DT A5 21 BT T 28 03] o i 28 ) 4% 4
RUAHAL FAL e B 1S R D R HL 45 2 > B A L AT
TR AR E SR HUEE 7, BB A% H Bl b R i b 4 R
IR G ) — 2 B E A6 PR AIE o ] B 25 7
25 ) 2% 1) A 0 A R B AR 55 Y B I Az 4k
PR, 6 TR B B I 2R 4R 19 5 ROP 55 B A R 4F
PRI PERE . DRI, SR FH i 8 I 4% 455 78 X6 ROP
BEHEA TR
1.2 HiR&EHE

24T, ROP B (R I 348 B2 A AT 18 2 2080
£, ROPgadget'™® Ropper' ' 25 T H.fi @ 3 4 K
ROP fif, HJ&—J5 TH X 26 T H24E i ROP £ 1 )7
el TR AL, (75 4 BN [R] ROP 4% pir 61 75 (1)
Gadget 0 X JIAN K ; 75— J7 T H F£E 1 ROP 4
(1) Gadget i & 3% A [7]— QA B, DIRE RN . —
PRI R T 26 T B AR B ROP 45 JF AN e AR 4
SRS ROP HE R i, AN 4 il 28 0 2 B 11
222k

Hi T4 B ROP BE ) Gadget Y55 — 17 5 H
5 5301 25 57 K, BRI AR SCHE T ROP 4% i 7
DX I 745 U SRR SE 6T ROP ik il Aar I, O
X S ROP AT 4047, fK 48 H 5 ROP 4
AL AE R RO A IR B . ROP 4 50408 1) 2E i
T R H 5L Gadget (1979 715 5 = ALY
WHGE WY B Gadget, JF ¥ 457 T 49 &
Gadget $fH24H A, ROP %%, i@ M CVE F1 Expliot
Database SIS I 73 K B S Mo ieAS, & 9
ROP i H Gadget Wy HR IR/ T 6 DA
MRS X, Oy B2 e ARG T B ), A B A 42
BT 10 AASE = i AR bk B, MRS B
A 64 MB [y i ht =5 18] . BF5E R B, 76 x86 ZEtl
T, Yol B S B B SR A e B R A
11 AR Y Gadget ™, B A s 4 1% 5
ROP 4 7% Gadget [ (& 15 10 ~ 50 A4S,
ROP #5042 A JE 4N 3% 1 7~ , ROP BE 1) K
JEFR R HoAL & Y Gadget FOit, 3 bk Bt 8 &
ROP 54 ) Gadget Ayt Be o, an . ik Bt
R 1 RoR Gadget #BAb T AH W] (1) i bk Bz, HExt
o B AR R ok B R 2 OR ROP 4
(1) Gadget 7 2 NANFEIRYE 797 o B £
J&T ROP HE K B, W% BT Gadget 1% i fik 55

Fil, BOREACHTE 12 000 DAL, BETH 2 #2825 1)1
F 1 ROP$#EHIEE
Tab.1 ROP chains data set

Mtk ROP HE K JiE

BEL 10~204 21 ~304 31~40 4 41~50 4

1 400 400 400 0
2 600 600 600 0

3 400 400 400 400
4 400 400 400 400
5 400 400 400 400
6 600 600 600 600
7 0 200 200 200
8 0 200 200 200
9 0 200 200 200
10 0 200 200 200

TEH RSt USTC-TRC i gk ™" .
USTC-TFC $Ha 4660 & S 3 W5 R IE 3 2 W
A3 25 3 R G v 9 1 U B AT SR
RN A5 (peer-to-peer, P2P) ¥ i | 2 WA I 48 L SC
AT e HL T O e
1.3 HUETAE

ROP H£401% Gadget A7 Hiu b1k 715 75 ¥ s 745
FECE , ¥k 4 B, I ROP B 72 3 B h 25 90
£~ 4 B RURAR TS # . ROP HE 4% .0 8
JUE Gadget, B 1 15 BUE 22 7 r o8 FH ) A0 B
TE 725 1] (1 BB 8. ROP 45 A B i 119 5
TRIURRAE , B Y Gadget J2& M [a] — /> QA Bt 5k
FHABACHS B i HUE , Gadget B 25 — > 15 4K
(B /N TR T, H. Gadget J5 = A~ 45 9 54
ERFEHL . 3T ROP f 1) 57345 B U4 AE
AR I b B A 7 2 6 U R e 43 Y
21, 3R W Sh T 100 HEAT RO R AL, B s — 4
BB AL o AR, AR 4 AR A 2
FIF 7% o

Step 1 14 I 3 7 K B 1k 47 4 v AL 37 Uk
EBREAR UL, O B AR R R Y
I To BOERFH) T K 4n, F 52 RF .

Step 2.l ROP 591 i i Gadget F 15  J¥ 41
B G KR ETS TN, L 0.1,
2 3 AR K AR, I |l — b 5 B 4 & o —
4 AL 4 ARG T, T, T, T, 355 04



EB, 55 M7 T ERAIE R ROP BER AR I 75 74 - 187 -

Step 1 .../61ba 8b 5e 6903 98 a8 61 bd d7 £5 68 ae £5 42 68 bf €6 6b 68 8 222364 9F 77 36 & ff fd £ Ge b4 709261 e8 70 e0  f £ 6204 4 63 ...

EXR A i

1

2

3

I61|69 61 68 68 68 6d ff 6e 61Iff|62 68 61 ff 6e 61 6e 61 6d 61 90 61 ...
T

...|ba 03 bd ae bf f8 9f ff b4 e8 |ff|04 f8 ec ff b4 e2 bS e8 9¢ ba 90 b6 ...
T

...|8b 98 d7f5 e6 22 77 fd 70 70 |ff f4 06 44 ff 70 a8 73 5d 43 8 90b8 ...
7 §

...|§|a8 SR80 bR23R36ITERNG28e0) |ffI63 Bl CRIOPRFRCORCCRIGRESIRIRE . ..

S1
Sz
S3
S4
S1
Sz
S3
S4

.. al a2 a3 a4 a5 .. S...v66666665556665‘..
1
bl b2 b3 b4 b5... (109988777889 101010..

101010 ---
101010 ..

v
666 5 ..
9
9
0101010-..

555
788
7738
89101
55
78
77
89

|
|
|
|
|
|
|
|
|
|
|
|
1| 7
|
|
|
|
|
|
|
|
|
|
|
|
|

»| S, 5666 5 ..
step3 |- JEINCIGIEANG|.. Step 4 Sm99999877789101010... 23181818..,
N
WA HEEL
Al d2 34 d5. .10999998891010101010.. 1010101010....
A
______________________________________________ 4
FOR WAL B ER FR WAL A

K2 ZHYERRIE R At B

Fig.2  Preprocessing of two-dimensional feature data
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