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BRAM anti-irradiation design method for satellite payloads

using time-sharing refreshing and location constraint

SUN Pengyue, LIU Xuhui, MAO Erkun, HUANG Yangbo, ZHANG Shuzheng, LOU Shengqgiang
(College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China)

Abstract; In order to solve the problem of lightweight and high-reliability anti-irradiation hardening for BRAM ( block random access memory )

in static random access memory-based field programmable gate array under the strict limitation of space-borne resources, BRAM anti-irradiation

hardening design method based on time-sharing refreshing and location constraint was proposed. The time-sharing refreshing of the BRAM was

realized through monitoring time slot of algorithm execution, and location constraint was added to effectively reduce the probability of simultaneous

anomalies of two modules under the design of triple modular redundancy, effectively improving the reliability of BRAM radiation resistance with less

resource consumption. The results of heavy ion acceleration test show that after adopting the time-sharing refreshing and location constraint

hardening methods, the single event function interruption cross section of a certain type of satellite payload in our laboratory has decreased by about

81.63% . The BRAM anomaly on navigation satellites has been reduced from 3 stars, which occurred 3 times in 2 years, to 25 stars that have not

occurred in 2 years, and the reliability of radiation resistance has been greatly improved.
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Fig.1 Basic architecture of refreshing error

correction method
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Fig.2 Basic architecture of BRAM hardening

method based on time-sharing refreshing
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Fig.3 State transition diagram of

self-refreshing control module
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Fig.4  Structure of fault injection test system
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Tab.1 Test results under different BRAM

location constraint
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Tab.3 Results of irradiation tests

- , . LET {4/ T/ BT A MR TIhEE  SEFI i/
WX 5 b ST LB R 5 5 I )
(MeV - em™/mg) (1/(em” +s)) (4~/em?*) o B U R cm

AR Ta B F 81.35 60 ~70 9.26 x10° 5 5.40x107*

B & Ta B F 81.35 67 ~300 5.04 x10* 5 9.92x107°

ATUFES LT A 2B EHR-FIhRE Ik
(single event functional interrupt, SEFI) # 1 M
5.40 x 10 *em® FREF]9.92 x 10 em®, T &4
81.63% , A FEPERIEEET . 4R AT ok B
HeXf BRAM SCtEa0 4 - A TPEREIEAS  (HAH L A &
WrBcicit, B 2 Hr Bl SE R o FEE TR
BRAM Jinf&El it b, e bk 45 RAER KRB b
UEBH T AR SCHT R 7 v A sk

I H AT AR PUB TG O, 3 — 2P
BIE 5 4 Bl 3 A0 A7 B 24 SR BRAM i [ 7
BTERE . 2 AT A BB 3 D
LT A BB B BRAM Ji[E A 784, HAE
R T Z R T B S, 2015 4R 8 A &
2017 49 HIAME],3 W D ARAMGFHB T 7 RIE
SR RS S IR, T AR PR Rl
SEE A R RN 4 s, nTLUE R 7E
FFA T RAER AR 5 5, BRAM SR F
Rt b 42. 9% e 1 %A TR TR T 5 )

R4 ENBRNTERRENSWERLCE
Tab.4 Summary of analysis results of single event upset on

navigation satellites

s RAERTE] FEIER [ RBRE AS AT
L 054127 SR S
> 2017 406 BRAM BRAM 7(;?1%5!%5#47
SEH HTHAE , ok
By 2R

3 2017409 H

4 2016 4210 A 10B
2017 4£ 02 H SH

FPGA 10B 4}
R BB
F % U B 40
CLB B AR IR T
S 9, RN AR AT
ARVEATINE BT

6 2015408 H

7 2016 405 H

11 10B FoR i At Bk o

FEEA . TE B BB B, R T LT 20 I R A



- 236 -

(FE TR SR S AN S

5545 &

B 2T BRAM H8 MO 75 3% , F A 25 9B
ARSI AR A — LT B e, X e
UERH T ARSI I J5 35 iAo

4 #Hig

A HATER XS SRAM % FPGA Bt & Ui =S
() PR AT SRR T C B B — R A AR (B4
XFFH P B RS 4y, Rl & BRAM (1 A SE PR 1T,
FHORIFIE IR LE Bk = o AR SE5H XF BRAM (1 il 7
BT B AR BENE T bR SR BH G O B R (HAF AR
JRIEHE, BAETE BRAM 5[0 mhos i /e Bl g
SRR . A SCEE M T T A R B Y
W) BRAM Hi2s (A1 46 B AT gty i, e W
N = R N 11 B Gl B M= I S N e e
FPGA Xf BRAM (1) H il 3#i % 11, Jfid@ ik BRAM 11
7B 2 A AR R T B FE 3 i 2 15 BRAM
(RTS8 A AE 38 o 3 ol BBy AT L B T
HE I DA AR S BRas A T4 00 = AN 2 11, % AR 3L
B 7 s PR REHEAT T A B, AR, BTk
BRAM [ 87 77k 5 P et 26 DI AH ¢, 8 A i
AN T EE ARG FPGA PN &5 1 47 4 Xk 1
Tho J340, N0 B R T AE FPGA B L B ik
ITEOLT , AT RES 1AL EDA B A JRy A ek g T~
R, B 2R, 5 220 T BB AR R
W& , E— - HE TGN B 2 o5 i A R A et e

2% 3R ( References)

[1] INGUIMBERT C, ECOFFET R, FALGUERE D. Electron
induced SEUs: microdosimetry in nanometric volumes [ J].
IEEE Transactions on Nuclear Science, 2015, 62 (6):
2846 -2852.

[2]  HE W, WANG Y K, XING K F, et al. SEE vulnerability bit
analysis method for switch matrix of SRAM-based FPGA
circuits [ C ]//Proceedings of IEEE International Conference
on Mechatronics and Automation, 2016 2355 —2359.

[3] 5ok, X, w%F, 5. SRAM-FPGA $7 5k ¥ B 4% 7
EHBAGLT]. V%R T RHOR 2 R (B ARFHE IR,
2018, 45(1): 112 -116.

GUO Q, LIU B, SIS P, et al. SRAM-FPGA SEU mitigation
method and prediction [ J ]. Journal of Xidian University
('Natural Science) , 2018, 45(1); 112 —116. (in Chinese)

[4] DUSG, FAN L, YUE S G, et al. Study the single event
effect sensitivity of SRAM-based FPGA [ ] ].
Electronics & Detection Technology, 2012, 32(3) : 272 -278.

[5] CHENQY, CHEN L, HIEMSTRA D M, et al. Single event

upset characterization of the stratix [V field programmable gate

Nuclear

array using proton irradiation [ C ]//Proceedings of IEEE

Radiation Effects Data Workshop (REDW) , 2018, 1 -5.
[6] SEDARES L. M, REDMON R J, RODRIGUEZ J, et al.

Determining if the root cause of an anomaly is a single event

upset| C]//Proceedings of Space Operations Conference, 2016.

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

VLAGKOULIS V, SARI A, VRACHNIS ], et al. Single
event effects characterization of the programmable logic of
Xilinx zynq-7000 FPGA using very/ultra high-energy heavy
ions [ J]. IEEE Transactions on Nuclear Science, 2021,
68(1) .36 -45.

CHEN R, CHEN L, LI S, et al. Comparative study on the
transients induced by single event effect and space
electrostatic discharge[ J]. IEEE Transactions on Device and
Materials Reliability, 2019, 19(4) ; 733 -740.

GLEIN R, RITTNER F, BECHER A, et al. Reliability of
space-grade vs. COTS SRAM-based FPGA in N-modular
redundancy | C]//Proceedings of NASA/ESA Conference on
Adaptive Hardware and Systems (AHS), 2015 1 -8.

WEI X R, WANG J H, WANG Y, et al. Research on
detection of SEU rates of XQR2V3000 FPGA in orbit[J].
Journal of Astronautics, 2019, 40(6): 719 —724.

JEEE , WA, ATRE R BRI T FPGA iy SEU
MR R G AR AT (], oe 58, 2019, 26 (1)
73 -76.

GU Z L, MENG L J, REN K F. Analysis on test result for
SEU of FPGA in simulated low-altitude environment [ J].
Electronics Optics & Control, 2019, 26 (1): 73 —76. (in
Chinese)

NIDHIN T S, BHATTACHARYYA A, BEHERA R P, et al.
A review on SEU mitigation techniques for FPGA configuration
memory [ J ]. IETE Technical Review, 2018, 35 (2):
157 - 168.

ULLAH A, REVIRIEGO P, SANCHEZ-MACIAN A, et al.
Multiple cell upset injection in BRAMs for Xilinx FPGAs[ J].
IEEE Transactions on Device and Materials Reliability, 2018,
18(4) . 636 —638.

JUNG S, CHOI J P. Predicting system failure rates of SRAM-
based FPGA
environments[ J ].
2019, 183 374 -386.

LIT W, LIU HJ, YANG H G. Design and characterization
of SEU hardened circuits for SRAM-based FPGA[ J]. IEEE
Transactions on Very Large Scale Integration ( VLSI)
Systems, 2019, 27(6) : 1276 - 1283.

SHE X X, LI N. Reducing critical configuration bits via
partial TMR for SEU mitigation in FPGAs [ J ]. IEEE
2017, 64 (10 ).

on-board processors in space radiation

Reliability Engineering & System Safety,

Transactions on Nuclear Science,
2626 —2632.

NIDHIN T S, BHATTACHARYYA A, BEHERA R P, et al.
SEU mitigation by golay code in the configuration memory of
SRAM based FPGAs [ C ]//Proceedings of International
Conference on Control, Instrumentation, Communication and
Computational Technologies (ICCICCT) , 2016 49 —53.
XULW, CAIC, LIUT Q, et al. Design and verification of
universal evaluation system for single event effect sensitivity
measurement in very-large-scale integrated circuits [ J ].
IEICE Electronics Express, 2019, 16(10) ;: 20190196.
GEORGE J, KOGA R, SWIFT G, et al. Single event upsets
in Xilinx Virtex-4 FPGA devices [ C]//Proceedings of IEEE
Radiation Effects Data Workshop, 2006 109 —114.

SOUARI A, THIBEAULT C, BLAQUIERE Y, et al. An
automated fault injection for evaluation of LUTs robustness in

SRAM-based FPGAs [ C]//Proceedings of IEEE East-West
Design & Test Symposium ( EWDTS) , 2015. 1 —4.



