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Security evaluation of Midoril28 cryptographic algorithm under
integral fault analysis
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Abstract; In order to study the security of the Midoril28 cryptographic algorithm against integral fault attack, the relationship between integral
distinguisher balance position, fault ciphertext, and the round key was established, and the last round key of the algorithm could be recovered by
key search, and then the master key could be recovered by using key extension algorithm. The theoretical analysis shows that the time complexity
of recovering the correct key is 22! and 2** when using 3 and 4 rounds of integral distinguisher for the integral fault attack, respectively. The
accuracy, success rate, and elapsed time were used to simulate the attack process of the fourth round of injection fault, and the master key of the
algorithm was successfully recovered. Comparison experiments were conducted for different plaintext groups and keys. The two sets of fault security
analysis schemes conclude that the round function of the Midori128 algorithm is vulnerable to integral fault attacks and requires additional protection
such as fault detection for at least the last 6 rounds while the algorithm is running.
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Tab.3 Examples of experimental plaintexts

4] 1.687ded3b3c85b3f35h1009863 e2a8 chf

/

i Wl =X

! 51084 ce6e73a5ca2ec87d7babc297543 leOac4fddff71b4c1801b73eedafc83d
Sre 2 f53ee29eb11337a966b5cded3d047{dc 551960051371 cf76eaf5bc74fchd07
A1 3 55¢bb95996d14902b60574d5e728d6ac e0d59ebf8731af78d1d5509ed268bf
S 2250 2 . 2a4de36b4£77¢5d32b1109369 ¢l abcad

o Wi wX

Syl 51084 ce6e73a5ca2ec87d7babc297543 2a0b3dade80a8{35d6c65d0e6f6ad4 ce
A1 2 f53ee29eb11337a966b5cded3d047fdc 59d8d1dbba0924cc4c¢02216c9803d63d
A1 3 55¢bb95996d14902b60574d5e728d6ac al ed8el becedf044171409e5ef90dc75

x4 FEFFRIE 1000 XHFHEEFAIE

Tab.4  Average number of candidate keys for each byte experiment 1 000 times

w91 sfo] s[1] S[2] S[3] S[4] S[5] S[6]

S[8] S[9] S[10] S[11] S[12] S[13] S[14] S[15]

T 1.81 1.05 1.22 1.17 1.05 1.06 1.31

1.04 1.73 1.19 1.26 1.86 1.01 1.10 1.18 1.21

W2 1.98 2.26 1.23 1.13 2.55 2.08 1.47 2.14 1.75 1.15 1.33 1.61 1.41 1.91 1.16 2.22
RS MEFPNHFTRIRE o
Tab.5 RMSE of recovery keys 00
~ =
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N v N\
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3 0 0 0 0 0 % . 0935
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Fig.7 Twice key screening efficiency
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